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Chapter 1

Ban biét cai gi dé khong? fork() déldm. Ban c6 thé fork ra hang loat tién trinh méi ca ngay va dé
chung xu ly tling phan ctia bai toAn mét cach song song. Tat nhién, moi chuyén sé don gidn nhét khi
céc tién trinh khéng can giao tiép véi nhau trong luc chay ma cd ngoi d6 lam viéc ciia minh.

Tuy nhién, khi ban bit ddu fork() céc tién trinh, ban sé ngay lap tlc nghi dén nhiing Gng dung da
ngudi dung thi vi néu cic tién trinh c6 thé noéi chuyén véi nhau dé dang. Vi vay ban thii tao mét mang
toan cuc r6i fork() déxem né c6 dudc chia sé khong. (Ttc 13, xem liéu ca tién trinh con l4n tién trinh
cha c6 dung chung mang d6 khong.) Va roi di nhién ban phat hién ra rdng tién trinh con c6 ban sao
riéng clia mang, con tién trinh cha hoan toan khong hay biét vé bat ky thay d6i nao ma tién trinh con
thuc hién.

Lam thé nao d€ nhiing “0ng” nay noéi chuyén véi nhau, chia sé ciu truc dii liéu, va nhin chung 14 hoa
thuan v8i nhau? Tai liéu nay thao ludn vé mot s6 phuong phap Giao tiép Lién tién trinh (IPC) c6 thé
thuc hién dugc diéu d6, trong d6 mot s6 phuong phap phu hdp hon véi nhiing tac vu nhat dinh so véi
cac phuong phap khac.

1.1 Doi tugng doc gia

Néu ban biét C hodc C++ va kha quen vi méi trudng Unix (hodc mdi trudng POSIX nao d6 hd trg cac
system call nay) thi tai liéu nay danh cho ban. Néu ban chua quen 1im, thi ciing diing lo—ban van c6
thé hiéu dudc. Tuy nhién tdi gia dinh rang ban c6 mot lugng kinh nghiém lap trinh C nhit dinh.

Gi6ng nhu Huéng dan Lap trinh Mang cia Beej sti dung Internet Sockets!, nhiing tai liéu nay dudc thiét
ké dé lam ban dap dua ngudi doc noi trén vao linh vuc IPC bang cach cung cdp mot céi nhin téng quan
stc tich vé cac ky thuét IPC khac nhau. Day khong phai 1a b tai liéu day da toan dién vé chu dé nay,
theo bat ky nghia nao. Nhu tbi d4 néi, muc dich ctia né chi don gian 1a gitp ban c6 dugc chd diing trong
thé gidi tha vi cta IPC.

1.2 Nén tang va Trinh bién dich

Céc vi du trong tai liéu nay dugc bién dich trén Linux bang gcc . Chung ciing c6 thé bién dich dudc &
bat ky ndi nao c6 trinh bién dich Unix tét.

1.3 Trang chu chinh thic

Dia chi chinh thtic ctia tai liéu nay 1d https://beej.us/guide/bgipc/ 2.

!https://beej.us/guide/bgnet
Zhttps://beej.us/guide/bgipc
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1.4 Chinh siach Email

Nhin chung t5i sin long tra 15i cac cau héi qua email, vi vay ban ct thoai mai gti thu, nhung t6i khong
thé dam béo sé tra 18i. Cudc s6ng cta t6i kha ban ron va doi khi toi thuc su khong c6 thdi gian dé tra 161
céu hoi ctia ban. Trong nhiing trudng hdp do, t6i thudng chi x6a email di thoi. Khong phai vi ca nhan;
chi 14 t6i khong bao gig c¢6 du thsi gian dé dua ra cau tra 13i chi tiét ma ban cin.

Vé nguyén tic, cau hoi cang phuc tap thi t6i cang it c6 kha nang tra 16i. Néu ban thu hep ciu hoi cta
minh trudce khi gui va ddm bao bao gobm moi théng tin lién quan (nhu nén tang, trinh bién dich, thong
b4o 156i ban gip, va bat cl thi gi ban nghi c6 thé gitip téi xt ly su c6), ban sé& c6 nhiéu kha ning nhan
dudc phan hoi hon.

Néu ban khong nhéan dugc phan hbi, hiy tiép tuc may mo, ¢6 tim cAu tra 16i, va néu vin chua ra thi viét
lai cho t6i v6i nhiing théng tin ban da tim dudc, biét dau sé du dé toi gitp dudc.

Sau khi da “day bao” ban vé cich viét va khong viét cho tdi, toi chi mudn noéi rdng tdi thuc sy tran trong
tat ca nhiing 16i khen ma huéng din nay da nhan dudc trong nhiéu nim qua. Dé 13 mot ngudn dong
luc thuc su, va to6i rat vui khi biét né dang duge dung vao muc dich tét dep! :-) Cam on ban!

1.5 Sao chép trang web

Ban hoan toan dudc chao dén dé sao chép trang web nay, du cong khai hay riéng tu. Néu ban sao chép
cong khai v mudn t6i dat link dén trang cta ban tif trang chinh, hiy nhan toi tai beej@beej.us .

1.6  Ghi chu cho Ngudi dich

Néu ban muén dich huéng din nay sang ngon ngii khac, hay viét cho ti tai [ beej@beej.us ] va toi sé
dat link dén ban dich ctia ban tii trang chinh. Ban c6 thé tu do thém tén va thong tin lién hé ctia minh
vao ban dich.

Vui long luu y cac han ché vé gidy phép trong phan Ban quyén va Phan phéi bén dudi.

1.7 Ban quyén va Phan phoi
Hudng dan Lap trinh Mang cta Beej 1a Ban quyén © 2021 Brian “Beej Jorgensen” Hall.

Vi cac ngoai 1é cu thé d6i v6i ma ngudn va ban dich néu dudi day, tic phdm nay dudc cip phép theo
Gidy phép Creative Commons Attribution-Noncommercial-No Derivative Works 3.0. Dé xem ban sao
gidy phép nay, hay truy cdp https://creativecommons.org/licenses/by-nc-nd/3.0/ hodc gui thu
dén Creative Commons, 171 Second Street, Suite 300, San Francisco, California, 94105, USA.

Mot ngoai 1é cu thé ddi v4i phan “Khong dudce tao Tac phdm Phai sinh” cta gidy phép nhu sau: huéng
din nay c6 thé dugc tu do dich sang bat ky ngdn ngii nao, véi diéu kién ban dich phai chinh xac va
huéng din dudc in lai ddy dt. Céc han ché gidy phép tuong tu 4p dung cho ban dich ciing nhu ban géc.
Ban dich ciing c6 thé bao gdm tén va thong tin lién hé ctia ngudi dich.

Ma nguén C dudc trinh bay trong tai liéu nay dudc dua vao pham vi cong cdng va hoan toan khéng co
bat ky han ché gifly phép nao.

Cac nha gido duc hoan toan dudc khuyén khich giéi thiéu ho#ic cung cap ban sao ctia huéng dan nay
cho hoc sinh cua ho.

Lién hé beej@beej.us dé biét thém thong tin.


mailto:beej@beej.us
https://creativecommons.org/licenses/by-nc-nd/3.0/
mailto:beej@beej.us

Chapter 2

Nhap mon fork()

“Fork” (dia), ngoai viéc la mot trong nhiing tii trong ngay cang ky la hon sau khi ban go di g6 lai nhiéu
lan, con dé cap dén cach Unix tao ra cac tién trinh méi. Tai liéu nay cung cdp mdt bai nhap moén nhanh
va thuc té€ vé fork() , vi system call nay sé€ xudt hién trong cac tai liéu IPC khac. Néu ban da biét hét
vé fork() roithico thé bo qua tai liéu nay.

2.1 “Hay tim dén Hém Nuai Nguy Hiém Mu6n Doi”

fork() c6 thé dudc coi nhu la td vé dén véi quyén ning. Quyeén ning do6i khi lai 12 t5 vé dan dén hay
diét. Do d6, ban phai cin thin khi may mo v6i fork() trén hé thdng clia minh, dic biét khi moi ngudi
dang gap rat 1am dé 4n cudi ky gan dén han va sin sang “xii ly” bat ky thd gi lam hé thong chét diing.
Khéng phai la ban khong bao gis dudce chdi véi fork() , chila ban can than trong. N6 giong nhu nudt
guom viy—néu cin thin, ban sé khong tu mé bung minh.

Vi ban van con day, tdi nghi t6t hon 1a t6i nén noi thing vao vin dé. Nhu toi da néi, fork() la cach
Unix khoi dong cac tién trinh méi. Vé cd ban, cach hoat dong 1a thé nay: tién trinh cha (tién trinh da
ton tai) fork() ra mot tién trinh con (tién trinh mdi). Tién trinh con nhin dudc mot bdn sao dii liéu
ctia cha. Voila! Ban c6 hai tién trinh tli chd chi c6 mot!

TA4t nhién, c6 dd loai bAy ma ban phai d6i ph6 khi fork() cAc tién trinh, néu khong sysadmin ctia ban
sé ndi gian v6i ban khi ban 1am day bang tién trinh ctia hé thong va ho phai 4n nut reset may.

Trudc tién, ban can biét diéu gi d6 vé hanh vi cta tién trinh trong Unix. Khi mot tién trinh chét, né
khong thuc su bién mét hoan toan. N6 da chét nén khéng con chay nita, nhung mot manh nho con chs
dgi dé tién trinh cha thu don. Manh nho nay chiia gia tri tra vé tu tién trinh con va mot s6 thi linh tinh
khéc. Vi vay sau khi tién trinh cha fork() ra mot tién trinh con, n6 phai wait() (hodc waitpid() )
dé chg tién trinh con d6 thoat. Chinh hanh dong wait() nay mdi cho phép tt ca nhiing gi con sot lai
cla tién trinh con bién mat.

T4t nhién, c6 mot ngoai 1é cho quy tic trén: tién trinh cha c6 thé bo qua tin hiéu SIGCHLD (la SIGCLD
trén mot s6 hé thong cti hon) va khi d6 n6 sé khong cin phai wait() . Diéu nay c6 thé dudc thuc hién
(trén cic hé théng hd trg né) nhu sau:

main()

{
signal (SIGCHLD, SIG IGN); /* now I don't have to wait()! */

fork();fork();fork(); /* Rabbits, rabbits, rabbits! */

Bay gid, khi mot tién trinh con chét ma khong duge wait() , nd thudng sé hién thi trong danh sich
ps dudi dang “ <defunct> ". N6 sé & trang thai nay cho dén khi tién trinh cha wait() no, hoic dugc
xu ly nhu da dé cap bén dudi.
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Bay gid c6 mdt quy tic khac ban phai hoc: khi tién trinh cha chét trude khi né wait() tién trinh con
(gia st n6 khong bdé qua SIGCHLD ), tién trinh con sé dugc nhin lam con cta tién trinh init (PID 1).
Day khong phai 12 van dé néu tién trinh con van dang séng t6t va trong tAm kiém soat. Tuy nhién, néu
tién trinh con da & trang thai defunct roi, ching ta sé gip ric roi. Vi tién trinh cha ban dau khong thé
wait() niia vino6 da chét. Vay lam sao init biét d€ wait() cac tién trinh zombie nay?

Cau tra 16i: d6 la phép thuat! Thuc ra trén mot s6 hé théng, init dinh ky hay tit ca cac tién trinh
defunct ma n6 s& hitu. Trén cac hé thdng khac, n6 thang thiing tii chéi tré thanh cha ctia bat ky tién
trinh defunct nao, thay vao dé huy chung ngay l4p tic. Néu ban dang ding moét trong cac hé théng
kiéu trudc, ban c6 thé dé dang viét mot vong lip 1am dAy bang tién trinh bing cic tién trinh defunct
thudc s6 hitu ctia init . Sysadmin cta ban sé vui 1ong 1dm day?

Nhiém vu ctia ban: dam bdo tién trinh cha ciua ban hodc b6 qua SIGCHLD , hodc wait() tit ca cac
conmand da fork() . Thuc ra ban khéng luén luén phai lam vay (vi du néu ban dang khéi dong mot
daemon hay gi d6), nhung hay 14p trinh cin thin néu ban 13 ngudi méi v6i fork() . Néu khong, cti
thoai méi phong thing 1én ting binh luu.

Toém lai: cac con tr6 thanh defunct cho dén khi cha wait() , trti khi cha dang b6 qua SIGCHLD . Hon
nita, cac con (con séng hodc defunct) ma cha chét ma khong wait() chung (mot lan niia gia st cha
khong bd qua SIGCHLD ) sé tré thanh con cua tién trinh init , ndi xt ly chiing kha thang tay.

2.2 “T6i da san sang tinh than! Cho t6i Cdi Niit d6!”

Dugc thdi! Pay 1a mot vi du! vé cach st dung fork() :

#include <stdio.h>
#include <stdlib.h>
#include <errno.h>
#include <unistd.h>
#include <sys/types.h>
#include <sys/wait.h>

int main(void)
{
pid t pid;
int rv;

switch(pid = fork()) {

case -1:
perror("fork"); /* something went wrong */
exit(1); /* parent exits */

case 0:
printf(" CHILD: This is the child process!\n");

("
printf(" CHILD: My PID is %d\n", getpid());

printf(" CHILD: My parent's PID is %d\n", getppid());
printf(" CHILD: Enter my exit status (make it small): ");
scanf (" %d", &rv);

printf(" CHILD: I'm outta here!\n");

exit(rv);
default:
printf("PARENT: This is the parent process!\n");
printf("PARENT: My PID is %d\n", getpid());
printf("PARENT: My child's PID is %d\n", pid);
printf("PARENT: I'm now waiting for my child to exit()...\n");

Thttps://beej.us/guide/bgipc/source/examples/fork1.c


https://beej.us/guide/bgipc/source/examples/fork1.c

2.2. “Téi da san sang tinh than! Cho t6i Cai Nut dé!” 5

wait(&rv);
printf ("PARENT: My child's exit status is: %d\n", WEXITSTATUS(rv));
printf("PARENT: I'm outta here!\n");

return 0;

C6 rat nhiéu diéu can luu y tit vi du nay, vay ta cd bat dau tit ddu nhé.

pid_t 1a kiéu tién trinh t6ng quat. Trong Unix, day la mot short . Vivay toi goi fork() va luu gia

tri trd vé vao bién pid. fork() rit dé, viné chi co thé tra vé ba gia tri:

Gia tri tra vé Mo ta
0 Néu no6 trd vé 0, ban 14 tién trinh con. Ban c6 thé 14y PID ctia cha bang cach goi
getppid() . T4t nhién, ban c6 thé 1dy PID cta chinh minh béng cach goi
getpid() .
-1 Néuné travé -1, co diéu gi do da xay ra sai, va khéng c6 tién trinh con nao dugc

tao. Dung perror() dé€ xem diéu gi da xay ra. C6 Ié ban da lam day bang tién
trinh—néu ban quay lai ban sé thiy sysadmin dang dén véi chiéc riu ctiu hoa.
Bat ky gia tri Bat ky gi4 tri ndo khac dudgc tra vé béi fork() co nghia la ban la tién trinh cha va
nao khac gid tri tra vé 12 PID clia con ban. Day la cach duy nhit dé€ 14y PID cua con ban, vi
khong c6 1énh getcpid() (hién nhién do méi quan hé moét-nhiéu giita cha va con.)

Khi tién trinh con cudi cung goi exit() , gia tri tra vé dudc truyén sé dén tién trinh cha khiné wait() .
Nhu ban c6 thé thiy tii lénh wait() , c6 su ky la khi ching ta in gia tri tra vé. Cai WEXITSTATUS() nay
1a gi vay? D6 la mot macro trich xuét gia tri tra vé thuc su cta tién trinh con ti gid tri ma wait() tra
vé. Dung, con nhiéu thong tin 4n trong int d6. Toi d€ ban tu tra cliu.

“Lam thé nao,” ban héi, “ wait() biét phai doi tién trinh nao? Y toi 13, vi tién trinh cha c6 thé c6 nhiéu
con, wait() thuc su dgi cai nao?” Cau tra 16i don gian, ban di: n6é ddi ci ndo thoat ra dau tién. Néu
can, ban c6 thé chi dinh chinh x4c con nao can dgi bing cach goi waitpid() vdiPID clia con ban lam
doi so.

Mot diéu thu vi khac can luu y tu vi du trén la ca cha va con déu dung bién rv . Diéu nay c6 nghia la
né dugc chia sé gifia cac tién trinh khong? KHONG! Néu vay thi toi da khong viét hét moi thi vé IPC
nay. Mbi tién trinh cé bdn sao riéng ctia tdt cd cac bién. Con nhiéu thii khac ciing dudc sao chép, nhung
ban sé phéi doc trang man d€ biét thém.

Mot luu y cudi vé chudng trinh trén: t6i da dung cAu lénh switch dé xti ly fork() , va diéu d6 khong
phai 14 dién hinh. Thong thudng ban sé thiy ciu lénh if ¢ d6; d6i khi ngén nhu:

if (!fork()) {
printf("I'm the child!\n");
exit(0);
} else {
printf("I'm the parent!\n");
wait(NULL);

A phai—vi du trén ciing minh hoa cach wait() néu ban khong quan tAm dén gid tri tra vé cla tién

trinh con: chi can goi n6 v4i NULL lam ddi sé.
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2.3 Toém tat

Bay gio ban da biét tat cA vé ham fork() oai phong! N6 hiiu ich hon mot tai giun uét trong hau hét
céc tinh hudng tinh toan cudng dd cao, va ban c6 thé gay 4n tugng v4i ban be & cic budi tiéc. Toi thé
ddy. Thu di.



Chapter 3

Signals (Tin hiéu)

C6 mot phudng phéap doi khi rat hitu ich d€ mot tién trinh “quiy riy” tién trinh khéc: signal. V& cd ban,
mot tién trinh c6 thé “raise” (phat) mot signal va giii né dén mot tién trinh khéc. Signal handler (chi 1a
mot ham) cta tién trinh dich sé dugc goi va tién trinh c6 thé xu ly né.

Day la mot cd ché thua vi khac v6i nhiing gi ban c6 thé quen: chudng trinh cta ban dang chay vui vé
lam c6ng viéc ctia nd, va roi mot signal duge phat va chudng trinh cta ban bi ngit. Code ctia ban c6 thé
dang 6 gitia mot ham tinh xt dén 1,21 ty chii s6 thap phan, va dot nhién n6 ding lai va quyén diéu khién
chuyén sang mot ham khac ban da viét (1a signal handler) dé xt ly signal.

Va khi signal handler tra vé, quyén diéu khién nhay lai vao phép tinh nt ctia ban va tiép tuc tii chd da
ding. Ho#c c6 thé chudng trinh chi don gian 1a két thac! Tat ca phu thudc vao signal va viéc ban co
quyét dinh xt Iy né hay khéng va xi 1y nhu thé nao.

T4t nhién, ma quy & trong cac chi tiét, va trén thuc té nhiing gi ban dudc phép thuc hién an toan bén
trong signal handler ctia minh kha han ché. Dau vy, signal van cung cip mét dich vu hiiu ich.

Vi du, mot tién trinh c6 thé mudn tam thdi diing mot tién trinh khac, va diéu ndy c6 thé dudc thuc hién
bang cach gti signal SIGSTOP dén tién trinh d6. DE ti€p tuc, tién trinh phai nhan signal SIGCONT !.
Lam sao tién trinh biét phai lam diéu nay khi nhan dudc mot signal nhét dinh? Thuc ra nhiéu signal
dudc dinh nghia sdn va tién trinh c6 mot default signal handler dé xt 1y ching.

Default handler? Dung vay. Ldy SIGINT lam vi du. Day la signal ngat ma mot tién trinh nhén duge
khi ngudi dung nhin CTRL-C . Default signal handler cho SIGINT khién tién trinh thoat! Nghe quen
khong? Thuc ra, nhu ban c6 thé tudng tugng, ban c6 thé ghi dé signal SIGINT dé lam bat ct diéu gi
ban mudn (ho#ic khong lam gi ca!) Ban c6 thé khién tién trinh in ra “Interrupt?! No way, Jose!” va tiép
tuc cong viéc vui vé cta no.

Vay gid ban biét rang ban c6 thé khién tién trinh cta minh phan {ing v6i hau hét moi signal theo bt
ky cach niao ban muén. T4t nhién, c6 nhiing ngoai 1é vi néu khéng thi sé qua dé dé hiéu. Hiy xem
SIGKILL ndi tiéng, signal s6 9. Ban da tling gd “ kill -9 nnnn ” dé tit mot tién trinh s6 nnnn dang
chay loan khoéng? Ban da gtii cho né SIGKILL . Ban cling c6 thé nhé rang khong tién trinh nao c6 thé
thoat khoi “ kill -9 ”, va diéu d6 hoan toan ding. SIGKILL la mot trong nhiing signal ban khong thé
thém signal handler riéng. SIGSTOP da dé cdp & trén cling thudc danh muc nay.

(Ghi chu thém: ban thuéng dung lénh Unix kill ma khong chi dinh signal can gui...vAy signal d6 la
gi? CAu tra13i: SIGTERM . Ban c6 thé viét handler riéng cho SIGTERM dé tién trinh ctia ban khong phan
ting v4i lénh “ kill ” thong thudng, va ngudi dung phai dung “ kill -9 ” dé két thuc tién trinh.)

T4t ca signal déu dudc dinh nghia s&n khéng? Sé ra sao néu ban muén gtii mot signal c6 y nghia chi ban
hiéu dén mot tién trinh? C6 hai signal khong dudc dit trude: SIGUSRL va SIGUSR2 . Ban hoan toan tu
do dung ching cho bat cii diéu gi va xt ly ching theo bét ky cich nao ban chon. (Vi du, chudng trinh

IMeo vui: khi ban nhén CTRL-Z trong terminal trong khi dang chay mot chuong trinh 6 foreground, né sé giti SIGSTOP dén
tién trinh d6 va shell b4o céo ring né da bi diing hodc tam diing. Néu ban g& fg , no sé dua tién trinh d6 trd lai foreground va

glii SIGCONT dé tiép tuc chay tii chd da diing.
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CD player ctia t6i c6 thé phan ting v6i SIGUSR1 béng cich chuyén sang bai hat tiép theo. Bing cach
do, t6i 6 thé diéu khién no ti dong lénh bing cach gd “ kill -SIGUSR1 nnnn ”.)

3.1 Bat Signal dé Vui va Kiém Lgi!

Nhu ban c6 thé doan, 1énh Unix “kill” 14 mot cach d€ gui signal dén mot tién trinh. That trang hop
khong thé tin dudc, c6 mot system call goi 1a kill() lam diéu tuong tu. N6 nhan mot s6 signal (nhu
dudc dinh nghia trong signal.h ) va mot process ID lam ddi s6. Ngoai ra, con c6 mét thu vién routine

goila raise() c6 thé dung dé phat mot signal trong chinh tién trinh dé.

Cau hoi néng béng van con d6: lam thé nao dé ban bit mot SIGTERM dang bay? Ban can goi
sigaction() va cho no biét tit ca cac chi tiét vé signal ban mudn bat va ham ban mudn goi dé€ xt ly
no.

DPay la phan tich sigaction() :

int sigaction(int sig, const struct sigaction *act,
struct sigaction *oact);

Tham s6 dau tién, sig 14 signal cin bat. Day co thé 1a (c6 1& “nén” 1a) mot tén ky hiéu ti signal.h
kiéu nhu SIGINT . D6 la phan dé.
Trudng tiép theo, act la con tré dén mot struct sigaction cé nhiéu trudng ban c6 thé dién vao

dé kiém soat hanh vi cta signal handler. (Con tro dén chinh ham signal handler dugc bao gém trong
struct .)

Cudi cing oact c6 thé la NULL , nhung néu khong, né tra vé thong tin signal handler ci da c6 trude
d6. Diéu nay hiiu ich néu ban muon khoéi phuc signal handler truéc d6 vao mot lic nao doé sau.

Chung ta sé tap trung vao ba trudng nay trong struct sigaction :

Signal Mo ta
sa_handler Ham signal handler
sa_mask Tép hdp cac signal can chin trong khi signal nay dang dugc xti ly
sa_flags Céc c3 dé thay d6i hanh vi cta handler, hodc 0

sa_handler la con tré dén mét ham tra vé void va nhin mdt tham s6 int duy nhat (sé giit so signal
ma né dang xu ly). Ban cling c6 thé chi dinh SIG_IGN d€ bod qua signal, hoic SIG_DEF dé dit no vé
hanh dong mac dinh.
Con trudng sa_mask ? Khi ban dang xti Iy mot signal, ban c6 thé mudn chin cac signal khac khong
dudc gui dén, va ban c6 thé lam diéu nay bing cach thém chung vao sa_mask . Day 1a mot “tap hgp”,
nghia 14 ban c6 thé thuc hién cic phép toan tip hgp binh thudng dé thao tac ching: sigemptyset() ,
sigfillset() , sigaddset() , sigdelset(),va sigismember() . Trong vi du nay, chung ta sé chi
x0a tap hop va khong chan bat ky signal nao khac.
Vi du ludn hitu ich! DAy la mot vi du xtt ly SIGINT, c6 thé dudc glii bing cich nhidn ~C, c6 tén la
sigint.c %

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <errno.h>
#include <signal.h>

Zhttps://beej.us/guide/bgipc/source/examples/sigint.c
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void sigint handler(int sig)

{
(void)sig;
const char msg[] = "Ahhh! SIGINT!\n";
write(l, msg, sizeof msg - 1);

int main(void)

char s[200];
struct sigaction sa = {
.sa_handler = sigint handler,
.sa_flags = 0, // or SA RESTART
+i

sigemptyset(&sa.sa mask);

if (sigaction(SIGINT, &sa, NULL) == -1) {
perror("sigaction");
exit(1l);

printf("Enter a string:\n");

if (fgets(s, sizeof s, stdin) == NULL)
perror("fgets");

else

printf("You entered: %s\n", s);

return 0;

Chuong trinh nay c6 hai ham: main() thiét l4p signal handler (st dung lénh goi sigaction() ), va

sigint_handler() la ban than signal handler.

Diéu gi xay ra khi ban chay n6? Néu ban dang nhap mot chudi va nhdn ~C,1énh goi gets() that bai
va dit bién toan cuc errno thanh EINTR. Ngoaira, sigint_handler() dudc goi va thuc hién céng
viéc cua no, vi vdy ban thuc su thdy:

Enter a string:
the quick brown fox jum”~CAhhh! SIGINT!
fgets: Interrupted system call

Va roi n6 thoat. Nay—day 1a kiéu handler gi vay, néu né chi thoat ra bat ké thé nao?

Thuc ra, c6 mot vai dieu dang dién ra & day. Dau tién, ban sé nhan thdy ring signal handler da dudc
goi, vi n6 in ra “Ahhh! SIGINT!” Nhung sau d6 fgets() tra vé 16, cu thé 1d EINTR, hay “Interrupted
system call”. Thiy d6, mot s6 system call c6 thé bi ngét béi signal, va khi diéu nay xay ra, ching tra vé
16i. Ban c6 thé thay code nhu thé nay (d6i khi dudc trich din nhu 14 mét cach dung goto c6 thé boé
qua):

restart:
if (some system call() == -1) {
if (errno == EINTR) goto restart;
perror("some_system call");
exit(1l);
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Thay vi dung goto nhu vay, ban c6 thé dit sa flags dé bao gobm SA RESTART . Vi du, néu chung ta
thay d6i code handler SIGINT thanh:

sa.sa_flags = SA RESTART;

Thi két qua chay cta ching ta trong nhu thé nay hon:

Enter a string:
Hello~CAhhh! SIGINT!

Er, hello!”~CAhhh! SIGINT!
This time fer sure!

You entered: This time fer sure!

Mot s8 system call ¢6 thé bi ngat, va mot sd co thé duge khdi dong lai. Diéu nay phu thudc vao hé théng.

3.2 Con signal() thisao

ANSI C dinh nghia mot ham goi la signal() c6 thé dugc dung dé bét signal. N6 khong déng tin ciy

hodc day du tinh nang nhu sigaction() , vi vy viéc st dung signal() thudng khong dugc khuyén

khich.

3.3 Mot s0 signal dé€ ban tré nén noi tiéng

Day la danh sach cac signal ban (rdt c6 thé) c6 sin:

Signal Mo ta
SIGABRT Signal huy tién trinh.

SIGALRM  Dbng hd bao thiic.

SIGFPE Phép toan s6 hoc sai.

SIGHUP Ngit két néi (Hangup).

SIGILL Lénh khong hap 1é.

SIGINT Signal ngat terminal.
SIGKILL Kill (khong thé bit hoic bo qua).
SIGPIPE Ghi vao pipe ma khong c6 ai doc.
SIGQUIT Signal thoat terminal.
SIGSEGV Tham chiéu bd nhé khong hgp 1é.
SIGTERM Signal két thuc tién trinh.
SIGUSR1 Signal do ngudi dung dinh nghia 1.
SIGUSR2 Signal do ngudi dung dinh nghia 2.
SIGCHLD Tién trinh con két thic hoic bi dung.
SIGCONT Tiép tuc thuc thi, néu da bi dung.
SIGSTOP Duing thuc thi (khong thé bit hodc bd qua).
SIGTSTP Signal diing terminal.
SIGTTIN Tién trinh nén dang c6 doc.
SIGTTOU Tién trinh nén dang c6 ghi.

SIGBUS Ldi bus.
SIGPOLL Su kién c6 thé polling.
SIGPROF Hét thdi gian dém profiling.

SIGSYS System call khong hop 1é.
SIGTRAP By trace/breakpoint.

SIGURG Dii lidu bing théng cao c6 sin tai socket.

SIGVTALRM  Hét thai gian dong ho ao.

SIGXCPU Vugt qua gidi han thdi gian CPU.
SIGXFSZ Vugt quéa gidi han kich thudc file.
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Mbi signal c6 default signal handler riéng ctia n6, hanh vi ciia chiing dudc dinh nghia trong cic trang
man trén hé thong ctia ban.

3.4 Nhiing Con Rong ctia Reentrancy

Néu ban dang ban lam gi d6 véi dii liéu global ho3c static (goi bién d6 14 alvin ) va roi ban bi ngit, diéu
gi xay ra néu handler ciing stia d6i alvin ? Varoi handler tra vé va alvin da bi stta d6i sau lung ban!
Va ham ctia ban khong c6 cach nao biét diéu d6! Té hdn, cac ciu tric dit liéu 16n ¢ thé chi duge ghi
mot phén khi handler dudc goi, din dén rach dii liéu va trang théi hdn loan khiing khiép.

Chung ta goi day la vdn dé reentrancy.
Diéu d6 c6 nghia 1a gi? Néu tdi dudc phép, toi s& ludi biéng trich dan bai viét Wikipedia vé reentrancy?:

Reentrant code dugc thiét ké dé an toan va c6 thé du doan khi nhiéu instance ctia cing mot ham
dugc goi dong thsi hoidc lién tiép nhanh chong. Mot chuong trinh may tinh ho#c chuong trinh
con dudgc goi 1a reentrant néu nhiéu 1an goi c6 thé chay dong thdi an toan trén nhiéu processor,
hodc néu trén hé thdng don processor, viéc thuc thi ctia n6 c6 thé bi ngit va mot lan thuc thi méi
c6 thé dugc khsi ddng an toan (né c6 thé dugc “re-entered”). Su ngét c6 thé dude gy ra bi hanh
dong ndi bd nhu nhay hoic goi [...], hodc bsi hanh ddng bén ngoai nhu mot ngat hoic signal.

DPay 1a mét vi du minh hoa*, liét ké mot phan bén dusi. Ham increment() khong phai reentrant d6i
véi cac signal bat dong bo.

Hay tudng tugng ham increment() tu tui tdng count toan cuc. Nhung chs da! Néu signal handler
kich hoat luc nay, n6 sé dat count thanh mot gi tri ma increment() khong mong dgi! Va roi moi
thu sé nd tung.

(Chung ta sé dén volatile sig_atomic_t sau; bay gid chi can gia sti d6 la int .)

volatile sig atomic_t count;

void handler(int sig)

{
(void)sig;
count = 123;
}
void increment(void)
{
int next count = count + 1;
printf("Count is %d, next should be %d\n", count, next count);
// Sleep to slow down time to demo the problem
sleep(2);
count++;
if (count == next count)
puts("Everything is swell!");
else
printf("%d != %d! Aaa! ERROR DOES NOT COMPUTE!\n", count,
next count);
}

Shttps://en.wikipedia.org/wiki/Reentrancy_(computing)
*https://beej.us/guide/bgipc/source/examples/sigcount.c
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Bai hoc ctia ban: bat ct khi nao ban dua vao mot loai trang thai chia sé nao d6, ban c6 thé gip ric rdi
v6i signal néu signal handler cling stia d6i trang thai chia sé do.

Day la mot vi du khéc st dung strtok() °, 1a mdt ham ndi tiéng vé tinh khong-reentrant.

void handler(int sig)

{

(void)sig;

char x[] = "Hello, world!";
char *token;

if ((token = strtok(x, " ")) != NULL) do {
write(1l, "In handler: ", 12);
write(1l, token, strlen(token));
write(1l, "\n", 1);

} while ((token = strtok(NULL, " ")) != NULL);

void tokenizer(void)

{

char s[] = "The quick brown fox jumped over the lazy dogs";
char *token;

if ((token = strtok(s, " ")) != NULL) do {
printf("In main: %s\n", token);
// Sleep to slow down time to demo the problem
sleep(1l);

} while ((token = strtok(NULL, "™ ")) != NULL);

puts("Done tokenizing");

Gia st rang hai gidy sau khi vao ham tokenizer() , signal handler dugc goi. handler() thuc hién
tokenize riéng trén chudi clia n6 va in cac token®.

Néu moi thii dién ra t8t va hdp ly, chiing ta sé thay dau ra nay (nhung thuc t& khong phai vay):

In main: The

In main: quick

In handler: Hello,
In handler: world!
In main: brown

In main: fox

In main: jumped
In main: over

In main: the

In main: lazy

In main: dogs
Done tokenizing

Thay signal xay ra, dudc xti ly, va tokenizer() ti€p tuc tli chd da ding khong? Tuyét voi ding khong?

Thay vao d6 ching ta thiy diéu nay (c6 1€):

>https://beej.us/guide/bgipc/source/examples/sigstrtok.c
®Vané dung write() vi printf() khong phaireentrant!
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In main: The

In main: quick

In handler: Hello,
In handler: world!
Done tokenizing

Phéan con lai dau roi?

strtok() duy tri mot sé trang thai ndi bd trong mdt bién static . Ham tokenize() cua ching
ta dang mong dgi trang thai ¢ mot trang thai nhit dinh, va signal handler da ghi dé lén no, khién
tokenize() hoat dong sai.

Va diéu nay lam cho strtok() khong-reentrant (va do lién két, tokenize() cing khéng-reentrant).

Nhung céch stia thi dé. Ching ta chi cAin mdt phién ban reentrant ctia strtok() khong cé trang thai
chia sé ndi bd. Va ching ta c6 mét cai trong strtok_r() . Vi ham d6, ching ta sé hiiu trang thai va
ching ta truyén né vao cho strtok_r() st dung. Moi phan ctia code muén c6 vong lap strtok_r()
sé c6 trang thai riéng va khong ai gidm lén chan ctia ngudi khac.

Day la code cho strtok_r() trong ham tokenizer() (tudng tuchoham handler() ):

char *lasts;

if ((token = strtok r(s, " ", &lasts)) != NULL) do {
printf("In main: %s\n", token);
// Sleep to slow down time to demo the problem
sleep(1);

} while ((token = strtok r(NULL, " ", &lasts)) != NULL);

Thay cach ching ta theo doi trang thai clla minh trong lasts khong? Néu ban thay thé tat ca
strtok() bdng strtok r() trong chudng trinh demo, n6 sé hoat dong dung vi tit ca chlic ning

dudc st dung béi ca handler() va tokenizer() déu la reentrant.

3.5 Diiliéu Global Chia sé

Ban khong thé an toan thay ddi bat ky dii liéu chia sé nao (vi du global), v6i mot ngoai 1é dang chu
y: cac bién dudc khai béo la storage class va kiéu volatile sig_atomic_t . DAy la mot kiéu integer
gilt mot s6 pham vi gia tri; spec C ddm bdo réng ban sé it nhét c6 thé gili 0 dén 127, bao goém ca hai
dau. Nhung pham vi thuc té phu thudc vao hé thong va liéu kiéu c6 diu hay khong. (Ban c6 thé xem
SIG ATOMIC MIN va SIG ATOMIC MAX d& biét gii han ctia minh.)

Spec rét thin trong. Vé c¢d ban nd ndi ban dang hanh dong rét té néu ban lam bat ci diéu gi véi dii liéu
global ngoai viéc gan vao mot bién kiéu volatile sig atomic_t . Nhung diéu d6 khong hodn toan
dung. C6 ¢ an toan khi doc ti bién cling vy, nhung hiy Iuu y rang ngay khi ban doc va ghi vao cung
mot bién, ban chic chin dang md ban than cho mot s6 diéu kién race tuy thudc vao ai khac doc va stia
d6i cac gia tri do.

Mot ngoai 1é khac 14 dii liéu global chia sé khong bao gis thay ddi. Néu ban thiét 14p mot s6 bién global
trude khi signal handler dugc cai dit, va ban khong bao gid thay ddi cac gia tri do, thi signal handler c6
thé doc chiing mot cach tu do. Ching c6 thé thudc bat ky kiéu nao.

Dayla mot viduxily SIGUSR1 béng cach dat mot ¢ global, sau d6 dugc kiém tra trong vong lap chinh
dé xem liéu handler da dudc goi chua. Pay 1a sigusr.c ”:

#include <stdio.h>
#include <stdlib.h>

"https://beej.us/guide/bgipc/source/examples/sigust.c
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#include <unistd.h>
#include <errno.h>
#include <signal.h>
volatile sig atomic t got usrl;
void sigusrl handler(int sig)
{
got usrl = 1;
}
int main(void)
{
struct sigaction sa = {
.sa_handler = sigusrl_handler,
.sa_flags = 0, // or SA RESTART
}
sigemptyset(&sa.sa mask);
got usrl = 0;
if (sigaction(SIGUSR1, &sa, NULL) == -1) {
perror("sigaction");
exit(1l);
}
while (!got usrl) {
printf("PID %d: working hard...\n", getpid());
sleep(l);
}
printf("Done in by SIGUSR1!\n");
return 0;
}

Khéi dong no trong mot ciia s6, roi dung kill -USR1 trong ctia s6 khac dé két thuc n6. Chudng trinh
sigusr tién Igiin ra process ID clia n6 dé ban c6 thé truyén nd vao kill :

$ sigusr

PID 5023: working hard...
PID 5023: working hard...
PID 5023: working hard...

Sau d6 trong ctia s6 kia, gti cho no signal SIGUSR1 :

$ kill -USR1 5023

Va chuong trinh sé phan hoi:

PID 5023: working hard...
PID 5023: working hard...
Done in by SIGUSR1!

(Va phan hoi sé ngay lap tiic ngay ca khi sleep() viia dudc goi— sleep() bingat bdi signal.)

Viéc cdu tric code theo cich nay hoi phan truc gidc. Chang phai handler nén c6 tat ca logic xti ly va
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mot doan code khac hay sao? Diéu gi xay ra néu signal dudc phat khi code khac dang chay ma khong
thé xti 1y n6?

D6 1a mdt nhuge diém nho, nhung ciu tric code theo cach nay c6 mot I6i ich 16n: tam biét, vian dé
reentrancy! Va diéu d6 khong hé té.

3.5.1 D9 an toan signal bat dong bd

Tru6c nhiing cam bay reentrancy ban c6 thé gip, ban phai cin than khi thuc hién cac lénh goi ham
trong signal handler ctia minh, va thuc su, khi handler cta ban stia d6i bat ky trang thai global nao ma
cac ham khac c6 thé dang stt dung.

Cac ham do phai an toan vdi signal bat dong bo (async-signal-safe), diéu nay thudng c6 nghia la ham
khong lam bt ci diéu gi c6 thé giy ra van dé reentrancy.

No6i chung, ban c6 thé khong an toan véi signal bat dong bd néu ban lam bat ky diéu nao trong s6 nay:

« Stia d6i mot bién global khong-atomic trong ham cta ban.

« Doc mot bién global khdng-constant ma khéng phai atomic.

» Dung dit liéu static trong ham hodc trong handler ctia ban.
+ Goi bt ky ham nao khac khéng phai async-signal-safe.

Kha han ché.

Ban c6 thé to mo, vi du, tai sao signal handler trong vi du trudc cta t6i goi write() dé xuit thong béo
thay vi printf() . Cau tra 18i 1a POSIX néi rdng write() la async-signal-safe (vi vay an toan khi goi

tt bén trong handler), trong khi printf() thikhoéng.

Cac ham thu vién va system call 1a async-signal-safe va c6 thé dudc goi tii bén trong signal handler ctia
ban la (hit thg):

_Exit(), exit(), abort(), accept(), access(), aio error(), aio return(), aio suspend() ,
alarm() , bind() , cfgetispeed() , cfgetospeed(), cfsetispeed(), cfsetospeed(), chdir() ,
chmod() , chown(), clock gettime(), close(), connect(), creat(), dup(), dup2(),
execle() , execve(), fchmod(), fchown(), fcntl(), fdatasync(), fork(), fpathconf() ,
fstat() , fsync() , ftruncate() , getegid() , geteuid() , getgid() , getgroups() , getpeername() ,
getpgrp() , getpid(), getppid(), getsockname(), getsockopt(), getuid(), Kkill(
link() , listen(), lseek(), lstat(), mkdir() , mkfifo(), open(), pathconf(), pause(

5

5

pipe() , poll(), posix trace event() , pselect(), raise(), read(), readlink() , recv(

>

recvfrom() , recvmsg(), rename(), rmdir(), select(), sem post(), send(), sendmsg(

sendto() , setgid(), setpgid(), setsid(), setsockopt(), setuid(), shutdown() ,
sigaction() , sigaddset(), sigdelset(), sigemptyset(), sigfillset(), sigismember(

5

sleep() , signal(), sigpause(), sigpending(), sigprocmask() , sigqueue(), sigset(),

sigsuspend() , sockatmark() , socket(), socketpair(), stat(), symlink(), sysconf(

tcdrain() , tcflow() , tcflush(), tcgetattr(), tcgetpgrp(), tcsendbreak() ,h6 tcsetattr(

5
>

)
)
)
)
)
)
)
)
)
)

tcsetpgrp() , time(), timer getoverrun(), timer gettime() , timer settime() , times(

s

umask() , uname() , unlink() , utime() , wait() , waitpid() , and write() .

T4t nhién, ban c6 thé goi ciAc ham clia riéng minh tif bén trong signal handler (mién la ching la async-
signal-safe va khong goi bat ky ham khong-async-signal-safe nao).

Trong chuong tiép theo, ching ta sé xem xét mot s pattern dé phan ung an toan khi mot signal duge
phat.

3.6 Nhiing Gi Toi Da Luét Qua

Hau nhu tat cd moi thii. C6 hang tan cd, realtime signal, két hdp signal véi thread, che gifu signal,
longjmp() va signal, va nhiéu hon nita. To6i c6 mdt chudng tiép theo véi tai liéu chuyén siu hon,
nhung t6i c¢6 thé tao cd mdt hudng dan riéng chi tif chi dé nay!
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TAt nhién, day chi 12 huéng dan “bit dau”, nhung trong nd luc cudi cing dé cung cip cho ban thém
thong tin, d4y la danh sach cac trang man véi nhiéu thong tin hon:
X ly signal:

. sigaction() ®

+ sigwait()°®
« sigwaitinfo() '°
« sigtimedwait() !!
« sigsuspend() '?

« sigpending() '3
Gli signal:
o kili() "

« raise()

« sigqueue() °
Cac phép toan tap hop:
« sigemptyset() V7

. sigfillset() 8
+ sigaddset() '’
+ sigdelset() ?°

« sigismember() 2!

« sigprocmask() %2

. sigaltstack() 2

+ siginterrupt() %

. sigsetjmp() ¥

« siglongjmp() *

« signal() ¥

8https://man.archlinux.org/man/sigaction.2
“https://man.archlinux.org/man/sigwait.3
https://man.archlinux.org/man/sigwaitinfo.2
Uhttps://man.archlinux.org/man/sigtimedwait.2
2https://man.archlinux.org/man/sigsuspend.2
Bhttps://man.archlinux.org/man/sigpending.2
4https://man.archlinux.org/man/kill.2
Bhttps://man.archlinux.org/man/raise.3
18https://man.archlinux.org/man/sigqueue.3
https://man.archlinux.org/man/sigemptyset.3
Bhttps://man.archlinux.org/man/sigfillset.3
Yhttps://man.archlinux.org/man/sigaddset.3
Zhttps://man.archlinux.org/man/sigdelset.3
Zhttps://man.archlinux.org/man/sigismember.3
Zhttps://man.archlinux.org/man/sigprocmask.2
Bhttps://man.archlinux.org/man/sigaltstack.2
%4 https://man.archlinux.org/man/siginterrupt.3
Bhttps://man.archlinux.org/man/sigsetjmp.3
https://man.archlinux.org/man/siglongjmp.3
“Thttps://man.archlinux.org/man/signal.2
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https://man.archlinux.org/man/sigsuspend.2
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https://man.archlinux.org/man/siglongjmp.3
https://man.archlinux.org/man/signal.2

Chapter 4

Signals Phan II

Trong phan nay ctia huéng dan, ching ta sé xem xét cach chin signal, va mot s6 thuc hanh tét nhat dé
viét cac ham signal handler ma khong gap réc rdi nghiém trong. Nhung trudc tién, hay di vao mot s6
chi tiét tinh té.

4.1 Cac Truong Hgp Bién
Hay noi vé nhiing thi ky la.

Diéu gi xay ra néu signal handler cua ban dang chay va mot signal khac dén? Mot cach hgp ly, theo
mic dinh, signal thii hai sé& bi hoén lai cho dén khi signal handler két thic!.

OK vay thi... Diéu gi xay ra néu da c6 mét signal bi hoan va mot signal khac dén? Trong trudng hop do,
hai signal bi gop thanh mot va chi c6 mot céi dén! Néu ban nhin dugc mot signal, ban c6 thé chic chin
rdng n6 da dugc phat mot hodic nhiéu lan trude khi handler cta ban thiy noé.

Vi vay dling mong dgi mot s6 lan dém. Khi handler ctia ban dudc goi, tit ca nhiing gi ban c6 thé chic
chin 14 signal da dugc phat it nhat mot lan.

Bay gid trd lai nhiing thi tha vi.

4.2 Chan Signal

Ban c6 thé chin signal khong dén. Diéu nay khong loai bd signal; né chi giit ching lai mot lac. Néu
ban dang chin mot signal va n6 dén, sé khong co gi xay ra... cho dén khi ban bo chin va né sé dén ngay
1ap tdc.

Ban lam diéu nay véi 1énh goi sigprocmask() ?. Ham nay thao tic bang signal bi chin cta tling tién
trinh.

Day la nguyén mau:

#include <signal.h>

int sigprocmask(int how, const sigset t *restrict set,
sigset t *restrict oset);

Hoi 16n x0n, nhung how dang noi “chin hay boé chan”. Va set 1a tip hdp cac signal cin chian. Cudi
cung, oset la tAp hdp trudc do cha cic signal bi chin d€ ban c6 thé chuyén lai sau. Ban c6 thé dit
oset thanh NULL néu ban khéng quan tdm dén tap hgp trude do.

1Ban c6 thé ghi dé diéu nay v6i SA_NODEFER trong sa_flags , nhung d6 chéc chén la con dusng dan dén dién loan.
ZNéu ban dang dung POSIX thread, hiy ding tuong dudng pthread_sigmask() thay thé, dé thuc hién diéu nay trén co s§
tling thread.

17
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Trudng how c6 thé dugc dit thanh ba thit tuyét voi:

how Mb ta

SIG BLOCK Thém signal vao danh sach signal dang bi chan hién tai.
SIG_UNBLOGkoai bo signal khoi danh sach signal dang bi chén hién tai.
SIG_SETMA9Bat danh sach signal dang bi chan hién tai chinh xac thanh danh sach nay.

Vay hiy thii trong demo nay, sigblock.c *:

#include <stdio.h>
#include <unistd.h>
#include <signal.h>
int main(void)
{
sigset t mask, oldmask;
// Make a set with SIGINT in it
sigemptyset(&mask) ;
sigaddset (&mask, SIGINT);
// Block everything in that set
sigprocmask(SIG BLOCK, &mask, &oldmask);
// SIGINT is blocked for now!
puts("Try to ~C out of here! You can't for 5 seconds!");
sleep(5);
// Back to how it was before, presumably without blocking SIGINT
puts("Ok, now you can.");
sigprocmask(SIG SETMASK, &oldmask, NULL);
puts("If you hit ~C, this won't print.");
}

Néu ban nhin CTRL-C trong khi sleep() , ban sé thdy chuong trinh khong bi ngit. Ban dang
tao ra SIGINT , nhung ching bi chdn. Va ching sé dudc gtii ngay khi bi bo chédn, diéu xay ra véi
sigprocmask(SIG_SETMASK... & dong 22.

Va vi chung bi bé chan va ching ta dang dung default handler (thoat), tién trinh sé thoat ngay sau khi
ching ta boé chan ching, truée khi puts() cuodi cung.

4.3 Thuc hanh Ham Signal Handler

Vi c4c ham signal handler bi han ché nhu viy, pattern chung ma céc lap trinh vién thich la d€ signal
handler thuc su khong lam gi ngoai viéc thong bao cho code chinh ring diéu gi d6 da xay ra, va chi vay
théi.

Hay xem mot bién thé cta vi du trude. Luu y ddy khong phai la cach ban nén code diéu nay.

volatile sig atomic_t signal happened;

void handler(int sig)

{

*https://beej.us/guide/bgipc/source/examples/sigblock.c
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signal happened = 1;
}
int main(void)
{
// ... signal setup ...
while (!signal happened) { /* spin */ }
puts("Signal happened!");
signal happened = 0;
// ... etc.
}

Ban khong mudn lam diéu nay vi né chi quay vong ngdén CPU nhu thé khéng c6 ngay mai trong khi
chd signal. Nhung d6 1a mot vi du co ban vé pattern chung. Ching ta chi can loai bo spin-wait.

Diéu nay c6 nghia la ching ta sé cho tién trinh chinh ngti theo cach nao d6, vi du:

while (!signal happened) { sleep(1000000); }

T6t hon roi! Gia st ban khong chi dinh SA_RESTART , sleep() sé thit bai v6i EINTR ngay khi signal
dudc phat va ban sé thoat khéi vong lip. Pung 1a né thic diy dé kiém tra mdi mudi mot ngay rudi, va
diéu d6 dung mot chat CPU, nhung d6 1a diéu t6i c6 thé chap nhan.

V4, nhu chung ta da thdy trude d6, diéu tuyét vsi ¢ day 1a signal handler da khong lam gi ngoai viéc
thuc hién mot ghi atomic vao mét bién global. Moi thit khac dudc xt 1y gon gang bdi chudng trinh, vi
vay ching ta khong phai lo ling vé cac ghi khong-atomic hodc race condition.

Nhung chuong trinh doé that nham chan! N6 khong lam gi ca!

Néu chting ta muén ting dung lam viéc va xt ly signal thi sao? Qi théi, dling phat dién.

Doéan xem! Chuing ta c6 cac lua chon. T6i sé dua ra hai ¢ day, va ban thuc su c6 thé dung bat ky cai nao
pht hgp. Ca hai déu gia dinh ban dang st dung thit gi d6 nhu select() ho#ic poll() dé xu ly cac su
kién 1/0 bat dong bd va do6 1a thi diéu khién chuong trinh ctia ban. Hodc it nhat, ching gia dinh rang
ban c6 thé diéu chinh code d€ lam diéu do.

Va néu ban can 6n lai, hiy xem Hudng dan Lap trinh Mang ctia Beej*, déc biét 1a cic phan vé poll() °

va select() °.

4.3.1 St dung Pipe

Néu ban da st dung select() ho#c poll() déchd ddi cac su kién, cach ti€p can ndy co6 thé hoat dong

cho ban kha tién.

Y tudng 1 ban sé tao mot pipe. Tién trinh chinh thém dau doc ctia pipe vao tap hop file descriptor ma
select() hodc poll() cuia n6 dang chg.

Sau d6, khi mot signal dén, signal handler ghi mét dinh danh don gian vao pipe. Sau d6 tién trinh chinh
sé tr@ vé ti select() hodc poll() va ban c6 thé xem nhiing gi trong pipe. Dinh danh cho ban biét
signal nao da dugc xu ly.

DPay 1a mot doan ti chuong trinh demo pipesig.c 7. Né chd nhap vin ban tif stdin ciing nhu chd

thong tin dén trén pipe. (Trong trudng hop nay, ching ta sé dung poll() , nhung select() cing hoat

dong t6t nhu nhau.) N6 khéi dong mot tién trinh nén phat SIGUSR1 trén tién trinh cha méi vai giay.

*https://beej.us/guide/bgnet/
Shttps://beej.us/guide/bgnet/html/split/slightly-advanced-techniques.html#poll
®https://beej.us/guide/bgnet/html/split/slightly-advanced-techniques.html#select
"https://beej.us/guide/bgipc/source/examples/pipesig.c
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int pipefd[2];

void handler(int sig)

{
(void)sig;
write(pipefd[1], "1", 1);

Do la tét ca cho signal handler! N6 chi dua mét ky tu ASCII 1 vao pipe. Hét.

Hay xem cach n6 dugc xti ly (code da duge don gian hoa & day trong vin ban—xem ngudn day du dé
thdy cach né hoat dong):

struct pollfd pollfds[2] = {

{ .fd=0, .events=POLLIN },

{ .fd=pipefd[0], .events=POLLIN },
58

st = poll(pollfds, 2, 0);
// ...

if ((pollfds[O].revents & POLLIN)) {
if (fgets(line, sizeof line, stdin) == NULL) return;

int len = strlen(line);
if (line[len-1] == '\n') line[len-1] = '\0';

if (strcmp(line, "quit") == 0) return;
printf("You entered: \"%s\"\n", line);
else if ((pollfds[1l].revents & POLLIN)) {
char sigdata[1024];
int count = read(pipefd[0], sigdata, sizeof sigdata);
for (int i = 0; i < count; i++)

if (sigdatal[i] == '1")
printf("SIGUSR1 occurred\n");

O d6 ching ta thiét 1ap mang pollfds dé theo déi file descriptor 0 (standard input c6 thé tli ban phim)
va file descriptor pipefd[0] , dau doc cta pipe.

Néu ching ta nhian dugc gi d6 tit stdin , ching ta x{ ly n6é bing cach in ra. Néu chung ta nhin dugc
gi d6 trén pipe, ching ta kiém tra dinh danh va in ra diéu gi da xay ra. (R4 rang t6i c6 mot sd van dé §
day néu c6 hon 1024 signal xay ra trudc khi toi thiic day dé xttly poll() , nhung viéc stia diéu d6 dugc
dé lai nhu mot bai tap cho ban va mdi trudng tinh to4n hiéu ning cao cta ban.)

Day l1a mét s6 dau ra tii mot [an chay mau:

Enter lines of text, or "quit" to quit.
hi

You entered: "hi"

SIGUSR1 occurred
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This is a long 1SIGUSR1 occurred

ine of text

You entered: "This is a long line of text"
SIGUSR1 occurred

quit

Quitting, sending SIGTERM to child

Khé don gian. Dung, signal handler dang goi write() va dung mdt pipe descriptor global khong phai
atomic, nhung ching ta chi dit pipe descriptor ¢ dau lan chay trudc khi signal handler dugc cai dat. Va
ching ta khong stia d6i no6 sau do. Vi vay su an toan tudng d6i duge dam bao.

4.3.2 St dung pselect()

Néu ban da dung select() , day c6 thé 1a cach sach hon so véi pipe d€ thong bao cho tién trinh ring
mot signal da xay ra.

Mot hacker Unix thong minh da nghi theo cach nay: néu c6 mot phién ban cia select() co thé thic
day khi mot trong s6 céc signal cu thé duge phat? Va no c6 thé lam diéu nay ngoai tit ca viéc gidm sat
file descriptor ma n6 thudng lam?

Va vi vay ho da tao ra diéu do.

#include <sys/select.h>

int pselect(int nfds,
fd set *restrict readfds,
fd set *restrict writefds,
fd set *restrict errorfds,
const struct timespec *restrict timeout,
const sigset t *restrict sigmask);

Trong gidng select() phai khong? Su khac biét duy nhait la:
« Timeoutla struct timespec thay vi struct timeval .
« Chung ta c6 sigmask nhu tham s8 cudi.

Trong demo, chung ta sé d€ timeout la NULL nén né khong bao gid hét thsi gian, nhung ban hoan
toan c6 thé thém vao néu mudn.

Va sigmask nén giti mot tdp hdp cac signal cén bi chédn trong khi goi pselect() ... ci ma khong nén
bao gom signal ban dang xt ly!
Nghe c6 vé v6 nghia. Hiy xem cach tiép can téng thé ma tién trinh chinh sé thuc hién:

1. Thiét lap signal handler, gia sti cho SIGUSR1 .

2. Chin SIGUSR1 véi sigprocmask() .

3. Goi pselect() véi sigmask khong bao gobm SIGUSR1 .

4. Khi pselect() tra vé, kiém tra xem c6 phai do signal khong.
Véy néu SIGUSR1 bi chin, lam sao no lot qua dugc? Day la phan ma thuét.

pselect() lady sigmask ban truyén vao va dat signal mask cta tién trinh thanh né. Gia st ban truyén
mdt tip hdp réng. Trong trudng hgp dé, khong cé signal ndo bi chin, va tit ca ching sé lot qua. Vi vay
trong khi ban dang goi pselect() , SIGUSRL khong bi chdn va no co thé hoat dong.

Va r6i (cho phan ma thuit kia), sau khi signal dén, pselect() khdi phuc signal mask cta tién trinh vé
trang thai trudc do.
Két qua thuc té ctia tit ca diéu nay la tién trinh ctia ban da chdn SIGUSR1 & moi ndi ngogi trii trong khi

pselect() dang dugc goi! Diéu nay cho ban quyén kiém soat trung tdm vé thdi diém xu ly signal va
phai lam gi.
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Pseudocode cho pselect() tréong gan nhu thé nay:

pselect(readset, timeout, sigmask):
sigprocmask(SIG SETMASK, sigmask, oldmask);
select(readset, timeout)
sigprocmask(SIG SETMASK, oldmask, NULL);

Tinh ning chinh la, vi day 1a mot syscall, tat ca diéu nay xay ra nguyén tu ti géc nhin cua ching ta.
Chung ta khong thé viét diéu nay trong user space ma khong bi racy.

Hay xem vi du pselect.c ®, giéng nhu vi du poll() & trén, ngoai trii n6 dung pselect() . Pay la
handler.

volatile sig atomic t sigusrl happened;

void handler(int sig)

{

sigusrl happened = 1;

Mot lan nita, ngan gon. Chung ta chi dit mot ¢ atomic global cho biét signal da x4y ra. Hiy xem phan
code chinh (mot lan nita, da chinh stia cho ngén gon):

sigset t mask, oldmask;

sigemptyset (&mask) ;

sigaddset (&mask, SIGUSR1);
sigprocmask(SIG BLOCK, &mask, &oldmask);

Jf ooo

FD ZERO(&readfds);
FD SET(0, &readfds);
st = pselect(l, &readfds, NULL, NULL, NULL, &oldmask);

if (st == -1 && errno == EINTR) {
if (sigusrl happened) {
sigusrl happened = 0;
printf("SIGUSR1 occurred\n");

} else if (st > 0 && FD _ISSET(0, &readfds)) {
if (fgets(line, sizeof line, stdin) == NULL)
return;

int len = strlen(line);
if (line[len-1] == '\n') line[len-1] = '\0';

if (strcmp(line, "quit") == 0)
return;

printf("You entered: \"%s\"\n", line);

Mot vai diéu can giai thich 6 day.

» Ching ta tao mot mask mdéi v6i SIGUSR1 trong d6 va chén signal do.

8https://beej.us/guide/bgipc/source/examples/pselect.c
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« Chung ta gili mask cii (trong trusng hop nay 1a tap hop rdng), va ching ta sé dung né lam tap
hop dé chén v6i pselect() .
« Chung ta thém file descriptor 0 ( stdin ) vio readfds dé pselect() sétra vé néu chung ta go
gi do.
+ Chuing ta goi pselect() .
« Néuné travé -1 va errno la EINTR, nghia la pselect() bingit béi mot signal! Ching ta
sau d6 kiém tra global ctia minh dé€ xem c6 phai 14 signal cuia chung ta khong.
« Néu né tra vé dudng ( 0 nghia 1a hét thoi gian), phai la mot trong cac file descriptor ctia chung
ta. Chung ta kiém tra xem c6 phai file descriptor 0 ( stdin ) khong, va néu vy, chiing ta doc dii
liéu vGi fgets() .
Vi vy, mot 1an niia, chung ta c6 phan xt ly signal 6 vong lip chinh noi né ndm trong tim kiém soat
cta ching ta va ching ta khong phai doi phoé véi cac van dé dong thsi kho chiu.
Phan oldmask d6 khaky la. Bdng cach lam nhu vay, vé cd ban ching ta dang ndi véi pselect() ring
chung ta chi mudn dugdc thong bdo khi SIGUSR1 dén va khéng phai signal nao khac. Chung ta chin tat
ca nhiing gi da bi chdn trudec khi chung ta thém SIGUSR1 vao tap hop. (Trong trudng hop nay, khong
c6 signal nao khéc, vi vy oldmask la tap hgp rong.)

4.4 Kétluan

Vay la d6. Mot s6 ky thuat la lung ma chiing ta ¢6 dé thuc su xt ly ding cac POSIX signal. Nhiing diém
chinh 14 ban c6 thé xti ly tit ca cac loai signal va ban c6 thé chin viéc giii chung. Ngoai ra ban chi nén
stia ddi cac bién global trong signal handler néu chung la atomic. Va néu cac bién global dugc ghi vao
8 bat ky dau trong khi handler dang hoat dong, ching ciing nén la atomic.

Va néu ban muoén xt ly signal dung cach, thuc su nén xt 1y & vong ldp chinh tri khi ban chi bo qua
ching. Va ban c6 thé dung pipe hodc pselect() dé hd trg dieu nay.

Lap trinh an toan, va chd y nhiing con rong!
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Chapter 5

Pipes (Dudng ong)

Khong c¢6 hinh thic IPC nao don gian hon pipe. Pudc trién khai trén moi huong vi Unix, pipe() va
fork() tao nén chiic ning dang sau “ | ” trong “ 1s | more ”. Chuing hitu ich mdt cich vita phai cho
nhiing thi hay ho, nhung la cach hoc t6t vé cac phuong phap IPC cd ban.

Vi chiing qua qua dé, téi sé khong danh nhiéu thdi gian cho ching. Ching ta sé chi xem qua vai vi du.

5.1 “Nhiing cai pipe nay sach day!”

Dgi da! Khong nhanh vay. Toi c6 thé cin dinh nghia “file descriptor” ¢ diém nay. Dé toi néi thé nay:
ban biét vé “ FILE* ” tli stdio.h ch®? Ban biét cach ban c6 tit ca nhiing ham hay ho nhu fopen() ,
fclose() , fwrite(), v.v.? Thuc ra, nhiing ham d6 1a cac ham cip cao dudc trién khai bang file
descriptor, stii dung cac system call nhu open() , creat(), close(),va write() . File descriptor don
gian la cac int tudng tu v6i FILE* trong stdio.h .
Vidu, stdin la file descriptor “0”, stdout 1a “1”, va stderr la “2”. Tudng tu, bat ky file ndo ban mg
bang fopen() déu co file descriptor riéng, mic du chi tiét nay bi 4n khoi ban. (File descriptor nay c6
thé dugc ldy tii FILE* bang cach dung macro fileno() tl stdio.h.)

fd[1] £d[0]

Pipe

write() read()
Figure 5.1: Cach mot pipe dudc t6 chic.

Vé c6 ban, mot [an goi ham pipe() tra vé mot cip file descriptor. Mot trong s6 cac descriptor nay dugc
két ndi v4i dau ghi cta pipe, va cai kia dugce két ndi v6i dau doc. Bt ¢l thi gi ¢6 thé duge ghi vao pipe,
va doc tu dau kia theo thi tu né dén. Trén nhiéu hé thong, pipe sé day sau khi ban ghi khoang 10K vao
ching ma khong doc gi ra.

Nhu moét vi du vd dung!, chudng trinh sau tao, ghi vao, va doc tif mot pipe.

#include <stdio.h>
#include <stdlib.h>
#include <errno.h>
#include <unistd.h>

int main(void)

{

Thttps://beej.us/guide/bgipc/source/examples/pipel.c
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int pfds[2];
char buf[30];

if (pipe(pfds) == -1) {
perror("pipe");
exit(1l);

}

printf("writing to file descriptor #%d\n", pfds[1]);
write(pfds[1], "test", 5);

printf("reading from file descriptor #%d\n", pfds[0]);
read(pfds[0@], buf, 5);

printf("read \"%s\"\n", buf);

return 0;

Nhu ban c6 thé thiy, pipe() nhin moét mang hai int 1am déi s8. Gia st khong c6 16i, n6 két néi hai
file descriptor va tra vé chung trong mang. Phan ti diu tién ctia mang la dau doc ctia pipe, phan ti thi
hai la dau ghi.

5.2 fork() va pipe() —ban cé quyén luc!

Tt vi du trén, kha khé thiy nhiing tht nay c6 thé hiiu ich nhu thé ndo. Thuc ra, vi day 1a tai liéu IPC,

hay dua fork() vao va xem diéu gi xay ra. Gia st ban la mét dac vu lién bang hang dau dudc giao

nhiém vu lam cho mot tién trinh con gui ti “test” dén tién trinh cha. Khong hao hing lam, nhung khéng
ai bao rang khoa hoc may tinh s& la X-Files, Mulder.

Dau tién, chiing ta sé dé tién trinh cha tao mot pipe. Th hai, ching ta sé fork() . Gig, trang man
fork() cho biét riang tién trinh con sé nhan dugc ban sao cta tat ca file descriptor cia cha, va diéu nay

bao gom ban sao ctia cac file descriptor ctia pipe. Alors, tién trinh con sé c6 thé gti thi gi d6 dén dau
ghi ctia pipe, va tién trinh cha s& nhan n6 tit dau doc. Nhu thé nay?:

#include <stdio.h>
#include <stdlib.h>
#include <errno.h>
#include <sys/types.h>
#include <unistd.h>

int main(void)

{
int pfds[2];
char buf[30];

pipe(pfds);

if (!fork()) {
printf(" CHILD: writing to the pipe\n");
write(pfds[1l], "test", 5);
printf(" CHILD: exiting\n");
exit(0);
} else {
printf("PARENT: reading from pipe\n");
read(pfds[0], buf, 5);
printf("PARENT: read \"%s\"\n", buf);

Zhttps://beej.us/guide/bgipc/source/examples/pipe2.c
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wait(NULL);

return 0;

Xin Iuu y, chuong trinh ctia ban nén cé nhiéu kiém tra 16i hon ctia t6i. Téi d6i khi bé qua né dé gitp
moi thi rd rang hon.

Du sao, vi du nay giong nhu vi du trudc, ngoai trti by gié ching ta fork() ra mot tién trinh méi va
dé no6 ghi vao pipe, trong khi tién trinh cha doc tit n6. Két qua dau ra sé tusng tu nhu sau:

PARENT: reading from pipe
CHILD: writing to the pipe
CHILD: exiting

PARENT: read "test"

Trong trudng hgp nay, tién trinh cha cd doc ti pipe trudc khi tién trinh con ghi vao d6. Khi diéu nay
x4y ra, tién trinh cha dugc goi 14 block, hay ngu, cho dén khi dit liéu dén dé doc. C6 vé tién trinh cha da
cb doc, di ngu, tién trinh con ghi va thoat, va tién trinh cha thiic day va doc dii liéu.

Hoan ho!! Ban viia thuc hién moét s6 giao ti€p lién tién trinh! Don gian dén miic kinh hoang phai khong?
Tbi c4 1a ban van dang nghi ring khong c6 nhiéu ting dung cho pipe() va, thuc ra, ban c6 thé dung.
Cac hinh thic IPC khac thudng hiiu ich hon va thuéng thu vi hon.

5.3 Tim ki€m Pipe nhu chung ta biét

Trong nd hic khién ban nghi ring pipe thuc su la nhiing thi dang tin ciy, t6i sé cho ban mot vi du vé viéc
stt dung pipe() trong mot tinh hudng quen thudc hon. Thii thach: trién khai “ s | we -1 trong C.

Diéu nay yéu ciu st dung thém mot vai hAm ma ban c6 thé chua tiing nghe dén: exec() va dup() .
Ho ham exec() thay thé tién trinh dang chay hién tai béng tién trinh nao d6 dudc truyén vao exec() .
Day 14 ham ching ta sé dung dé chay 1s va wc -1. dup() nhin mot file descriptor dang mé va tao
mot ban sao (ban nhén déi) chia nd. Day la cach chung ta sé két néi standard output ctia 1s véi standard
input cia wc . Thay d6, stdout ctia 1s chay vao pipe, va stdin cia wc chay vao ti pipe. Pipe ndm
ngay & giiia!

Du sao, day la code®:

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>

int main(void)
{
int pfds[2];

pipe(pfds);

if (!fork()) {
close(1); /* close normal stdout */
dup(pfds[1]); /* make stdout same as pfds[1l] */
close(pfds[0]); /* we don't need this */
execlp("ls", "1s", NULL);

} else {
close(0); /* close normal stdin */

Shttps://beej.us/guide/bgipc/source/examples/pipe3.c
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dup(pfds[0]); /* make stdin same as pfds[0] */
close(pfds[1l]); /* we don't need this */
execlp("wc", "wc", "-1", NULL);

return 0;

Toi sé ghi cha thém vé t6 hgp close() / dup() vinoé kha kyla. close(1) giai phong file descriptor
1 (standard output). dup(pfds[1]) tao ban sao cua dau ghi cta pipe trong file descriptor dau tién cé
sén, 1a “17, vi ching ta viia déng cai d6. Theo cach ndy, bat cti thii gi 1s ghi vao standard output (file
descriptor 1) sé thay vao d6 di vao pfds[1] (dau ghi cua pipe). Phin code wc hoat dong theo cach
tuong tu, ngoai tri ngudc lai.

5.4 Toém tat

Khong c6 nhiéu diéu dé néi vé mot chi dé don gidn nhu vay. Thuc ra, hiu nhu chéng c6 gi. C6 1& cach
dung tot nhat cta pipe la cach ban quen thudc nhat: gui standard output ciia mot 1énh dén standard
input cta lénh khac. D6i véi cac muc dich st dung khac, nd kha han ché va thudng cé cac ky thuét IPC
khac hoat dong tét hon.



Chapter 6

FIFOs

Mot FIFO (“First In, First Out”, doc 1a “Fy-Foh”) d6i khi con dugdc biét dén la named pipe (pipe cé tén).
Ttc 14, n6 giong nhu mot pipe, ngoai trit noé c6 tén! Trong trudng hdp nay, tén d6 la tén cha mot file ma
nhiéu tién trinh c6 thé open() va doc ghi vao.

Khia canh sau nay cta FIFO dudc thiét ké dé khic phuc mdt trong nhiing nhuge diém cuta pipe thong
thudng: ban khong thé nim ldy mot dau ctia pipe thong thudng dudc tao bdi mét tién trinh khong lién
quan. Thay do, néu tdi chay hai ban sao riéng lé ctia mot chudng trinh, chung déu c6 thé goi pipe()
bao nhiéu tity thich ma vin khong thé néi chuyén véi nhau. (Pay 14 vi ban phai pipe() , rdi fork()
dé c6 mot tién trinh con c6 thé giao tiép véi cha thong qua pipe.) Tuy nhién, véi FIFO, moi tién trinh
khéng lién quan chi cAn open() pipe va truyén dii liéu qua do.

6.1 Mot FIFO Mdéi Ra Dai

Vi FIFO thuc su 1a mot file trén dia, ban phai 1am mot s& thi ciu ky d€ tao nd. Khong kho 1dm. Ban chi
cin goi mkfifo() vdicac déi so thich hgp. Day la mot 1énh goi mkfifo() tao ra modt FIFO:

mkfifo("myfifo", 0644);

Trong vi du trén, file FIFO sé dudc goi la “ myfifo ”. Déi s8 thit hai dit quyén truy cap cho file d6 (octal
644, hay rw-r--r-- ) cling c6 thé dugc dit bang cach OR cac macro ti sys/stat.h . Quyén nay giéng
nhu quyén ban sé dat bing lénh chmod .

(Ghi chut thém: mot FIFO ciing c6 thé dudc tao ti dong lénh bang 1énh Unix mkfifo .)

6.1.1 Ghi chua Lich st: mknod

Céch gbc dé tao mot FIFO la v8i mknod() , nhung cach ndy da bi loai bo. Hién tai, hai lénh goi nay 1a
tuong duong:

mknod ("myfifo", S IFIFO | 0644, 0); // old way
mkfifo("myfifo", 0644); // new way

Trong trudng hop 1énh goi mknod() , trudce day ban phai lam thém mot chit cong viée béng cach chi
dinh ché d tao trong déi s6 thid hai (OR thém S_IFIFO) va s& thiét bi nhu 14 d6i s6 cudi. Déi s6 cudi nay
bi bd qua khi tao FIFO, vi vy ban c6 thé dit bt cd thi gi vao do.

Nhung ban nén ding mkfifo() dé tao FIFO néu hé théng ctia ban hd trg.

29
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6.2 Ngudi san xuat va Ngudi tiéu thu
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Sau khi FIFO dudc tao, mot tién trinh c6 thé khai dong va md né d€ doc hodc ghi bang cach dung system
call open() tiéu chuin.

Vi tién trinh dé hiéu hon khi ban c6 moét it code trong bung, t6i sé trinh bay & day hai chudng trinh sé&
gui dii liéu qua FIFO. Mot la speak.c gui dii liéu qua FIFO, va cai kia dugc goila tick.c,vind hut di
liéu ra khoi FIFO.

Day la speak.c :

{

#include <stdio.h>
#include <stdlib.h>
#include <errno.h>
#include <string.h>
#include <fcntl.h>
#include <sys/types.h>
#include <sys/stat.h>
#include <unistd.h>

#define FIFO NAME "american maid"

int main(void)

char s[300];
int num, fd;

mkfifo(FIFO_NAME, 0644);

printf("waiting for readers...\n");
fd = open(FIFO NAME, O WRONLY);
printf("got a reader--type some stuff\n");

while (gets(s), !feof(stdin)) {
if ((num = write(fd, s, strlen(s))) == -
perror('"write");
else

)

printf("speak: wrote %d bytes\n", num);

return 0;

speak lam la tao FIFO, sau d6 ¢8 open() né. Bay gid, diéu sé xay ra la lénh goi open() sé block cho

dén khi mot tién trinh khac mg dau kia cua pipe dé doc. (C6 cach khic phuc diéu naiy—xem 0_NDELAY ,
bén dudi.) Tién trinh d6 13 tick.c %, hién thi & day:

#include <stdio.h>
#include <stdlib.h>
#include <errno.h>
#include <string.h>
#include <fcntl.h>
#include <sys/types.h>
#include <sys/stat.h>
#include <unistd.h>

Thttps://beej.us/guide/bgipc/source/examples/speak.c
Zhttps://beej.us/guide/bgipc/source/examples/tick.c
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#define FIFO NAME "american maid"
int main(void)
{
char s[300];
int num, fd;
mkfifo(FIFO NAME, 0644);
printf("waiting for writers...\n");
fd = open(FIFO NAME, O RDONLY);
printf("got a writer\n");
do {
if ((num = read(fd, s, 300)) == -1)
perror("read");
else {
s[num] = '\0"';
printf("tick: read %d bytes: \"%s\"\n", num, s);
}
} while (num > 0);
return 0;
}

Giong nhu speak.c, tick sé block trén open() néu khong cé ai ghi vao FIFO. Ngay khi ai d6 mé
FIFO dé ghi, tick sé bling tinh.

Thu di! Khéi dong speak va noé sé block cho dén khi ban khéi dong tick trong mot clia sé khac.
(Ngugc lai, néu ban khéi dong tick , no sé block cho dén khi ban khéi dong speak trong ctia s6 khéc.)

G0 thoai mai trong clia s6 speak va tick sé& hut hét tit ca.

Bay gid, thoat ra khoi speak . Chu y diéu gi xay ra: read() trong tick tra vé 0, bao hiéu EOF. Theo
cach nay, dau doc c6 thé biét khi ndo tit ca ngudi ghi dd dong két ndi ctia ho dén FIFO. “Cai gi?” ban
hoi “Cé thé c6 nhiéu ngudi ghi vao cing mot pipe khong?” T4t nhién! Diéu d6 co thé rat hiiu ich, ban
biét 6. C6 & toi sé chi cho ban sau trong tai liéu nay cach diéu nay c6 thé dugc khai thac.

Nhung bay gid, hiay két thiic cht dé nay bang cach xem diéu gi xay ra khi ban thoat rakhoi tick trong
khi speak dang chay. “Broken Pipe”! Diéu d6 nghia la gi? Thuc ra, diéu da xay ra la khi tat ca ngudi
doc ctia mét FIFO déng va ngudi ghi vAn con ma, ngudi ghi sé nhan signal SIGPIPE vao Ian tiép theo né
c6 write() . Default signal handler cho signal ndy in ra “Broken Pipe” va thoét. T4t nhién, ban c6 thé
xt ly diéu nay lich su hon bing cach bit SIGPIPE thong qua lénh goi signal() .

Cuoi cung, diéu gi xay ra néu ban c6 nhiéu ngudi doc? Thuc ra, nhiing diéu ky la xay ra. D6i khi mot
trong cac ngudi doc nhan dudc tat ca moi thi. Déi khi né xen ké gitia cAc ngudi doc. Tai sao ban muoén
¢6 nhiéu ngudi doc vay?

6.3 0 _NDELAY! Toi KHONG THE BI DUNG!

Trudc do, toi da dé cip rang ban c6 thé khic phuc lénh goi open() dang block néu khong c6 ngusi doc
hodc ngudi ghi tudng ting. Cach d€ lam diéu nay 14 goi open() v6icd 0 NDELAY dugc dit trong ddi
sO ché do:

fd = open(FIFO_NAME, O WRONLY | O NDELAY);

Diéu nay sé khién open() tra vé -1 néukhong cé tién trinh nao dang mg file dé€ doc.
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Tudng tu, ban c6 thé md tién trinh doc bang ¢ 0_NDELAY , nhung diéu nay c6 hiéu ting khac: tit ca cac
lin c¢6 read() tu pipe sé don gian tra vé 0 byte doc néu khong cé dit liéu trong pipe. (Ttc 14, read()
sé khong con block cho dén khi c6 mot s6 dit liéu trong pipe.) Luu y ring ban khong con c6 thé biét
litu read() cotravé 0 vikhoéng co dii liéu trong pipe, hay vi ngudi ghi da thoat. Day la cai gia ca
quyén luc, nhung 13i khuyén cua t6i 1a hiy ¢d géng gin bo véi blocking bat cii khi nao c6 thé.

6.4 Xen ké Dii liéu

Diéu gi xay ra néu ban c6 nhiéu ngudi ghi dang d6 dii liéu vao pipe cing mot lac? N6 co6 thé bi xen ké
khong?

C6 thé! Tuy thudc vao lugng dii liéu ban d6 vao trong mot 1an goi write() . Mién 1a ban khong vugt
qua PIPE_BUF byte trong write() , né sé la atomic®. Va diéu d6 tot!

Diéu d6 noéi rang, khong co gi bat budc réng cc lan goi read() tucdng tng ldy ra tling phan dii liéu
riéng 1é. Chung ta c6 thé c6 diéu nay xay ra:

write "Foo"
write "bar"

Va r6i moét lan doc cho ching ta:

read "Foobar"

Hoic c6 thé 1an doc bi ngt!

read "Foob"
read "ar"

Vi vy ngay ca khi ban c6 cac lan ghi atomic, ban sé& cAn mot s8 ciu tric b6 sung 6 dau doc d€ dam bao
ban dang 14y ding dit liéu ra phia kia. D6i khi diéu nay dudc thuc hién bang cich thém tién t6 dii liéu
bang dd dai ho#c c6 céc tin nhén c6 dd dai c6 dinh.

Nhung trong moi trudng hop, ban sé phai dam béo réng ban c6 mat tin nhén hoan chinh, ho#c ban sé
phai goi read() lai cho dén khi cé.

6.5 Ghi chud Két thuc

Co6 tén clia pipe ngay trén dia chic chén lam cho moi thii dé dang hon phai khong? CAc tién trinh khong
lién quan c6 thé giao tiép qua pipe! (Day la kha ning ma ban sé thdy minh udc gi néu ban dung pipe
thong thudng qua lau.) DAu vay, chiic ning cta pipe c6 thé khong hoan toan 14 nhiing gi ban can cho
céc ting dung ctia minh. Hang ddi tin nhén c6 thé phi hop hon véi ban, néu hé théng cia ban hd trg
ching.

SPOSIX néi PIPE_BUF s& it nhat 512 byte. Vi vay d6 la viing an toan di dong ctia ban.
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Khoa File

Khoa file cung cip mot ¢ ché rat don gidn nhung cuc ky hitu ich d€ phdi hgp cac truy cép file. Trude
khi toi bat dau trinh bay chi tiét, hay dé toi tiét 16 cho ban mot s& bi mat vé khoa file:

C6 hai loai co ché khoa: bit budc (mandatory) va tu vén (advisory). Cac hé thdng bat budc sé thuc su
ngin cac l1énh read() va write() vao file. Mot s6 hé théng Unix hd trg chiing. Tuy nhién, tdi s& bo
qua chung trong toan bo tai liéu nay, thay vao dé chi néi vé advisory lock. Vi hé théng advisory lock,
céc tién trinh van c6 thé doc va ghi tii mot file trong khi né bi khéa. V6 dung khong? Khéng han, vi c6
cach dé mot tién trinh kiém tra su ton tai ctia mot khoa trude khi doc hodc ghi. Thay do, diy 1a mot loai
hé théng khoa hop tac. Dieu nay du dé dang cho hau hét tit ca cac trudng hop can khoa file.

Vi diéu d6 da dudc giai thich xong, bat ct khi nao tdi dé cap dén khoa tu day tré di trong tai liéu nay,
toi dé cdp dén advisory lock. Vay thoi.

Bay gid, hiy dé toi phan tich khai niém khoa thém mot chat. Cé hai loai khéa (advisory!): read lock
(khéa doc) va write lock (khoa ghi) (con dudc goi la shared lock va exclusive lock tuong ting.) Cach read
lock hoat dong 1a ching khong can thiép vao cac read lock khac. Vi du, nhiéu tién trinh c6 thé khoa
mot file d€ doc cung mot lac. Tuy nhién, khi mot tién trinh c6 write lock trén mot file, khong co tién
trinh nao khéc cé thé kich hoat read lock hodc write lock cho dén khi né dudc giai phong. Mot cach dé
hiéu 14 c6 thé c6 nhiéu ngusi doc ddng thsi, nhung chi c6 thé c6 mot ngusi ghi tai mot thsi diém.

Mot diéu cudi cung trude khi bat dau: c6 nhiéu cach dé khoa file trong cac hé thdng Unix. System V
thich lockf() , ma c4 nhin tdi nghi 1a t&. Cac hé théng t6t hon hd trg flock() cung cap kiém soét tét
hon d8i véi khoa, nhung van con thiéu mot s§ cach. DE tinh di dong va day du, toi sé néi vé cach khoa
file bAing fcntl() . Tuy nhién t6i khuyén khich ban sti dung mot trong cac ham kiéu flock() cip cao
hon néu phu hgp v6i nhu cau ctia ban, nhung té6i mudn trinh bay moét cach di dong vé toan bd pham vi
quyén luc ma ban cé trong tAm tay. (Néu hé théng System V Unix ctia ban khong hd trg fentl() kiéu
POSIX, ban sé phai déi chiéu thong tin sau diy v4i trang man lockf() cuia minh.)

7.1 Dat khoa

Ham fcntl() lam hau nhu moi thi trén hanh tinh, nhung ching ta sé chi dung né dé khoa file. Dt
khoabao gom dién vao mét struct flock (khaibdotrong fcntl.h ) mé taloaikhda can thiét, open()

file v6i ché d6 pht hgp, va goi fentl() véi cac d6i so6 thich hgp, comme ¢a:

struct flock fl = {
.1_type = F WRLCK, /* F RDLCK, F_WRLCK, F_UNLCK */
.1 whence = SEEK SET, /* SEEK SET, SEEK CUR, SEEK END  */
.l start =0, /* 0ffset from 1 whence */
.1 len =0, /* length, 0 = to EOF Y
// .1 pid /* PID holding lock; F_RDLCK only */

H

int fd;
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fd = open("filename", 0 WRONLY);

fentl(fd, F_SETLKW, &fl); /* F_GETLK, F_SETLK, F_SETLKW */

Diéu gi viia x4y ra? Hay bit ddu v6i struct flock vi cac trudng trong dé dugc dung d€ mo td hanh
déng khéa dang dién ra. Pay 1a mét s6 dinh nghia trudng:

Trudng Mo ta

1 _type Day 1a ndi ban chi dinh loai khéa ban muén dit. N6 1a F RDLCK, F WRLCK , hodc
F_UNLCK néu ban mudén dit read lock, write lock, hodc x6a khoa, tudng ting.

1 whence  Trudng nay xac dinh diém bit dau cta trudng 1_start (gidng nhu offset cho offset).
N6 c6 thé 1a SEEK SET, SEEK CUR , hodc SEEK_END , cho dau file, vi tri file hién tai,
hoéc cuéi file.

1_start Day la offset bat dau tinh theo byte ctua khoa, tuong ddi véi 1_whence .

1 len Day la d6 dai cua ving khoa tinh theo byte (bat dau tii 1 start tuong do6i véi
1 whence ).
1_pid Process ID cua tién trinh dang giii khoa. Dudc kernel dét khi dung 1énh F_RDLCK.

Trong vi du cta chung ta, chiing ta néi véi n6 dé tao khoa loai F_WRLCK (write lock), bat dau tudng déi
vGi SEEK_SET (dAu file), offset 0 ,do dai 0 (gia tri zero c6 nghia 1a “khoa dén cudi file”), véi PID duge
dat thanh getpid() .

Budc tiép theo 1& open() file, vi flock() cin mot file descriptor cua file dang bi khoa. Luu y rang khi
ban méd file, ban cAn md nd trong cing ché dé nhu ban da chi dinh trong khoa, nhu dudc hién thi trong
bang bén dudi. Néu ban mg file trong ché do sai cho mot loai khoa nhét dinh, fentl() sé tra vé -1
va errno sé dudc dit thanh EBADF .

.1 type Ché dd

F RDLCK 0 RDONLY hoic 0 RDWR
F WRLCK 0 WRONLY hoic 0 RDWR

Cuoi cung, 1énh goi fentl() thuc su dat, x6a, hodc 14y khoa. Do6i 6 thi hai ( cmd ) ctia fentl() cho
biét phai lam gi véi dii liéu dudc truyén vao trong struct flock . Danh sich sau tom tit nhiing gi méi
cnd cua fentl() thuc hién:

cmd Mb ta

F_SETLKW D&i s6 nay yéu cau fentl() c6 ldy khoa dudc yéu ciu trong cdu tric
struct flock . Néu khong thé 14y khoa (vi ai d6 khac da khoa rdi), fentl() sé dgi
(block) cho dén khi khoa dudc giai phong, sau d6 sé tu dat khoa. Day la 1énh rat hitu
ich. Té6i dung né moi lac.
F_SETLK Ham nay gan giéng v6i F_SETLKW . Su khéc biét duy nhét 1a ham nay sé khong dgi
néu khong thé 1y khoa. N6 sé tra vé ngay v8i -1 . Ham nay c6 thé dugc dung dé
x0a khoa bang cach dit trudng 1_type trong struct flock thanh F_UNLCK .
F_GETLK Néu ban chi muén kiém tra xem c6 khoa khong, nhung khong mudn dit khoa, ban
6 thé dung lénh nay. N6 tim qua tit ca cic khoa file cho dén khi tim thdy mot cai
xung dot véi khoa ban chi dinh trong struct flock . Sau dé nd sao chép thong tin
khoa xung dot vao struct va tra vé cho ban. Néu khéng tim thiy khoa xung dot,
fentl() travé struct nhu ban da truyén vao, ngoai trit dit trudng 1 type
thanh F UNLCK .
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Trong vi du trén cta chung ta, ching ta goi fentl() v6i F_SETLKW nhu déi s6, vi viy né block cho
dén khi c6 thé dit khoa, roi d4t nd va tiép tuc.

7.2 Xoakhoa

O1i! Sau tét ca nhiing tht khoéa & trén, da dén luc dé 1am diéu gi d6 dé: ma khoa! Thuc ra, dieu nay don
gian hon khi so sanh. T6i sé chi tai st dung vi du dau tién d6 va thém code dé mé khoa no & cudi:

struct flock fl = {

.1_type = F_WRLCK, /* F_RDLCK, F_WRLCK, F_UNLCK */
.1_whence = SEEK SET, /* SEEK SET, SEEK CUR, SEEK END  */
.l start =0, /* O0ffset from 1 whence */
.1 len =0, /* length, 0 = to EOF */
// .1 pid /* PID holding lock; F_RDLCK only */
¥
int fd;

fd = open("filename", 0 WRONLY); /* get the file descriptor */
fcntl(fd, F_SETLKW, &fl); /* set the lock, waiting if necessary */

fl.1 type = F_UNLCK; /* tell it to unlock the region */
fcntl(fd, F_SETLK, &fl); /* set the region to unlocked */

Bay gid, t6i da d€ code khoa cii trong d6 dé tusng phan cao, nhung ban c6 thé thiy rang toi chi thay ddi
trudng 1_type thanh F_UNLCK (d€ cic trudng khac hoan toan khong thay déi!) va goi fentl() véi
F_SETLK nhu Iénh. Dé thoi!

7.3 Mot chuong trinh demo

O day, t6i sé bao gom mot chuong trinh demo, lockdemo.c , ddi ngudi dung nhan return, sau d6 khoéa
ngudn cta nd, dgi mot 1an return khac, roi ma khoa. Bang cach chay chuong trinh nay trong hai (hoic
nhiéu hdn) ctia 6, ban ¢6 thé thiy cich cic chudng trinh tudng tac trong khi dgi khoa.

V& c¢d ban, cach dung la: néu ban chay lockdemo ma khong ¢ ddi s6 dong 1énh, nd sé ¢6 14y write lock
( F_WRLCK ) trén ngudn cta né ( lockdemo.c ). Néu ban khéi dong nd véi bat ky doi s6 dong lénh nao,

no sé c6 1dy read lock ( F_RDLCK ) trén no.

Day 1a ma ngudn':

#include <stdio.h>
#include <stdlib.h>
#include <errno.h>
#include <fcntl.h>
#include <unistd.h>

int main(int argc, char *argv[])
{
struct flock fl = {
.1 type = F WRLCK,
.1 whence = SEEK SET,
.1 start =0,
.l len =0,
b

Ihttps://beej.us/guide/bgipc/source/examples/lockdemo.c
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int fd;

if (argc > 1)
fl.1l type = F_RDLCK;

if ((fd = open("lockdemo.c", 0O _RDWR)) == -1) {
perror("open");
exit(1);

}

printf("Press <RETURN> to try to get lock: ");
getchar();
printf("Trying to get lock...");

if (fcntl(fd, F SETLKW, &fl) == -1) {
perror("fcntl");
exit(1l);

}

printf("got lock\n");
printf("Press <RETURN> to release lock: ");
getchar();

fl.1 _type = F_UNLCK; /* set to unlock same region */

if (fcentl(fd, F SETLK, &fl) == -1) {
perror("fcntl");
exit(1l);

}

printf("Unlocked.\n");

close(fd);

return 0;

Bién dich thing d6 1én va bat ddu may mo véi no trong vai ctia s6. Luu y réng khi mot lockdemo co
read lock, cac instance khac ctia chuong trinh c6 thé 14y read lock cta riéng chung ma khong c6 van dé
gi. Chi khi write lock dugc 13y thi céc tién trinh khac méi khong thé 14y khoa bat ky loai nao.

Mot diéu nifa cAn luu y la ban khong thé 14y write lock néu ¢6 bat ky read lock nao trén ciing ving cta
file. Tién trinh dang dgi 14y write lock sé ddi cho dén khi tat ca céc read lock dudc gidi phong. Mot hé
qua cta diéu nay 1a ban c6 thé tiép tuc thém read lock (vi read lock khdng ngén cac tién trinh khac 1ay
read lock) va bat ky tién trinh nao dang dgi write lock s& ngoi d6 va chét d6i. Khong c6 quy tic nao &
bat ky d4u ngin ban thém nhiéu read lock hon néu c6 mot tién trinh dang dgi write lock. Ban phai cin
than.

Trong thuc té€, ban c6 thé sé chu yéu dung write lock d€ dam béo truy cip ddc quyén vao file trong mot
thdi gian ngén trong khi né dang dugc cip nhat; d6 1a cach dung phd bién nhit ctia khoa theo nhiing gi
toi da thay. Va toi da thiy tat ca...thuc ra toi da thdy mot cai...mot cai nhoé ...mot hinh anh—thuc ra t6i
da nghe vé chung.

7.4 Toém tiat

Khoa that tuyét. Doi khi, tuy nhién, ban c6 thé cin kiém soat nhiéu hon d6i véi cac tién trinh trong mot
tinh hudng nha san xuit-ngudi tiéu thu. Vily do nay, néu khong cé 1y do nao khac, ban nén xem tai
liéu vé semaphore System V (hodc POSIX, thuc ra; ching khong giéng nhau) néu hé théng ctia ban hd
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trg loai thu d6. Chung cung cip mot tudng ducng ma rong hon va it nhat 1a ngang bing vé chiic nang
vdi file lock.
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Chapter 8

Hang Dgi Tin Nhan POSIX

Ngay xua, chiing ta chi c6 hang dgi tin nhén System V, nhung nhiing ngudi ban t6t bung tai POSIX' da
chuén héa nhiing thit ndy mot phan dé ta c6 thé st dung chiing mot cach kha chuyén hon.

Va vay la hom nay chung ta dang 8 day trong nim huy hoang %YEAR% va sip chiing kién stic manh
huy diét cua tram chién d4u da hoan toan di vao hoat dong. [Tiéng thd cia Darth Vader].

Xin 15i. Tdi bi cuén vao réi. Ching ta dang lam gi thé nhi?

8.1 Hang Dgi Tin Nhén La Gi?
No6i chung, ta mudén c6 thé gui cac tin nhdn (nhiing khéi byte tuy y) vao mot cai gi do, va sau d6 dé cac
tién trinh khéc nhin nhiing tin nhan d6.

Va ¢6 1é ta mudn chiing dudc sdp xép theo mdt thi tu ndo d6, ching han vdo trudc ra trudc nhu nhiing
thit FIFO ma ta da ban dén.

May mén thay, mot queue (hang dgi) 1a ciu truc dit liéu FIFO, va cling may mén 1a ta c6 mot tin nhin
mudn gli. Tin nhin. Hang dgi. Hang dgi tin nhin!

Vay la ta sé c6 mot (hodc nhiéu) sender (ngudi gui) d6 tin nhin vao hang dgi 8 mot dau, va ta sé c6 mot
(hodc nhiéu) receiver (ngudi nhan) doc tin nhan ra tit hang dgi ¢ dau kia.

8.2 Tai Sao Dung Cai Nay?

Ta c6 mot s6 uu diém so v4i FIFO thong thudng. Mot 1a cac tin nhin sé khong bi chia tach (xen k&) néu
c6 nhiéu sender cung gii mot lac. (Diéu nay c6 thé xay ra trong FIFO v6i cac tin nhén 16n hon.)

Uu diém khéc 1a ta c6 thé gan cho cac tin nhdn mot mic wu tién dé kiém soét thi tu chung dudc giao.

Cudi cung, gidng nhu FIFO, cic hang dgi nay c6 thé dugc tham gia hoic rdi di bat cli lic ndo. Céc tién
trinh m@i chi cAn mg hang dgi baing mot tén da duge thoa thudn trude va déu biét. Sé nodi thém vé diéu
do sau.

8.3 Uu Tién

Mbi Ian ban giii mét tin nhén vao hang ddi, ban gin kém mét priority (uu tién) cho biét (mdt cach mo
hd) tin nhin dé nén dudc giao nhanh nhu thé nao. Uu tién chi 1a mét s6 nguyén khéng diu, trong dé
0 la uu tién thap nhat, vd mét s6 nguyén 16n hon nao do, dudgce chi dinh béi MQ_PRIO_MAX , la cao nhat.

Dic ta khéng néu ro miic cao nhat ngoai gia tri macro phu thudc hé théng do6. Trang man ctia Linux dé
xuit gitt miic uu tién trong khoang 0 dén 31, bao gém ca hai dau, dé ddm bao kha nang kha chuyén téi
da.

Ihttps://en.wikipedia.org/wiki/POSIX
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Va néu ban thuc su can hon 32 muc uu tién... thit ra, ban dang xay dung cai gi vay?

D1 sao, khi ban nhan mot tin nhén, ban s& nhan dugc ci dudc gtii véi du tién cao nhat (du n6 duge gui
mudn hon céc tin nhin ¢6 vu tién thip hon). Néu c6 hai tin nhin cing mtc uu tién cao nhat, ching
dau tay do6i v4i nhau dén cung.

Khong, d6 khong dung. Néu c6 su ngang bang vé uu tién, cic tin nhin bi budc dugc 14y ra theo thit tu
ching dugc gui (FIFO).

8.4 Xac Dinh Mot Hang Doi

Hang dgi tin nhin dudc xac dinh bdi mdt name (tén), 1a mdt chudi nén bit ddu bang ddu gach chéo (/)
va khong c6 dau gach chéo nao khéc trong d6. (Moi thi tré nén “phu thudc cai dat” néu ban vi pham
nhiing quy tac d6.)

Vi duy, day la mét tén hang dgi: /waco_kid . R4t thu vi. Tat ca cac chudng trinh muén st dung hang
dgi d6 phai biét tén do ti trude dé c¢6 thé ma no.

8.5 Cach Tiép Can Tong Quat

8.5.1 M6 Hang Dgi

Ca sender va receiver déu phai lam diéu tuong tu & budc dau: ma (két noi téi) hang ddi tin nhin. Diéu
ndy dugc thuc hién bing system call mq_open() . (Va 8 day ban sé thiy file header mqueue.h ma ban
cin cho tat ca nhiing thi nay.)

Hang dgi cling dugc tao ra bing lénh goi nay. Néu n6 chua ton tai va cac flag cing d6i s6 pht hgp dudc
truyén vao mq_open() , hang dgi sé dudc tao ra lac do.

Diéu dang chu y 6 day la hang dgi ban tao khong bao giG bién mét cho dén khi ban viit may tinh di hoic
ban unlink hang dgi do, tuy cai nao dén trude. S€ néi thém vé unlink sau.

Hay xem syscall nay!

#include <mqueue.h>
#include <fcntl.h> // For the 0 flags

mqd_t mq open(const char *name, int oflag, ...);

Ban truyén tén vao doi sé dau tién, vi du /waco_kid , roi truyén mot so flag vao oflag . Va tuy theo
flag, ban c6 thé truyén thém mot sé thi v6i ddu chdm ling dang sg kia 6 cudi.

Cac flag dugc két hgp béng OR theo bit. Du tién, ban phai néi rd mudn mé dé doc (nhan), ghi (gui),
hay c4 hai. Ngoai ra, ban c6 thé yéu cau tao hang dgi néu n6 chua ton tai. Va ban c6 thé chi dinh hang
ddi c6 nén 6 ché dd blocking hay khong. Sé ndi thém vé diéu do6 sau.

Flag Mo ta
0_RDONLY M chi @€ nhan
0_WRONLY M chi dé gtii
0_RDWR MG cho ca nhan va gui
0_CREAT Tao hang dgi néu chua ton tai

0_NONBLOCK  Tao hang dgi khong blocking

Vi du:

mgd t mg = mq_open("/waco _kid", O RDONLY);

Nhung 6 day ta dén phan diu chdm ling! Néu ta chi dinh 0_CREAT , ta c6 thé lam thém nhiéu thi!
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Cu thé, ta c6 thé dit quyén (ai dugc phép két ndi vao), diéu ta lam gidng nhu bat ky quyén file Unix tiéu
chuén nao. Trong vi du dudi day, ta dung quyén 0644 , tlicla rw-r--r-- . Roi toi d&t NULL cho ddi s6
thi tu — ta sé s6m thay y nghia cua no.

mqd_t mgdes = mq open("/waco kid", O RDONLY | O CREAT, 0644, NULL);

Nhu vay, lénh d6 sé tao mot hang dgi tin nhan! Va nd lam vay véi s6 lugng tin nhén t6i da va kich thudce
tin nhan t6i da mic dinh.

Néu ban mudn thii gi d6 khac so v8i mic dinh thi sao? Ban c6 thé dung d6i s6 thi tu d€ chi dinh bing
struct mq_attr .

bay la cac trudng lién quan cho viéc tao hang dgi:

struct mgq_attr {
long mg_maxmsg; // Max message count
long mq_msgsize; // Max message size

Ban c6 thé kiém soat s6 lugng tin nhén tdi da c6 thé c6 trong hang dgi cing mot lic v8i mg_maxmsg .
Khong c6 gia tri tdi da ¢8 dinh trong dic ta, nhung s6 t6i da ban ¢6 thé chi dinh trén may Linux cta toi
la 10. C6 vé kha thdp, nhung ban phai tuéng tugng rang kernel dang giii tit ca nhiing tin nhin nay cho
dén khi ai d6 nhan ching, va né khong mudn dung hét bo nhd cta ban d€ lam diéu d6. Néu moi thi
hoat dong tron tru, céc tién trinh khac sé tiéu thu tin nhan nhanh nhu khi ban tao ra ching,.

| V&, nhu ching ta déu biét, moi thii luén luén chay tron tru!

Ngoai ra, méi tin nhin khéng thé 16n hon mq_msgsize . Lai khong c6 gia tri t6i da dudc dinh nghia,
nhung trén may Linux cta toi la 8 KB.

Ban c6 thé tu tim hiéu diéu nay trén Linux bang cich xem mot sé file trong /proc

cat /proc/sys/fs/mqueue/msgsize_max # max mq_msgsize
cat /proc/sys/fs/mqueue/msg max # max mg_maxmsg
cat /proc/sys/fs/mqueue/queues max # max queues

Ta sé thdy nhiing gl ta c6 thé lam thém v6i struct mg_attr sau, bao gom kiém tra xem c6 bao nhiéu
tin nhin trong hang dgi.

8.5.2 Gui Thi Gi b6 Vao Hang Dgi

OK! Bay gi6 ta da md va tao hang dgi, ta c6 thé gui d6 vao nd!

#include <mqueue.h>

int mqg_send(mqd t mqdes, const char *msg ptr,
size t msg len, unsigned int msg prio);

Lénh d6 gti tin nhan trdé béi msg_ptr (c6 do dai msg_len byte) vao dinh danh hang dgi ta 14y tu

mqg_open() . Vanoé gui v6i vu tién msg_prio .

Vay théi. Day 13 mét vi du khong cé kiém tra 16i:

mqd t mgdes = mq open("/waco kid", 0 RDONLY | O CREAT, 0644, NULL);

mg_send(mgdes, "Play chess", 10, 0);

Néu ban gui khi hang dgi day, lénh goi sé block cho dén khi c¢6 gi d6 x6a mot tin nhan khoi hang dgi dé
nhudng ché.
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8.5.3 Nhan Thu Gi D6 Tu Hang Doi

Chiéu ngudc lai 1a nhin. V& cd ban giéng nhau.

#include <mqueue.h>

ssize t mq receive(mqd t mqdes, char msg ptr[msg len],
size t msg len, unsigned int *msg prio);

Lénh d6 sé nhan mét tin nhan ti hang dgi duge xac dinh bsi mgdes . N6 luu tin nhan vao msg ptr,
cai nay phai 1a mot buffer it nhit msg len byte, néu khong thi c6 chuyén ddy. O, va msg len ciing

phai it nhit bing kich thudc tin nhan t6i da (ma ban tuy chon dit v6i mq_open() ), khong thi ciing c6
chuyén.

Cudi cung, néu ban quan tAm dén uu tién cua tin nhin ndy, ban c6 thé truyén con tré t6i mot
unsigned int trong msg_prio d€ gili nd. Hodc ban c6 thé truyén NULL cho ddi s6 d6 néu khong
quan tam.

mgd_t mgdes = mq_open("/waco kid", O RDONLY);
char msg[8192];

ssize t recv len;

unsigned int msg prio;

recv_len = mq_receive(mqdes, msg, sizeof msg, &msg prio);

// Print it to stdout
write(1l, msg, recv_len);

Nhic lai, ban nén kiém tra 16i cho nhiing 1énh d6.

8.5.4 Dong Hang Dgi

Khi ban dung xong hang dgi trong mot tién trinh cu thé, ban c6 thé dong né lai. (Hang ddi sé tiép tuc
ton tai cho dén khi bi unlink.)

#include <mqueue.h>

int mq close(mgd t mqdes);

Kha don gian. Day la moét vi du cho day du:

mgd_t mgdes = mqg _open("/waco kid", O RDONLY);
/...
// Lam viéc véi hang doi mét luc réi xong.

// ...

mg_close(mqgdes) ;

8.6 ViDu Sender

Hay lam mot vi du hoan chinh. Doan code nay sé nhic ban nhip uu tién va tin nhin cich nhau bing
ddu cach, kiéu nhu 5 Hello . Nhap dong trang dé thoat.

Vané sé gti chudi két thic null ra hang doi.
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#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <fcntl.h>
#include <mqueue.h>

/**

* Input a priority and message from the keyboard.
*

* Really fragile--for demo purposes only.
*/
int input(char *buf, size t bufsize, unsigned int *msg prio)
{
printf("Priority and message (e.g. 2 hi): ");
fflush(stdout);
fgets(buf, bufsize - 1, stdin);
buf[bufsize - 1] = '\0';
char *token = strtok(buf, " \n");

if (token == NULL)
return 0;

*msg _prio = atoi(token); // Get priority

token = strtok(NULL, "\n");
int msg len = strlen(token) + 1;

memmove (buf, token, msg len);

return msg len;

int main(void)
char msg[128];

struct mq attr attr = {
.mg_maxmsg = 3,
.mg_msgsize = 256

T

mgd_t mgdes = mg_open("/mq test", O WRONLY | O CREAT, 0644,
&attr);

for (53) {
unsigned int msg prio;

int msg len = input(msg, sizeof msg, &msg prio);
if (msg _len == 0)

break;

printf("sending \"%s\" (%d bytes) at priority %u\n", msg,
msg_len, msg prio)

if (mg_send(mgdes, msg, msg len, msg prio) == -1) {
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perror('mg _send");

mq_close(mqgdes);

J

Chay chudng trinh d6 va gtii mot vai thi. Luu y ring s6 lugng tin nhin t6i da trong hang dgi tai mot
thoi diém duge ditla 3, vi vay khi ban ¢8 gui thi thi tu, n6 sé block cho dén khi ban khéi dong mot
receiver.

$ ./mq_sender
Priority and message (e.g. 2 hi): 1 hello
sending "hello" (6 bytes) at priority 1
Priority and message (e.g. 2 hi): 2 and this
sending "and this" (9 bytes) at priority 2
Priority and message (e.g. 2 hi): 0 low priority
sending "low priority" (13 bytes) at priority 0
Priority and message (e.g. 2 hi): 2 a fourth message
sending "a fourth message" (17 bytes) at priority 2

Va ¢ d6 toi da bi block. Ct d€ n6 ngdi do, va hiy khéi ddng mot receiver trong terminal khéc.

8.7 ViDu Receiver

Day 12 mdt receiver nhan tin nhin.

#include <fcntl.h>
#include <sys/stat.h>
#include <mqueue.h>
#include <string.h>
#include <stdio.h>
#include <unistd.h>

int main(void)
{
mgd t mgdes = mq_open("/mq_test", O RDONLY);

char msg[128];

char msg_len = sizeof msg;
unsigned int msg prio;
ssize t bytes received;

for (;;) {
bytes received = mq receive(mgdes, msg, msg len,
&msg prio);
if (bytes received == -1) {
perror('"mg_receive");
return 1;
}

printf("received \"%s\" (%zd bytes) at priority %u\n", msg,
bytes received, msg prio);
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mg_close(mgdes) ;

Gia sii ban van dang chay sender & trén trong mot ctia s8, va ban viia khéi dong cai nay trong ciia s6
khéac, ban sé thdy ngay hai diéu.

Mot la receiver s& ngdm hét va in ra tit ca cac tin nhin trong hang dgi. Diéu kia la sender sé ngay lap
tic dudc unblock va cho ban ¢ hoi go thém tin nhén khac.

Receiver sé in ra:

$ ./mg_receiver
received "and this" (9 bytes) at priority 2
received "a fourth message" (17 bytes) at priority 2
received "hello" (6 bytes) at priority 1
received "low priority" (13 bytes) at priority 0

Chu y thi ty! Tin nhin tha tu ta gii thuc ra dén thi hai. Tai sao? Vi né ¢6 du tién 2, nén n6 dugc nhan
trude bat cli thi gi ¢6 uu tién thip hon, du nhiing tin nhin vu tién thip hon d6 dugdc gtii trude. Ké chen
hang!

Va lic nay, néu ban go gi d6 § sender, chiing sé ngay 14p tiic xuit hién trén receiver.

8.8 Nhiéu Tién Trinh

Néu ban ¢6 nhiéu sender, chiing sé dé tin nhin vao cing mot hang dgi theo cach tric quan. Khong vin
de gi.

Néu ban c6 nhiéu receiver, t6i thuc ra khong chic dic ta ndi gi vé diéu d6. Nhung khi t6i chay trén
Linux, c6 vé nhu céc receiver thay nhau nhén tin nhan.

Va day la hanh vi hop ly. C6 1& ban c6 moét tién trinh tao ra cac cong viéc va dua ching vao hang doi,
va ban c6 nhiéu tién trinh chay cac cong viéc d9, tit ca déu véi tay vao hang doi dé 14y viéc tiép theo
can lam.

Hay thti! M thém mot clia s6 niia, khéi ddng receiver thi hai, va xem céc tin nhin ti sender di dau.

8.9 Unlink (X6a) Hang Dgi

Néu tat ca cac chuong trinh mg_close() hang dgi, né c6 bién mat khong? Khéng, né khong bién mét.

N6 van con d6. Va néu cé tin nhén trong dé, ching cling con do.

Ban phai unlink hang dgi, diéu nay hdi tudng tu nhu x6a mot file.

#include <mqueue.h>

int mq_unlink(const char *name);

Ban chi can truyén tén ma ban da tao hang dgi:

mg_unlink("/waco kid");

Va vay la xong.

Cung gan nhu viy. C6 mét vai chi tiét phic tap. Néu ban unlink hang ddi, né thuc su tiép tuc ton tai
cho dén khi tit ca ngudi dung cta hang dgi da thoat hodc mq_close() nd.

Vay néu moi ngudi dd déong nd va ban unlink nd, thi n6 bién méit.

Ngoai ra, néu ban unlink né nhung van gii né6 ma, mét tién trinh khac c6 thé tao mét hang doi khac
cung tén ma ban da dung.
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Day thuc ra chinh x4c 14 cich x6a file (st dung syscall unlink() ) hoat dong. Ban c6 thé unlink
mot file va gili né md; file thuc su khong bi x6a khoi dia cho dén khi nd duge unlink va tat ca cac
tién trinh da dong no.

Day la mét vi du unlink hang ddi tin nhén ti cac vi du trude. Néu ban khong chay cai nay, hang dgi sé
ton tai cho dén khi ban khéi déng lai may.

#include <stdio.h>
#include <mqueue.h>

int main(void)

{
if (mg_unlink("/mq_test") == -1) {
perror("/mq_test");
return 1;
}
}

8.10 Siéu Dii Liéu Hang Dgi
Ban c6 thé xem céc thudc tinh cua hang dgi, mot vai trong s6 d6 ban c6 thé da dit trong lénh mq_open() .

Céc lénh goi nay dung ngudi ban cit struct mq_attr dé giti thong tin.

struct mg attr {

long mq_flags; // 0_NONBLOCK?

long mg_maxmsg; // Max message count

long mgq_msgsize; // Max message size

long mg_curmsgs; // How many messages in queue

}s

J

Ban c6 thé biét hang dgi dugc tao 14 non-blocking hay khong bang cich nhin vao mq_flags . Néu ban
AND theo bit v8i 0_NONBLOCK va két qua khac khong, thi n6 la non-blocking. Khéng, khéng, khong.

Va4, 1d rang, ban c6 thé biét hang dgi ddy dén mic nao bing cach nhin vao mg_curmsgs .

Ban ciing c6 thé dit cac thudc tinh, nhung thit duy nhit ban duge phép dit1a mq_flags . Vi vay day la
cach ban c6 thé chuyén mot hang dgi tii blocking sang non-blocking hodc ngudc lai. T4t ca cac trudng
khac bi bo qua khi dat thudc tinh.

Day la getter va setter:

#include <mqueue.h>

int mq getattr(mqd t mgdes, struct mq attr *attr);

int mq_setattr(mgd t mgdes, const struct mg attr *newattr,
struct mq attr *oldattr);

Setter cling tra vé cho ban cac thudc tinh trudc d6 trong oldattr , néu né khong phai NULL .

Day la mot vi du xem c¢6 bao nhiéu tin nhan trong hang dgi réi chuyén né sang non-blocking.

struct mg _attr attr;

mq_getattr(mgdes, &attr);
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printf("Currently in queue: %ld\n", attr.mg curmsgs);

attr.mq_flags |= 0 _NONBLOCK;
mq_setattr(mqdes, &attr, NULL);

8.11 Hét Gidg!
Tbi sé khong di vao qua nhiéu chi tiét ¢ day, nhung véi nhiing 1énh goi block nay, déi khi ta muén chi
chd mot khoang théi gian nhat dinh trude khi bo cude.
Ban c6 thé dung cac lénh goi mq_timedsend() va my timedreceive() hoat dong gidng nhu
mg_send() va mq_receive() ngoai trii chung c6 thém struct timespec & cudi cho phép ban chi
dinh thdi gian chd t6i da.
Néu hét thoi gian, 1énh goi tra vé -1 va errno dugce dit thanh ETIMEDOUT .
Dé nhic nhanh, struct timespec co hai trudng:
« tv_sec s0 gidy, cong thém...

x
¢ tv nsec soO nanosecond

C6 1.000.000.000 (mdt ty) nanosecond trong mot gidy, vi viy trudng tv_nsec ndm trong khoang tii 0
dén 999999999 .

Day la mot struct timespec cho ban thdi gian chd 3,75 giay:

struct timespec timelimit = {
.tv_sec = 3,
.tv_nsec = 750000000

8.12 Blocking va Non-Blocking
N6i chung, néu ban c6 giii mét tin nhan vao hang dgi diy, lénh goi mq_send() sé block.
Va néu ban ¢6 nhan ti mot hang dgi trong bdng mq_receive() , 1énh goi sé& block.

Néu diéu d6 khong mong mudn, ban c6 thé dit hang dgi sang non-blocking. Ban lam diéu nay bang
cach truyén flag 0_NONBLOCK vao mq_open() , hodc bing cach dit né sau d6 bdng mq_setattr() .

Néu ban dit hang doi la non-blocking, tit ca nhiing 1énh goi sé block trong trudng hdp binh thudng sé
travé -1 va errno sé dugc dit thanh EWOULDBLOCK .
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Chapter 9

Hang Dgi Tin Nhan System V

Nhiing ngudi mang lai cho ching ta System V da bao gobm mot s6 tinh nang IPC tuyét v3i da dudc trién
khai trén nhiéu nén tang (bao gom Linux, tt nhién.) Tai liéu nay md ta cach st dung va chiic ning ciia
Hang Dgi Tin Nhin System V cuc ky 4n tugng!

Bay gid, trudc khi bét diu, thong tin nay da kha cd. U thi, thuc ra thong tin van con tét, nhung c6 mot
API hang dgi tin nhén POSIX méi hon, nhu mo6 ta trong chudng trudc ctia huéng dan nay, phu hop hon
cho cudc sdng hién dai. Nhung c6 thé ban dang dung may cii hon hodc chi mudn trai nghiém hoai cé.
Néu vay, hay doc tiép!

Nhu thudng 1¢, tdi mudn trinh bay téng quan trude khi di vao chi tiét. Mot hang ddi tin nhin hoat dong
giéng nhu FIFO, nhung hd trg thém mot s8 tinh nang. Nhin chung, céc tin nhin dugc 14y ra khoi hang
dgi theo thit tu chung dugc dua vao. Tuy nhién, cu thé hon, c6 nhiing cach dé 14y mot s6 tin nhin nhat
dinh ra khoi hang dgi trudc khi chiing dén lugt. Giéng nhu chen hang vay. (Nhan tién, diing c6 chen
hang khi ghé thim cdng vién giai tri Great America & Silicon Valley, vi ban c6 thé bi bat vi diéu d6. Ho
coi viéc chen hang rat nghiém tic & do.)
Vé mit st dung, mot tién trinh c6 thé tao mot hang dgi tin nhin mdéi, hodc két ndi vao mot hang dgi
da c6. Theo cach thi hai nay, hai tién trinh c6 thé trao d6i thong tin qua cing mot hang ddi tin nhén.
Tuyét.
Thém mot diéu vé System V IPC: khi ban tao mdt hang ddi tin nhin, n6 khong bién mat cho dén khi
ban x6a nd, gidng nhu cach cac file khong bién mét cho dén khi ban x6a chiung mot cach ré rang. Tat ca
cAc tién trinh tling sti dung né c6 thé thoat, nhung hang doi van ton tai. Mot théi quen tét 1a dung lénh
ipcs dé€ ki€m tra xem c6 hang dgi tin nhin ndo cta ban khong dung dang 16 lting 6 d6 khong. Ban c6
thé x6a ching bang 1énh ipcrm, diéu nay tot hon 1a dé€ sysadmin ghé thiam va noi rdng ban da chiém
hét moi hang dgi tin nhin kha dung trén hé thong.

9.1 Hang Dgi Cua Toi O Dau?

Hay bat dau thdi! Trudc tién, ban mudn két ndi vao mot hang dgi, hodc tao né néu chua ton tai. Lénh
goi d€ thuc hién diéu nay 1a syscall msgget() :

int msgget(key t key, int msgflg);

msgget() tra vé ID hang dgi tin nhin khi thanh cong, hodc -1 khi that bai (va né dit errno , tit
nhién.)

Céc ddi s6 c6 vé hoi ky la, nhung c6 thé hiéu dugc sau mot chit vat 1on. Dau tién, key 1a mot dinh
danh duy nhat trén toan hé théng moé ta hang dgi ban muon két ndi vao (hodc tao). Moi tién trinh khac
muodn két ndi vao hang dgi nay sé phai dung cung key .

D6i s6 kia, msgflg cho msgget() biét phailam gi v6i hang dgi do. D€ tao mot hang dgi, trudng nay
phai dugc d4t bing IPC_CREAT OR theo bit véi cidc quyén cho hang ddi nay. (Quyén hang dgi gidng
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nhu quyén file Unix tiéu chudn—hang dgi nhan user-id va group-id ctia chudng trinh tao ra chung.)

Mot 1énh goi mau dudc dua ra trong phan sau.

9.2 “Anh c6 phai ngudi giti Key khong?”

Chuyén vé key nay la gi vay? Lam thé nao d€ tao mot cai? Vang, vi kiu key t thuc ra chila mot
long , ban c6 thé dung bit ky s6 ndo ban mudn. Nhung néu ban hardcode s6 d6 vd mot chudng trinh
khac khong lién quan ciing hardcode cung s6 d6 nhung muén mot hang dgi khac thi sao? Giai phap la
dung ham ftok() tao ra mot key tu hai déi so:

key t ftok(const char *'path’, int “id");

OK, diéu nay dang tré nén ky la. Vé co ban, path chi cin 1a dudng dan dén mét file xac dinh duy nhat
ing dung nay; dudng din dén file cAu hinh clia ting dung 1a mét chudi thusng dudc ding (kha ning
nao hai ting dung sé dung cung file cdu hinh?). D4i s6 kia, id thudng chi dugc dit thanh mot ky tu
tly v, nhu ‘A’. Ham ftok() dung thong tin vé file da dit tén (nhu s6 inode, v.v.) va id d€ tao ra mot

key c6 thé l1a duy nhit cho msgget() . Cac chudng trinh muén dung cung hang dgi phai tao ra cing

key , vi vy ching phai truyén cung tham s6 vao ftok() .

Cuoi cung, dén lac thuc hién 1énh goi:

#include <sys/msg.h>

key = ftok("/home/beej/somefile", 'b');
msqid = msgget(key, 0666 | IPC CREAT);

Trong vi du trén, t6i d4t quyén trén hang dgi thanh 666 (ho#ic rw-rw-rw- , néu diéu d6 dé hiéu hon
vGi ban). Va bay gid ta c6 msqid sé duge dung d€ gui va nhén tin nhin tit hang ddi.

9.3 Giii Vao Hang Doi

Sau khi ban da két néi vao hang dgi tin nhin bing msgget() , ban di sdn sang gili va nhan tin nhin.
DAu tién, viéc giii:

Maéi tin nh&n gdém hai phan, dugdc dinh nghia trong ciu tric mau struct msgbuf , nhu dinh nghia trong

sys/msg.h :

struct msgbuf {
long mtype;
char mtext[1];
}

Trudng mtype dudc dung sau nay khi 13y tin nhén ti hang dgi, va c6 thé dugc dit thanh bat ky s6
duong nao. mtext la dii liéu sé dugc thém vao hang dgi.

“Cai gi?! Ban chi c6 thé dua mang mot byte 1én hang dgi tin nhan thdi sao?! V6 dung!!” Vang, khong
han vdy. Ban c6 thé dung bat ky ciu triic ndo ban muén dé dua tin nhén vao hang dgi, mién la phén ti
dau tién la mot long. Vi duy, ta c6 thé dung ciu tric nay dé€ luu trii du loai thi:

struct pirate msgbuf {
long mtype; /* must be positive */
struct pirate info {
char name[30];
char ship type;
int notoriety;
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int cruelty;
int booty value;
} info;

I8

OK, vay lam thé nao ta truyén thong tin nay vao mot hang dgi tin nhan? Cau tra 15i rat don gian, cac
ban ¢i: chi can dung msgsnd() :

int msgsnd(int msqid, const void *msgp,
size t msgsz, int msgflg);

msqid la dinh danh hang dgi tin nhan dugc tra vé bsi msgget() . Con trdé msgp 1a con trod dén dii liéu
ban mudn dua vao hang dgi. msgsz la kich thudc tinh bang byte cta di liéu cin thém vao hang dgi
(khong tinh kich thudc ctia phén ti mtype ). Cudi cing, msgflg cho phép ban dit mot s6 tham so flag
tuy chon, ma ta s& bd qua bdy gid bing cich dit né thanh o .

Céch t6t nhat dé 14y kich thudc dii liéu can gti 14 thiét 1ap ding tu ddu. Trudng diu tién cta struct
phéi la mdt long , nhu ta da thiy. D€ an toan va kha chuyén, chi nén c6 mot trudng bé sung. Néu ban

cin nhiéu hon moét, hay boc ching vao mot struct giong nhu struct pirate msgbuf & trén.

Khi cén 14y kich thudc dii liéu can gi, chi cin 18y kich thudc cta trudng thi hai:

struct cheese msgbuf {
long mtype;
char name[20];

}i

/* calculate the size of the data to send: */

struct cheese msgbuf mbuf;
int size;

size = sizeof mbuf.name;
/* 0r, without a declared variable: */

size = sizeof ((struct cheese msgbuf*)0)->name;

Hodc, néu ban c¢6 nhiéu trudng khac nhau, hay dua ching vao mot struct va dung toan ti sizeof trén
d6. Diéu nay co thé rit tién 1gi, vi bay gid ciu tric con cd thé co tén dé tham chiéu. Day 14 doan code
thém mot trong céc ciu tric cudp bién clia ta vao hang ddi tin nhan:

#include <sys/msg.h>
#include <stddef.h>

key t key;
int msqid;
struct pirate msgbuf pmb = {2, { "L'Olonais", 'S', 80, 10, 12035 } };

key = ftok("/home/beej/somefile", 'b');
msqid = msgget(key, 0666 | IPC CREAT);

/* stick him on the queue */
/* struct pirate info is the sub-structure */
msgsnd(msgid, &pmb, sizeof(struct pirate info), 0);
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Ngoai viéc nhé kiém tra 18i tii cac gi tri tra vé clia tit ca cAc ham ndy, dé 13 tit ca nhiing gi cin lam.
O, vang: Idu y réng tdi tuy y dit trudng mtype thanh 2 & d6. Di¢u d6 sé quan trong trong phén tiép
theo.

9.4 Nhan Tu Hang Dgi

Bay gid ta da c6 tén cudp bién dang s¢ Francis L’Olonais ket trong hang dgi tin nhin cta ta, lam thé nao
dé 13y anh ta ra? Nhu ban c6 thé tudng tugng, c6 mot ham ddi xing v6i msgsnd() : d61a msgrev() .
Thét sang tao.

Mot 1énh goi msgrev() dé lam diéu d6 trong nhu thé nay:

#include <sys/msg.h>
#include <stddef.h>

key t key;
int msqid;
struct pirate msgbuf pmb; /* where L'Olonais is to be kept */

key = ftok("/home/beej/somefile", 'b');
msqid = msgget(key, 0666 | IPC CREAT);

/* get him off the queue! */
msgrcv(msqid, &pmb, sizeof(struct pirate info), 2, 0);

C6 mdt diéu mdi can luu y trong 1énh goi msgrev() : s6 2 ! N6 6 nghia la gi? Day 14 tom tat ctia 1énh
goi:

int msgrcv(int msqid, void *msgp, size t msgsz, long msgtyp, int msgflg); J

S6 2 tachi dinh trong 1énh goila msgtyp dudc yéu ciu. Nhé lai riing ta d dit mtype tuyy thanh 2

trong phan msgsnd() cua tai liéu nay, vi vy do sé la cai dudc lay ra ti hang dgi.

Thuc ra, hanh vi ctia msgrecv() c6 thé thay d6i dang ké bang cich chon msgtyp la dudng, am, hodc
bang khong:

msgtyp Hiéu ting trén msgrcv()

Khong L&y tin nhan tiép theo trong hang ddi, bdt ké mtype cua no.
Duong LAy tin nhin tiép theo c6 mtype bdng msgtyp da chidinh.
Am LAy tin nhan diu tién trong hang dgi c6 trudng mtype nho hon hoic bing gia tri tuyét

do6i cta d6i s6 msgtyp .

Vi vay, diéu thudng x4y ra la ban chi mudn tin nhén tiép theo trong hang dgi, bat ké mtype 1a gi. Nhu
viy, ban sé dit tham s6 msgtyp thanh 0.

9.5 Xoéa Mot Hang Dgi Tin Nhan

Dén lic nao d6 ban sé phai x6a mot hang dgi tin nhin. Nhu t6i da noi trude do, ching sé ton tai cho
dén khi ban x6a ching mot cach rd rang; diéu quan trong la ban lam diéu nay dé khong lang phi tai
nguyén hé théng. OK, viy ban da dung hang ddi tin nhan nay ca ngay, va n6 da ct roi. Ban mudn tiéu
diét n6. Co hai cach:
1. Dung lénh Unix ipcs dé€ldy danh sach cic hang ddi tin nhin da dinh nghia, r6i dung lénh ipcrm
dé x6a hang dgi.
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2. Viét mot chuong trinh dé lam diéu d6 cho ban.

Thudng thi lya chon thii hai la pht hgp nhét, vi ban ¢6 thé mudn chudng trinh ctia minh don dep hang
dgi vao mot lac ndo d6. D€ lam diu nay cn gidi thiéu thém mot ham: msgctl() .

Tém tit cia msgctl() la:

int msgctl(int msqid, int cmd,
struct msqid ds *buf);

T4t nhién, msqid 1a dinh danh hang dgi ldy ti msgget() . Doi s6 quan trong la cmd cho msgctl()
biét cach hanh xt. N6 c6 thé la nhiéu thd, nhung ta chi néi vé IPC_RMID , dung dé xda hang dgi tin
nhén. D&is6 buf co6 thé dudc dit thAnh NULL cho muc dich cia IPC_RMID .

Gia st ta ¢6 hang dgi ta da tao & trén dé€ chia cac cudp bién. Ban cd thé x6a hang dgi d6 bing cach goi
lénh sau:

#include <sys/msg.h>

msgctl(msqid, IPC RMID, NULL);

Va hang dgi tin nhin khong con nifa. (T4t nhién, kiém tra 13i trén céc gia tri tra vé nay luén luén phu
hp!)

9.6 Chuong Trinh MAiu, Ai Muén Xem Khéng?

Dé cho day du, tdi sé bao gom mdt cip chudng trinh sé giao tiép bing hang dgi tin nhin. Chudng trinh
dau tién, kirk.c thém tin nhin vao hang dgi tin nhan, va spock.c ldy ching ra.

DPay 1a ma ngudn cho kirk.c !:

#include <stdio.h>
#include <stdlib.h>
#include <errno.h>
#include <string.h>
#include <sys/types.h>
#include <sys/ipc.h>
#include <sys/msg.h>

struct my msgbuf {
long mtype;
char mtext[200];
Y

int main(void)

{
struct my msgbuf buf;
int msqid;
key t key;

if ((key = ftok("kirk.c", 'B')) == -1) {
perror("ftok");
exit(1l);

Lhttps://beej.us/guide/bgipc/source/examples/kirk.c
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if ((msgid = msgget(key, 0644 | IPC CREAT)) == -1) {
perror("msgget");
exit(1l);

h

printf("Enter lines of text, ~D to quit:\n");

buf.mtype = 1; /* we don't really care in this case */

while(fgets(buf.mtext, sizeof buf.mtext, stdin) != NULL) {
int len = strlen(buf.mtext);

/* ditch newline at end, if it exists */

if (buf.mtext[len-1] == '\n') buf.mtext[len-1] = '\0';
if (msgsnd(msqid, &buf, len, 0) == -1)
perror("msgsnd");

}

if (msgctl(msqid, IPC RMID, NULL) == -1) {
perror("msgctl");
exit(1l);

}

return 0;

Cach kirk hoat dong 1a né cho phép ban nhép cac dong vin ban. Mdi dong dudc géi vao mdt tin nhin
va thém vao hang dgi tin nhin. Hang ddi tin nhan sau d6 dugc doc béi spock .

Pay la ma ngudn cho spock.c 2

#include <stdio.h>
#include <stdlib.h>
#include <errno.h>
#include <sys/types.h>
#include <sys/ipc.h>
#include <sys/msg.h>

struct my msgbuf {
long mtype;
char mtext[200];
}

int main(void)

{
struct my msgbuf buf;
int msqgid;
key t key;

if ((key = ftok("kirk.c", 'B')) == -1) { /* same key as kirk.c */
perror("ftok");
exit(1l);

Zhttps://beej.us/guide/bgipc/source/examples/spock.c
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if ((msgid = msgget(key, 0644)) == -1) { /* connect to the queue */
perror("msgget");
exit(1l);

)

printf("spock: ready to receive messages, captain.\n");

for(;;) { /* Spock never quits! */

if (msgrcv(msqid, &buf, sizeof buf.mtext, 0, 0) == -1) {
perror("msgrcv");
exit(1l);
}
printf("spock: \"%s\"\n", buf.mtext);
)
return 0;

Luu y rang spock , trong lénh goi msgget() , khong bao gdm tuy chon IPC_CREAT . Ta dé kirk tao
hang ddi tin nhin, va spock sé& tra vé 16i néu anh ta chua lam vay.

Hay chu y diéu gi xay ra khi ban dang chay cé hai trong cic ctia s6 riéng biét va ban kill mot trong hai.
Ciing thi chay hai ban sao ctia kirk hodc hai ban sao ctia spock dé c6 y tudng vé diéu gi xay ra khi
ban c6 hai reader hodc hai writer. Mot bai trinh dién thu vi khac 1a chay kirk , nhap mot loat tin nhén,
roi chay spock va xem né lay tdt ca tin nhin trong mot lan. Chi can nghich nggm véi nhiing chudng
trinh d6 choi nay sé giup ban hiéu nhiing gi thuc su dang xay ra.

9.7 Toém Tat

Hang ddi tin nhin con nhiéu diéu hon nhiing gi bai huéng din ngén nay c6 thé trinh bay. Hay chic
chin xem trang man dé biét ban c6 thé lam gi thém, dic biét trong linh vic msgctl() . Ngoai ra, con
6 céac tuy chon khéic ban c6 thé truyén vao cidc ham khac dé ki€ém soat cach msgsnd() va msgrcv()
xU ly khi hang dgi day hodc trong tudng {ing.
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Chapter 10

Semaphore System V

Ban con nhé khoa file khong? Vang, semaphore c6 thé dugdc coi nhu mot co ché khoa advisory rat téng
quat. Ban c6 thé dung chung dé kiém soét truy cap vao file, b nhé dung chung, va thuc ra bat ci thi
gi ban mudn. Chiic ning co ban cia semaphore la ban c6 thé dit no, kiém tra nd, hodc chs cho dén khi
né dudc x6a roi dit nod (“test-n-set”). Du nhiing thi tiép theo ¢ phiic tap dén dau, hiy nhd ba thao tac
do.

Tai liéu nay sé cung cip tong quan vé chiic ning semaphore, va két thiic bing mot chuong trinh stt dung
semaphore dé kiém soat truy cip vao mdt file. (Nhiém vu nay, thuc ra, c6 thé dé dang dugc xti ly béng
khéa file, nhung n6 1a mot vi du t6t vi dé hiéu hon, ching han nhu bd nhé dung chung.)

10.1 Lay Mot SO Semaphore

Vi System V IPC, ban khong 1dy cac semaphore don 1é; ban 13y tdp hgp semaphore. Ban c6 thé, tat
nhién, 14y mdt tp hgp semaphore chi c6 mot semaphore, nhung diém quan trong 1a ban c6 thé c6 ca
mot loat semaphore chi bang cich tao mot tap hgp semaphore duy nhit.

Lam thé ndo ban tao tdp hgp semaphore? N6 dugc thuc hién bing mot 1énh goi t6i semget() , tra vé
ID semaphore (tti day goila semid ):

#include <sys/sem.h>

int semget(key t key, int nsems, int semflg);

key la gi? D6 1a mot dinh danh duy nhét dudce cic tién trinh khac nhau st dung dé xac dinh tap hgp
semaphore nay. (Cai key nay sé dudc tao ra bing ftok() , md ta trong phan Hang Dgi Tin Nhin.)

Déi s6 ti€p theo, nsems , la (ban doan ding réi!) s6 semaphore trong tip hdp semaphore nay. S6 tdi
da phu thudc hé théng, nhung c6 1€ khoang 32000. Néu ban can nhiéu hon (d6 tham lam!), chi cin lay
thém mot tap hgp semaphore khac. Ban c6 thé truyén 0 néu dang két ndi vao mot tAp hgp semaphore
da ton tai, nhung phai chi dinh s6 dudng néu ban dang tao mot tip hdp semaphore mdi.

Cuoi cing, c6 d6i s6 semflg . N6 cho semget() biét quyén trén tip hgp semaphore mdi la gi, ban dang
tao tAp maéi hay chi mudn két ndi vao tap da co, va cac thi khac ma ban c6 thé tim hiéu. Dé tao mot tap
mdi, quyén c6 thé dugc OR theo bit v8i IPC_CREAT .

Day 1a mot lénh goi vi du tao key béng ftok() va tao mot thp hdp 10 semaphore, v6i quyén 666

(rw-rw-rw- ):

#include <sys/ipc.h>
#include <sys/sem.h>
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key t key;
int semid;

key = ftok("/home/beej/somefile", 'E');
semid = semget(key, 10, 0666 | IPC CREAT);

Chuic miing! Ban viia tao mot tap hgp semaphore méi! Sau khi chay chudng trinh, ban c6 thé kiém tra
bang lénh ipcs . (Dling quén xda no6 khi dung xong bang ipcrm!)

Chg da! Canh bao! jAdvertencia! ;No pongas las manos en la tolva! (D6 la cau tiéng Tay Ban Nha duy
nhét t6i hoc dugc khi lam viéc 6 Pizza Hut ndm 1990. N6 dudc in trén may can bot.) Hay chua y diéu
nay:

Khi ban lan dau tao mot s& semaphore, ching déu chua duge khéi tao; cin mot lénh goi khac d€ danh
ddu chung 14 tréng (cu thé 1a semop() hodc semctl() —xem céc phén ti€p theo.) Diéu nay c6 nghia
la gi? Y nghia 14 viéc tao semaphore khong phai atomic (néi cach khic, né khong phai 1a mot qua trinh
mot budc). Néu hai tién trinh dang ¢d tao, khdi tao va st dung semaphore cing mot lic, mot diéu kién
race c6 thé xay ra.

Mot cach dé vugt qua kho khin nay 1a c6 mot tién trinh khéi tao duy nhat tao va khéi tao semaphore
ti 1au trude khi cac tién trinh chinh bat d4u chay. Tién trinh chinh chi truy cip nd, khéng bao gis tao
hay huy noé.

Stevens dé cap dén van dé nay 1a “16i chét ngudi” ctia semaphore. Ong giai quyét n6 bang cach tao tap
hgp semaphore v8i ¢ IPC_EXCL . Néu tién trinh 1 tao né trudc, tién trinh 2 sé tra vé 16i trong lénh goi
(v6i errno dudc dat thanh EEXIST .) Luc do, tién trinh 2 sé phai chd cho dén khi semaphore dudc khai
tao bdi tién trinh 1. Lam sao biét dugc? Hoa ra, n6 c6 thé goi semctl() 13p dildp lai v8icsd IPC_STAT,
va xem thanh vién sem otime cuta ciu tric struct semid ds dudc tra vé. Néu gia tri do khac khong,

6 nghia 1 tién trinh 1 da thuc hién mot thao tic trén semaphore v3i semop() , c6 1é dé khdi tao no.

Dé xem vi du vé diéu nay, hiy xem chucng trinh trinh dién semdemo.c !, bén duéi, trong d6 toi tai trién
khai mot cach téng quat code cta Stevens.

Trong théi gian do, hay chuyén sang phian tiép theo va xem cach khdi tao cic semaphore viia tao.

10.2 Kiém Soat Semaphore Ctia Ban VGi semctl()

Sau khi ban tao cac tip hdp semaphore, ban phai khéi tao chiung vé mot gié tri dudng dé cho théy tai
nguyén dang sin sang st dung. Him semctl() cho phép ban thuc hién thay d6i gia tri atomic cho cac
semaphore riéng 1é hodc toan bd tap hgp semaphore.

int semctl(int semid, int semnum, int cmd, ... /*arg*/);

semid 1a ID tap hgp semaphore ban 14y tu lénh goi semget() trudc d6. semnum la ID cta semaphore
ma ban mudn thao tac gia tri. cmd 14 nhiing gi ban muén lam véi semaphore d6. Doi s6 cudi cung,
“arg ”, néu can, phai la mdét union semun, sé dudc ban dinh nghia trong code cia ban 1a mot trong
nhiing thi sau:

union semun {

int val; /* used for SETVAL only */
struct semid ds *buf; /* used for IPC STAT and IPC SET */
ushort *array; /* used for GETALL and SETALL */

}s

(Luu y rdang union semun bay gi¢ dugc dinh nghia trong cac file header ctia cac hé théng Linux hién
dai. Tuy nhién, t6i khong biét feature test macro nao dé xac dinh diéu nay, vi vy chi dinh nghia union
nay néu hé thdng clia ban chua c6. Doc tai liéu semctl() dé biét thém thong tin.)

Thttps://beej.us/guide/bgipc/source/examples/semdemo.c
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Cac trudng khac nhau trong union semun dudc st dung tuy thudc vao gia tri ctia tham s6 cmd cho
semctl() (danh sdch mot phan nhu sau—xem trang man cuc bd cia ban d€ biét thém):

cmd Hiéu tng
SETVAL Dat gia tri ctia semaphore da chi dinh thanh gia tri trong thanh vién val cta
union semun dudc truyén vao.
GETVAL Tra vé gia tri ctia semaphore da cho.
SETALL Dit gia tri cta tit ca semaphore trong tap hgp thanh céc gia tri trong mang tro bsi

thanh vién array ctia union semun dugc truyén vao. Tham s6 semnum cho
semctl() khong dudc dung.<
GETALL Liy gia tri cta tit ca semaphore trong tdp hdp va luu ching vao mang tro béi thanh
vién array ctia union semun dudc truyén vao. Tham sé semnum cho semctl()
khoéng dugc dung.
IPC_RMID Xoba tap hgp semaphore da chi dinh khoi hé théng. Tham s semnum bi b qua.
IPC_STAT Tai thong tin trang thai vé tap hdp semaphore vao ciu tric struct semid ds tro

baéi thanh vién buf ciia union semun .

Dé tham khao, diy 1a ndi dung (rat gon) ctia struct semid ds dugc dung trong union semun :

struct semid ds {
struct ipc_perm sem perm; /* Ownership and permissions
time_t sem_otime; /* Last semop time */
time t sem ctime; /* Last change time */
unsigned short sem nsems; /* No. of semaphores in set */
b

Ta sé dung thanh vién sem otime dé sau khi ta viét initsem() trong code mau bén duéi.

10.3 semop() : Stic Manh Atomic!

Tat ca cac thao tac dt, 1ay, hodc test-n-set mot semaphore déu st dung syscall semop() . Syscall nay la

da ning, va chiic ning ctia n6 dugc diéu khién bdi mot ciu tric duge truyén vao nd, struct sembuf :

/* Warning! Members might not be in this order! */

struct sembuf {
ushort sem num;
short sem op;
short sem flg;
};

T4t nhién, sem num la s6 ciia semaphore trong tip hgp ma ban muén thao tac. R6i, sem op la nhiing
gi ban muén lam v4i semaphore d6. N6 mang cac y nghia khac nhau, tuy thudc vao sem op la dudng,
am, hay bing khong, nhu dudc trinh bay trong bang sau:

sem_op Diéu xay ra

Am Phan bd tai nguyén. Block tién trinh goi cho dén khi gia tri ctia semaphore 16n hon hoéc
bang gia tri tuyét d6i cia sem_op . (Ttc 1a chd cho dén khi du tai nguyén dugc giai
phong béi cac tién trinh khac dé tién trinh nay c6 thé phan bd.) Sau d6 cong (thuc chat
la trii, vi n6é Am) gia tri sem_op vao gia tri semaphore.

Dudng Giai phong tai nguyén. Gia tri sem op dudc cdng vao gia tri semaphore.

Khong Tién trinh nay sé€ chd cho dén khi semaphore dat gia tri 0.
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Vay, vé cd ban, nhiing gi ban lam la dién vao mot struct sembuf vdéibat ky gia tri nao ban muodn, roi
goi semop() , nhu thé nay:

int semop(int semid, struct sembuf *sops,
unsigned int nsops);

D61 s6 semid 1a s6 14y tii 1énh goi semget() . Tiép theola sops , la con tro t8i struct sembuf ban
da dién véi cac 1énh semaphore. Tuy nhién, néu mudn, ban c6 thé tao mot mang cac struct sembuf

dé thuc hién mot loat cic thao tic semaphore cung mot lic. Cach semop() biét ban dang lam diéu nay
la d6i s6 nsop , cho biét c6 bao nhiéu struct sembuf ban dang gti. Néu ban chi c6 mot, hay dit 1

cho doi s6 nay.

Mot trudng trong struct sembuf ma toi chua dé cép la trudng sem_flg cho phép chudng trinh chi

dinh c4c c3 € stia d6i thém hiéu ing ctia 1énh goi semop() .

Mot trong s cAc cd nay 1a IPC_NOWAIT , nhu tén ggi ¥, 1am cho 1énh goi semop() tra vé v6ildi EAGAIN
néu né gip tinh hudng thong thudng sé block. Diéu nay tot cho cac tinh huéng ban mudn “tham do”
xem ban c6 thé phan bd tai nguyén hay khong.

Mot ¢ rat hitu ich khac la ¢ SEM_UNDO . N6 lam cho semop() ghi lai, theo mot cach nao do, su thay
déi dudc thuc hién d6i v6i semaphore. Khi chudng trinh thoat, kernel sé tu dong hoan tac tit ca cac
thay ddi dugc danh d4u béng c8 SEM UNDO . TAt nhién, chudng trinh ctia ban nén c6 ging hét mic dé
giai phéng bat ky tai nguyén nao nd danh ddu bang semaphore, nhung doi khi diéu nay khong thé thuc
hién dugc khi chuong trinh ctia ban nhén dugc SIGKILL ho#c mot s6 su c¢d khung khiép khac xay ra.

10.4 Xo6a Mot Semaphore
C6 hai cach dé loai bo semaphore: mot 1a dung lénh Unix ipcrm. Céch kia 1a thong qua lénh goi
semctl() v6i cmd dudc dat thanh IPC RMID .

Vé cG ban, ban mudn goi semctl() va dit semid thanh ID semaphore ma ban muén x6a. cmd nén
dugc dit thanh IPC_RMID, cho semctl() biét x6a tip hgp semaphore nay. Tham s6 semnum khong
c6 nghia gi trong bdi cAnh IPC RMID va c6 thé chi can dit thanh khong.

Day 12 mot 1énh goi vi du d€ x6a mot tap hgp semaphore:

int semid;
semid = semget(...);

semctl(semid, 0, IPC RMID);

Dé nhu dn keo.

10.5 Chuong Trinh Mau

C6 hai chuong trinh. Chuong trinh d4u tién, semdemo.c , tao semaphore néu can thiét, va thuc hién

mdt s6 thao tac khoa file gia tao trén no6 trong mot bai trinh dién rat giéng bai trong tai liéu Khoa File.

Chuong trinh thi hai, semrm.c dung dé x6a semaphore (mot Ian niia, ipcrm c6 thé dugc dung dé thuc

hién diéu nay.)

Y tudng 1a chay semdemo.c trong mot vai ctia s6 va xem tit ca cac tién trinh tuong tac nhu thé nao.

Khi xong, dung semrm.c dé x6a semaphore. Ban cling c6 thé thii x6a semaphore trong khi dang chay
semdemo.c chi dé xem cac loai 16i ndo dudc tao ra.
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Payla semdemo.c 2, bao gom mdt ham c6 tén initsem() vugt qua cac dieu kién race cia semaphore
theo phong cach Stevens:

#include <stdlib.h>
#include <unistd.h>
#include <errno.h>
#include <sys/types.h>
#include <sys/ipc.h>
#include <sys/sem.h>

#define MAX_RETRIES 10

#ifdef NEED SEMUN
/* Defined in sys/sem.h as required by POSIX now */
union semun {

int val;

struct semid ds *buf;

ushort *array;

H

#endif

/*

** initsem() -- more-than-inspired by W. Richard Stevens' UNIX Network
** Programming 2nd edition, volume 2, lockvsem.c, page 295.

*/

int initsem(key t key, int nsems) /* key from ftok() */

{

int 1i;

union semun arg;
struct semid ds buf;
struct sembuf sb;
int semid;

semid = semget(key, nsems, IPC CREAT | IPC EXCL | 0666);

if (semid >= 0) { /* we got it first */
sb.sem op = 1; sb.sem flg = 0;
arg.val = 1;

printf("press return\n"); getchar();

for(sb.sem num = 0; sb.sem num < nsems; sb.sem num++) {
/* do a semop() to "free" the semaphores. */
/* this sets the sem otime field, as needed below. */
if (semop(semid, &sb, 1) == -1) {
int e = errno;
semctl(semid, 0, IPC RMID); /* clean up */
errno = e;
return -1; /* error, check errno */

} else if (errno == EEXIST) { /* someone else got it first */
int ready = 0;

semid = semget(key, nsems, 0); /* get the id */

“https://beej.us/guide/bgipc/source/examples/semdemo.c
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if (semid < 0) return semid; /* error, check errno */

/* wait for other process to initialize the semaphore: */

arg.buf = &buf;

for(i = 0; 1 < MAX RETRIES && !ready; i++) {
semctl(semid, nsems-1, IPC STAT, arg);

if (arg.buf->sem otime != 0) {
ready = 1;

} else {
sleep(1l);

}

}
if (!ready) {
errno = ETIME;

return -1;
}
} else {
return semid; /* error, check errno */
}
return semid;
}
int main(void)
{
key t key;
int semid;

struct sembuf sb;

sb.sem num = 0;
sb.sem op = -1; /* set to allocate resource */
sb.sem flg = SEM UNDO;

if ((key = ftok("semdemo.c", 'J')) == -1) {
perror("ftok");
exit(1l);
}
/* grab the semaphore set created by seminit.c: */
if ((semid = initsem(key, 1)) == -1) {
perror("initsem");
exit(1l);
}

printf("Press return to lock: ");
getchar();
printf("Trying to lock...\n");

if (semop(semid, &sb, 1) == -1) {
perror("semop");
exit(1l);

}

printf("Locked.\n");
printf("Press return to unlock: ");
getchar();




10.6. Tom Tat

sb.sem op = 1; /* free resource */

if (semop(semid, &sb, 1) == -1) {
perror("semop");
exit(1l);

)

printf("Unlocked\n");

return 0;
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DPay la semrm.c  dé x6a semaphore khi ban xong:

#include <stdlib.h>
#include <errno.h>
#include <sys/types.h>
#include <sys/ipc.h>
#include <sys/sem.h>

int main(void)

{
key t key;
int semid;
union semun arg;

if ((key = ftok("semdemo.c", 'J')) == -1) {
perror("ftok");
exit(1l);

/* grab the semaphore set created by seminit.c: */
if ((semid = semget(key, 1, 0)) == -1) {
perror("semget");
exit(1l);

/* remove it: */

if (semctl(semid, 0, IPC RMID, 0) == -1) {
perror("semctl");
exit(1l);

return 0;

That thu vi khong! Tadi chic chin ban sé tif b Quake* chi dé chai v6i nhiing thii semaphore nay ca

ngay!

10.6 Toém Tat

Cé 1€ tdi da nodi nhe vé tinh hitu dung ctia semaphore. T6i dam bao véi ban, chung rat rat rat hitu ich
trong tinh huéng déng thoi. Ching thudng con nhanh hon ca khoa file théng thudng. Ngoai ra, ban ¢
thé dung chung trén nhiing thi khac khéng phai file, ching han nhu Viing Nhé Dung Chung! Thuc ra,

d6i khi kh6 ma sdng thi€u ching, théng thin ma noi.

Shttps://beej.us/guide/bgipc/source/examples/semrm.c
“Hoic bat ky trd chdi FPS gay nghién nao hién tai.
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Bat ct khi nao ban c6 nhiéu tién trinh chay qua mét doan code quan trong, ban cian semaphore. Ban ¢
hang ty cai—ci dung ching di.



Chapter 11

Vung Nhé Dung Chung System V

Diéu thu vi vé cac vung nhé dung chung 1a ching ddng nhu tén goi: moét viung nhé dudc chia sé giiia
cAc tién trinh. Y t6i 13, hay nghi vé tiém niang cta diéu nay! Ban c6 thé cap phat mot khéi thong tin
ngudi chdi cho mot trd chdi nhidu ngudi choi va dé mai tién trinh truy cap vao d6 tiy y! Vui, vui, vui.
(T4t nhién, cac file dugc anh xa bd nhé ciing 1am dudc diéu tuong tu va c6 thém uu diém la tinh bén
viing, dit ¢6 nhiing diém luu y tudng tu ap dung cho bd nhé dung chung.)

Nhu thudng 1, c6 nhiéu diéu cin chd y hon, nhung tit ca kha dé vé lau dai. Ban chi cn két néi vao
vung nhé dung chung, va 14y mot con tré dén viing nhé. Ban c6 thé doc va ghi vao con tré nay va moi
thay d&i ban thuc hién sé hién thi cho tat ca nhiing ngudi khac két ndi vao vung. Khong cé gi don gian
hon. U thi, thuc ra c6, nhung téi chi dang ¢6 lam ban thoai mai hon thoi.

11.1 Tao Vung va Két Noi

Tudng tu nhu céc hinh thic System V IPC khac, mot ving nhé ding chung dudc tao va két ndi théng
qua lénh goi shmget() :

int shmget(key t key, size t size, int shmflg);

Khi hoan thanh thanh cong, shmget() tra vé mot dinh danh cho ving nhé dung chung. D&i sd key
nén dudc tao theo cach tudng tu nhu dudc trinh bay trong tai liéu Hang Dgi Tin Nhin, st dung ftok() .
D01 s6 tiép theo, size, la kich thude tinh béng byte cta ving nhd dung chung. Cudi cung, shmflg
nén dugc dit thanh quyén ctia viing OR theo bit v6i IPC_CREAT néu ban mudn tao ving, nhung c6 thé
la 0 trong trudng hgp khéc. (Khong sao khi chi dinh IPC_CREAT moi lic—nd chi két ndi ban néu viung
da ton tai.)

Day 1a mot 1énh goi vi du tao mét vung 1K v6i quyén 644 ( rw-r--r--):

key t key;
int shmid;

key = ftok("/home/beej/somefile3", 'R');
shmid = shmget(key, 1024, 0644 | IPC CREAT);

(Thuc té c6 thé khong tao duge vung 1K, vi hé diéu hanh dugc phép tang kich thudc dé phu hgp véi bat
ky rang budc ndi bd nao né cb. Vi du, trén hé thong véi trang bo nhé ao 4K, kich thude c¢6 kha ning sé
dugc tang 1én 4K. T4t nhién, chudng trinh cta ban sé khong biét hay quan tAm; day chi 1a chi tiét trién
khai.)

Nhung lam thé nao ban 14y con tro t6i dit liéu d6 tit handle shmid ? CAu tra 13i ndm & 1énh goi shmat() ,
trong phan tiép theo.

65
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11.2 Géan Vao—Lay Con Tro Dén Vung

Trudc khi ban c6 thé st dung mot ving nhé dung chung, ban phai gdn ban than vao n6 bang lénh goi
shmat() :

void *shmat(int “shmid’, void *'shmaddr’, int “shmflg’);

Tat ca nghia 14 gi? Vang, shmid la ID bo nhé dung chung ban lay ti lénh goi shmget() . Tiép theo
la shmaddr , ma ban c6 thé dung dé€ néi v6i shmat() dia chi cu thé nao cin dung, nhung ban chi cAn
dit n6 thanh 0 va dé hé diéu hanh chon dia chi cho ban. Cudi cing, shmflg co thé dudc dat thanh

SHM_RDONLY néu ban chi muén doc tlind, 0 trong trudng hgp khac. (Xem trang man dé biét cac flag
hiiu ich khéc c6 thé dugc bao gom.)

Déay 12 mét vi du day du hon vé cach 14y con tré dén mdt ving nhé ding chung:

key t key;
int shmid;
char *data;

key = ftok("/home/beej/somefile3", 'R');
shmid = shmget(key, 1024, 0644 | IPC CREAT);
data = shmat(shmid, (void *)0, 0);

Va boom! Ban da c6 con tro dén ving nhé dung chung! Luu y ring shmat() tra vé mot con trd void ,
va ta dang x1 ly no, trong trudng hop nay, nhu mot con trd char . Ban c6 thé xti 1y né nhu bat cd thu
gi ban mudn, tiy thudc vao loai dii liéu ban c6 trong d6. Con tréo dén mang cta cc ciu tric déu duge
chap nhan nhu bat ct thia gi khac.

Ngoai ra, diéu thd vi can luu y la shmat() trd vé -1 khi that bai (nhu mmap() ). Nhung lam thé nao

banldy -1 trong mot con tré void ? Chi can cast trong qué trinh so sanh dé kiém tra 16i:

data = shmat(shmid, (void *)0, 0);
if (data == MAP_FAILED)
perror("shmat");

(Diéu quan trong can luu y 1a s6 nguyén dang dudc cast thanh con tro, khong phai gia tri tra vé con tro
dang dugc cast thanh s6 nguyén. D¢ la su khac biét tinh t&, nhung cai sau khong phai lic nao ciing kha
chuyén giiia cc kién tric. Cling luu y ring viéc cast 1a sang void* cht khong phai char* , nhu ban
c6 thé mong dgi. Vi ngdn ngii dam bao rang cic cast 4n tli void* sang bat ky loai con trd nao khac
ludn an toan va dang tin cy, t6t hon 1a dung void* va dé compiler lam viéc.)

T4t ca nhiing gi ban phai lam bay gid la thay dai dit liéu no tro dén theo kiéu con tro thong thusng. Co
mdt s6 mau trong phan tiép theo.

11.3 Doc va Ghi

Gia st ban c6 con tré data tu vidu trén. D6 1a con tré char , vi vay ta sé doc va ghi char ti n6. Hon
niia, dé don gian, gia st vilng nhé dung chung 1K chiia mét chudi két thic null.

Khong thé don gian hon. Vi d6 chi 1a mot chudi trong do, ta c6 thé in n6 nhu thé nay:

printf("shared contents: %s\n", data);

Va ta c6 thé luu thii gi d6 vao d6 d& dang nhu thé nay:

printf("Enter a string: ");
fgets(data, 1024, stdin);
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T4t nhién, nhu toi da ndi trudc d6, ban co6 thé cé dit liéu khac trong d6 chtt khong chi char . T6i chi
dung ching lam vi du. Téi chi gia dinh ring ban da du quen véi con tré trong C d€ co6 thé xt ly bat ky
loai dii liéu nao ban nhét vao do.

11.4 Tach Ra Va Xéa Vung

Khi ban diing xong viing nhé dung chung, chudng trinh ctia ban nén tich ban thin ra khoi né bang lénh
goi shmdt() (néu ban khéng lam, diéu nay sé tu dong xay ra khi tién trinh két thuc):

int shmdt(void * shmaddr’);

D6i s6 duy nhat, shmaddr , 1 dia chi ban 1y til shmat() . Ham trd vé -1 khildi, ® khi thanh cong.

Khi ban tach ra khoi vung, n6 khong bi huy. Cing khong bi x6a khi moi ngudi tach ra khoi n6é. Ban
phéi x6a n6 mot cach cu thé bing lénh goi shmctl() , tudng tu nhu cic 1énh goi kiém soat cho cic ham
System V IPC khac:

shmctl(shmid, IPC RMID, NULL);

Lénh goi trén x6a ving nhé dung chung, gia st khong c6 ai khac gan vao ndé. Ham shmctl() lam dudc
nhiéu hon thé, va dang dé tim hiéu. (Theo cich riéng cta ban, tit nhién, vi day chi la tong quan!)

Nhu thudng 1€, ban c6 thé x6a viing nhg dung chung ti dong lénh bang 1énh Unix ipcrm . Ngoai ra,
hay dam bao rdng ban khong dé lai bt ky viing nhé dung chung nao khong dung dén dang lang phi tai
nguyén hé thdng. T4t ca cac d6i tugng System V IPC ban s6 hitu c6 thé duge xem béng lénh ipcs .

11.5 Dong Thoi

Céac van dé dong thdi 1a gi? Vang, vi ban c6 nhiéu tién trinh stia d6i viing nhé dung chung, mot sé 16i
c6 thé xay ra khi cac cap nhat vao viing xay ra dong thdi. Truy cap dong thoi nay hau nhu ludn 1a van
dé khi ban c6 nhiéu writer vao mot déi tugng dung chung.

Céach giai quyét la dung Semaphore dé khoa ving nhé dung chung trong khi mot tién trinh dang ghi
vao nd. (Doi khi khoa sé bao gom ca viéc doc va ghi vao bd nhé dung chung, tuy thudc vao nhiing gi
ban dang lam.)

Mot cudc thao luan thuc su vé tinh dong thsi ndim ngoai pham vi cta tai liéu nay, va ban ¢6 thé mudn
xem bai viét Wikipedia vé vdn dé nay!. Téi chi d€ lai diéu nay: néu ban bit dau thiy su khong nhat
quan ky la trong dii liéu dung chung ctia minh khi ban két néi hai tién trinh tré 1én vao nd, rat c6 thé
ban dang c6 van dé dong thoi.

11.6 Code Mau

Bay gid t6i da chuin bi cho ban vé tat ca cAc mdi nguy hiém ctia truy cap dong thsi vao ving nhé dung
chung ma khéng dung semaphore, t6i sé cho ban xem mot ban demo lam chinh xac diéu d6. Vi day
khéng phai ting dung quan trong, va it c6 kha nang ban dang truy cap dii liéu dung chung cung lic véi
tién trinh khac, tdi sé bo semaphore ra d€ don gian.

Chuong trinh nay lam moét trong hai diéu: néu ban chay né ma khong cé tham s6 dong lénh, né in noi
dung ctia ving nhdé dung chung. Néu ban dua cho ndé mot tham sé dong 1énh, né luu tham s6 d6 vao
vung nhé dung chung.

Pay la code cho shmdemo.c %:

!https://en.wikipedia.org/wiki/Concurrency
Zhttps://beej.us/guide/bgipc/source/examples/shmdemo.c
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#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <sys/types.h>
#include <sys/ipc.h>
#include <sys/shm.h>

#define SHM SIZE 1024 /* make it a 1K shared memory segment */

int main(int argc, char *argv[])
{

key t key;

int shmid;

char *data;

int mode;

if (argc > 2) {
fprintf(stderr, "usage: shmdemo [data to write]\n");

exit(1l);
}
/* make the key: */
if ((key = ftok("shmdemo.c", 'R')) == -1) {
perror("ftok");
exit(1l);
}
/* connect to (and possibly create) the segment: */
if ((shmid = shmget(key, SHM SIZE, 0644 | IPC CREAT)) == -1) {
perror("shmget");
exit(1l);
}

/* attach to the segment to get a pointer to it: */
data = shmat(shmid, (void *)0, 0);

/* we could use MAP FAILED, but technically that's not */
/* the defined return value. System V failed on this one! */
if (data == (void *)(-1)) {

perror("shmat");

exit(1l);

/* read or modify the segment, based on the command line: */
if (argc == 2) {
printf("writing to segment: \"%s\"\n", argv[1l]);
strncpy(data, argv[1l], SHM SIZE);
data[SHM SIZE-1] = '\0';
} else
printf("segment contains: \"%s\"\n", data);

/* detach from the segment: */

if (shmdt(data) == -1) {
perror(“shmdt");
exit(1);
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return 0;

Thong thudng hon, mot tién trinh sé gan vao ving va chay mot lic trong khi cic chuong trinh khac
dang thay d6i va doc ving dung chung. Thu vi khi xem mot tién trinh cip nhat viung va thiy cac thay
ddi xuét hién véi cic tién trinh khac. Mot lan nifa, dé don gian, code mau khong lam diéu d6, nhung
ban c6 thé thay dii liéu dugce chia sé gifia cac tién trinh ddc 14p nhu thé nao.

Ngoai ra, khong c6 code nao ¢ day d€ x6a ving—hay dam bao lam diéu d6 khi ban ding xong.
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Chapter 12

File Pugc Anh Xa Bo Nhé

C6 mot lic nao d6 ban mudn doc va ghi tii va vao céc file dé€ thong tin dudc chia sé gifia cic tién trinh.
Hay nghi theo cach nay: hai tién trinh cing mé mot file va cung doc va ghi ti nd, do d6 chia sé thong
tin. Van dé la, doi khi thit phién phic khi phai thuc hién tit ca nhiing fseek() va nhiing thi tudng
tu dé di chuyén xung quanh. Sé& dé dang hon néu ban c6 thé chi anh xa mot phan cta file vao bd nhé,
va ldy mot con tré d€n nd? Roi ban c6 thé don gian sit dung phép tinh s6 hoc con tro dé 1dy (va dit) di
liéu trong file.

Vang, day chinh xac 12 mét file dugc anh xa b nhé. Phan thu vi 1a khi ban thuc hién thay ddi vao bd
nhd (bang cach thay déi nhiing thi ma con tré tré dén), né thic su thay doi chinh file d6. Bo nhé dot
nhién trd thanh mot ctia sd nhin vao file va ban c6 thé thay déi né truc tiép qua cta sé do.

Va né thuc su rat dé st dung niia. Mot vai Iénh goi don gian, két hop véi mét vai quy tic don gian, va
ban dang anh xa nhu ngudi dién.

12.1 Bat Dau

Trude khi anh xa file vao bd nhd, ban cin ldy mot file descriptor cho né béng cach st dung syscall
open() :

int fd;

fd = open("mapdemofile", 0 RDWR);

Trong vi du nay, ta da md file dé€ truy cip doc/ghi. Ban c6 thé md né & bat ky ché do nao ban mudn,
nhung né phai khép véi ché do dudc chi dinh trong tham s6 prot ctia lénh goi mmap() bén dudi.

Dé 4nh xa bd nhé cho file, ban dung syscall mmap() , dugc dinh nghia nhu sau:

void *mmap(void *addr, size t len, int prot,
int flags, int fildes, off t off);

Théat nhiéu tham s8! Day la tling cai mot:

Tham s6 Mo ta

addr Day la dia chi ta mudn file duge anh xa vao. Cach t6t nhit dé€ dung cai nay 1a dit no
thanh NULL va dé hé diéu hanh chon cho ban. Néu ban b4o n6 dung dia chi ma hé diéu
hanh khong thich (vi du néu né khong phai boi s6 cua kich thude trang bd nhé 40), né
sé& bao 16i.
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Tham s6 Mo ta

len Tham s8 nay la d6 dai dii liéu ta mudn anh xa vao bo nhé. Co thé 1a bat ky do dai nao
ban muén. (Luu y: néu len khong phai bdi sé cta kich thude trang bd nhé 4o, ban sé
nhéin dudc mét kich thudc khéi duge 1am tron 1én dén kich thuée d6. Cac byte thém sé
la 0, va bat ky thay ddi nao ban thuc hién véi ching sé khong sta déi file.)
prot D&i s6 “bao vé” cho phép ban chi dinh loai truy cap tién trinh nay c6 d6i véi viung duge
anh xa bo nhé. Day c6 thé 1a su két hgp OR theo bit ciia cc gia tri sau: PROT_READ ,
PROT_WRITE , va PROT_EXEC , lan lugt cho quyén doc, ghi, va thuc thi. Gia tri dugc chi
dinh 6 day phai tuong dudng hodc la tap con cta cac ché do dudc chi dinh trong syscall
open() dudc dung dé lay file descriptor.
flags Day chi la cac flag linh tinh c6 thé dudc dit cho syscall. Ban sé mudn dit né thanh
MAP_SHARED néu ban dinh chia sé cic thay ddi ciia minh vao file véi céc tién trinh khéc,
hodc MAP_PRIVATE trong trudng hgp khac. Néu ban dit né thanh cai sau, tién trinh
ctia ban sé nhan dudc mot ban sao cuia ving dudc anh xa, vi vay bat ky thay déi nao
ban thuc hién sé khong dugce phan anh trong file gdc—do do, cac tién trinh khac sé
khong thé thiy ching. Ta sé khong néi vé MAP_PRIVATE & day, vi n6 khong lién quan

nhiéu dén IPC.
fildes DAy 1a ndi ban dit file descriptor ban d4 mé trude do.
of f Déy la offset trong file ma ban muén bat dau anh xa tit d6. Mot han ché: offset nay phdi

1a boi s6 cta kich thude trang bo nhd 4o. Kich thudc trang nay c6 thé 14y bing lénh goi

getpagesize() . Luu y ring cac hé théng 32-bit c6 thé hé trg cac file c6 kich thuée
khong thé biéu dién bang s§ nguyén khéng dau 32-bit, vi vay kiéu nay thudng la kiéu
64-bit trén cac hé thdng nhu vay.

Veé gi tri tra vé, nhu ban c6 thé da doan, mmap() trd vé MAP_FAILED khildi (gia tri -1 dudc cast phu
hdp dé so sanh), va dat errno . Ngudc lai, n6 tra vé con tré dén diém bat dau dii liéu dudc anh xa.

Du sao, khong dai dong thém niia, ta sé lam mot ban demo ngan anh xa “trang” thi hai cta file vao bo
nhg. DAu tién ta sé open() no dé€ 13y file descriptor, rdi ta sé dung getpagesize() dé ldy kich thudc
cta mot trang bd nhdg 4o va st dung gi tri nay cho cd len va off . Theo cich nay, ta sé bit dau 4nh
xa tu trang thi hai, va anh xa trong do dai mét trang. (Trén may Linux cta t6i, kich thudc trang la 4K.)

#include <unistd.h>
#include <sys/types.h>
#include <sys/mman.h>

int fd, pagesize;
char *data;

fd = open("foo", O RDONLY);
pagesize = getpagesize();
data = mmap((void*)0, pagesize, PROT READ, MAP SHARED, fd, pagesize);

J

Sau khi doan code nay chay, ban c6 thé truy cip byte diu tién ctia phan dugc anh xa cta file bang
data[0] . Luu y c6 nhiéu phép cast kiéu xay ra ¢ day. Vidu, mmap() trd vé void* , nhung ta xi 1y n6
nhu char* .

Ngoai ra hdy luu y ring ta da 4nh xa file PROT_READ nén ta c6 quyén truy cap chi doc. Bit ky nd luc

nao ghi vao dii liéu ( data[0] = 'B', vi du) sé giy ra vi pham phan doan. Mg file 0 RDWR vé&i prot
dudc dit thanh PROT_READ|PROT_WRITE néu ban muén truy cap doc-ghi vao dii liéu.

12.2 Huy Anh Xa File

T4t nhién c6 mot ham munmap() d€ huy anh xa bd nhé cho file:
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int munmap(void *addr, size t len);

Ham nay don gian hty anh xa vung tré bsi addr (dudc tra vé ti mmap() ) v6i do dai len (gidng véi

len dudc truyén vao mmap() ). munmap() travé -1 khildi va dit bién errno .

Sau khi ban hity 4nh xa file, bat ky nd luc nao truy cap dii liéu qua con tro cii sé giy ra 16i phan doan.
Ban da dudc canh bao!

Mot luu ¥ cudi: file sé tu dong huy 4nh xa khi chuong trinh cia ban thoét, tat nhién.

12.3 Dong Thai, Lai Niia?!

Néu ban c6 nhiéu tién trinh thao tac dit liéu trong cling mot file dong thsi, ban c6 thé gip ric rdi. Ban
c6 thé phai khoa file hodc dung semaphore d€ diéu phéi truy cip vao file trong khi mot tién trinh can
thiép vao né. Hay xem tai liéu Bd Nhé Dung Chung d€ c6 thém (rat it) thong tin vé tinh dong thsi.

12.4 Mot Mau Don Gian
Vang, lai dén lac code r6i. Téi c6 6 ddy mot chuong trinh demo anh xa ma nguén cta chinh né vao bd
nhé va in byte tim thay & bat ky offset nao ban chi dinh trén dong 1énh.

Chuong trinh han ché céc offset ban c¢6 thé chi dinh trong pham vi 0 dé€n d6 dai file. D6 dai file dudc 1ay
qua lénh goi stat() ma ban c6 thé chua thiy trudc day. No trd vé mot ciu triuc ddy thong tin file, mot
trudng trong doé la kich thude tinh bing byte. Don gian thoi.

Pay l1a ma ngudn cho mmapdemo.c !:

#include <stdio.h>
#include <stdlib.h>
#include <fcntl.h>
#include <unistd.h>
#include <sys/types.h>
#include <sys/mman.h>
#include <sys/stat.h>
#include <errno.h>

int main(int argc, char *argv[])
{

int fd;

off t offset;

char *data;

struct stat sbuf;

if (argc != 2) {
fprintf(stderr, "usage: mmapdemo offset\n");

exit(1l);

}

if ((fd = open("mmapdemo.c", O RDONLY)) == -1) {
perror("open");
exit(1l);

}

if (stat("mmapdemo.c", &sbuf) == -1) {
perror("stat");
exit(1l);

Thttps://beej.us/guide/bgipc/source/examples/mmapdemo.c
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offset = atoi(argv[1]);
if (offset < 0 || offset > sbuf.st size-1) {
fprintf(stderr, "mmapdemo: offset must be in the range 0-%d\n", \
sbuf.st size-1);
exit(1l);

data = mmap((caddr t)0, sbuf.st size, PROT READ, MAP SHARED, fd, 0);
if (data == MAP_FAILED) {

perror("mmap") ;

exit(1);

printf("byte at offset %ld is '%c'\n", offset, data[offset]);

return 0;

Do la tat ca nhiing gi can lam. Bién dich céi d6 va chay v6i mét s6 dong 1énh nhu:

$ mmapdemo 30
byte at offset 30 is 'e'

T6i d€ lai cho ban viét mot s6 chuong trinh thuc su tha vi bang syscall nay.

12.5 Anh Xa B6 Nh6é An Danh

Ban c6 thé mmap() mdt viing khéng dugc hd trg bsi file. D6 chi 1a mét viing nhé dude dit vé khong
ma ban dot nhién c6 quyén truy cap. Cé vé gidng malloc() , nhung, nhu ta sé thiy, c6 mot diém khac
biét quan trong 16n.

C6 vé ky la khi muén lam diéu nay—cac thay d6i ban thuc hién chi ton tai trong bd nhé va khong duge
luu trén dia—nhung né thuc su cung cap mot cach hay dé thiét lap bd nhd dung chung gitia cac tién
trinh lién quan.

Luu y ring diéu nay khéng dugc POSIX ho trg. Diéu d6 néi, né dugce dinh nghia trén Linux va
BSD (bao gdm MacOS), vi vay ta c6 do phu kha t6t trén tit ca cic nén tang phd bién.

Luu y #1: Mot s6 nén tang trudc day dinh nghia MAP_ANON , nhung t6i nghi hau hét da chuyén
sang MAP_ANONYMOUS . Vi vAy céi sau 1a Iva chon kha chuyén hon.

Luu y #2: Mot s6 nén tang khdng quan tAm ban chi dinh gi 14 file descriptor véi cac 4nh xa 4n
danh, nhung MacOS mudn né 1a -1, vi viy hay dung gia tri do.

(Mdt cach dung khac cho loai mmap() nay la néu ban dang viét bd cip phat bd nhd riéng ctia minh
tuong tu malloc() . Trong trudng hgp do, ban sé can ldy cac khéi bo nhd truc tiép ti hé diéu hanh, va
mmap () 4n danh 12 mot cach tuyét v8i d€ lam diéu d6. Nhung d6 khong phai IPC, vi vay ta sé khong di

vao do.)

Hay lam moét ban demo. Chudng trinh nay sé:

1. Tao mot khdi bo nhé dung chung, 4n danh (ttic 1a khong dudc hd trg bai file) bang mmap() .
2. Fork mot tién trinh con sé:

« Ngu moét gidy

+ In nhiing gi c6 trong bd nhé dung chung.
3. Tién trinh cha sé:
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« Luu mbt chudi vao bo nhé dung chung.
« Dgi tién trinh con hoan tat.
4. Sau d6 ca cha va con sé munmap() bo nhd, giai phéng no
Diém khac biét con voi trong phong 16n 1a ta khong goi open() & bat clt dau, va ta khong c6 file

descriptor d€ truyén vao mmap() . Ta sé chi dat cai d6 thanh -1 va offset thanh @ .

Pay la ma ngudn cho mmap_anon.c 2

#include <stdio.h>
#include <string.h>
#include <unistd.h>
#include <sys/wait.h>
#include <sys/mman.h>
#define DATA LEN 128 // bytes
#ifndef MAP_ANONYMOUS
#define MAP_ANONYMOUS MAP_ANON
#endif
int main(void)
{
char *data = mmap(NULL, DATA LEN, PROT READ|PROT WRITE,
MAP SHARED |MAP_ANONYMOUS, -1, 0);
if (data == NULL) {
perror("mmap");
return 1;
}
switch (fork()) {
case -1:
perror("fork");
return 1;
case 0:
puts("child: sleeping");
// Snooze so it's very likely the parent wins the race
sleep(l);
puts("child: reading");
printf("child: %s\n", data);
break;
default:
puts("parent: writing");
strcpy(data, "Hello from shared memory!");
puts("parent: waiting");
wait (NULL);
break;
}
munmap (data, 128);
}

“Dong thdi, lai niia, lai nia?!” Ban c6 thé nhén thiy rang thuc su khong c6 su dong bd hoa nao gitia
cha va con. Téi chi lach qua béng cach dé con ngu d€ ta c6 thé kha chic chin ring cha da ghi dii liéu

Zhttps://beej.us/guide/bgipc/source/examples/mmap_anon.c
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xong. Diéu do thuc su khong du tdt theo bat ky nghia thuc té nao, vi viy ban c6 thé phai lam thém véi
semaphore hoic thi gi d6 tudng tu dé€ c6 su phdi hop ban can dé khong ¢6 moi thd nd tung.

Va thuc ra, néu ban c6 quyén truy cip pthreads , chi cin dung né trong tridng hdp nay. Moi thi khac
chi 1a tai phat minh cai banh xe do.

12.6 Nhan Xét Vé Anh Xa Bo Nhé

T6i sé thi€u s6t néu khong chi ra mot vai khia canh thi vi cta viéc st dung file duge anh xa trén Linux.
Dau tién, bd nhé ma hé diéu hanh phan bé dé stt dung lam bd nhé dém cho dit liéu file dugc 4nh xa la
cung b nhd dudc stt dung dé thuc hién cac thao tac dém file khi céc tién trinh khac thuc hién cic thao
tic read() va write() ! Trong khi cic read() va write() dudc ddm bao 14 atomic bi POSIX dén
mot kich thude nhat dinh, diéu do sé bi pha v3 khi mot s6 tién trinh bd qua hoan toan cac ham POSIX!

Thi hai, vi ta dang bo qua cac ham POSIX d6, ta c6 thé doc va ghi ndi dung buffer ma khong cin quan
tam dén viéc khoa ban ghi c6 thé dugc ap dung cho file descriptor (nhu da thao luin trong mot phan
trude). Thong thudng, diéu nay khong phai la van dé I6n—ai sé dung file dudc 4nh xa bd nhé trong mot
ting dung trong khi dung khoa ban ghi trong {ing dung khéc, khi ca hai déu truy cép cung file? Néu file
dudc ghi lai yéu ciu khoa ban ghi, thi tat ca cac (ing dung nén dung né. Diéu d6 ndi, khdéng c6 gi ngan
mot ting dung st dung khoa doc va ghi ta da thao ludn trudc d6 ngay trudc khi cap nhat bé nhé thudc
vé file dudc anh xa.

Th ba, vi ta dang bd qua cac ham POSIX d6 (téi nghe c6 vé nhu dia hat bi rach khong?), hé thong khong
c6 kha nang cung cép cac chién luge readahead hodc writebehind c¢6 y nghia. Tinh dén thsi diém viét
bai nay, cic phién ban kernel Linux 4.x trg 1én ¢ trién khai mot thuat toan phat hién khi hai page fault
lién nhau xay ra trong mot file dudc 4nh xa bo nhé, va né thuc hién mot lugng readahead t6i thiéu (chi
hai trang, so v6i readahead c6 thé ciu hinh & 16p hé théng file, c6 thé 1én dén 256KB). Hoan toan khong
c6 writebehind, vi khong c6 cach thuc t€ ndo d€ phat hién khi cac trang lién ké duge ghi dudi cic ciu
hinh phéan ciing hién tai.

Cuéi cuing, véi tit ca nhiing diéu trén, van c6 nhiing ly do rit hap din dé st dung file duidc 4nh xa bod
nhé. Ly do chinh la céc file nhu vay, theo dinh nghia, la “b0 nhd luu trit 1au dai”, c6 nghia 1a cc tng
dung khong phai tao cic ham load() / save() dai dong cho dii liéu cta ching néu chung st dung file
dugdc anh xa bd nhé. Tuy nhién, bat ky dii liéu nhi phin nao sé dugc ghi theo cach phu thudc nén tang
(nhu thi tu byte) vi vy cac file 6 c6 thé khong kha chuyén.

12.7 Toém Tat

File dudc 4nh xa bd nhé c6 thé rit hitu ich, dic biét trén cic hé théng khong hd trg cac viing nhé dung
chung. Thuc ra, ca hai rit giong nhau trong hau hét cac khia canh. (File dugc anh xa b nhd ciing dugc
commit vao dia, vi vy day tham chi c6 thé 1a mot 16i thé, phai khong?) Vi khoa file hoic semaphore,
dii liéu trong mét file dudc 4nh xa bd nhé c6 thé dé dang dudce chia sé giiia nhiéu tién trinh.



Chapter 13

Unix Socket

Ban con nhg FIFO khong? Ban con nhd cach ching chi c6 thé gtii dii liéu theo mot chiéu, gidng nhu
Pipe khong? Sé tuyét khong néu ban c6 thé gtii dii liéu theo ca hai chiéu nhu véi socket?

Vang, diing lo niia, vi day 14 cau tra 15i: Unix Domain Socket! Trong trudng hgp ban van dang tu hoi
socket 1a gi, vang, d6 1a mot dudng dng giao tiép hai chiéu, c6 thé dugc dung dé€ giao tiép qua nhiéu
domain khic nhau. Mot trong nhiing domain phé bién nhit ma socket giao ti€p 1a Internet, nhung ta
sé khong ban dén diéu d6 & day. Tuy nhién, ta sé nodi vé socket trong domain Unix; tiic 13, cac socket ¢
thé dugc dung giiia cic tién trinh trén cing mot hé théng Unix.

Unix socket dung nhiéu 1énh goi ham giong nhu Internet socket, va tdi sé khong mé ta chi tiét tat ca
cac lénh goi t6i dung trong tai liéu nay. Néu mo ta vé mot 1énh goi cu thé qua mo hod (hoic néu ban chi
mudn tim hiéu thém vé Internet socket du sao), toi tuy tién dé xuit Huéng Dan Lap Trinh Mang ctia
Beej st dung Internet Socket!. Toi biét tac gia do6 rat rd.

13.1 Tong Quan

Nhu t6i dd ndi trude d6, Unix socket giéng nhu FIFO hai chiéu. Tuy nhién, tit ca giao tiép dit liéu sé

dién ra qua giao dién socket, thay vi qua giao dién file. Mic dit Unix socket 12 mot file dic biét trong hé

thong file (giong nhu FIFO), ban sé khong dung open() va read() —ban sé dung socket() , bind() ,
recv() , v.v.

Khi 14p trinh véi socket, ban thudng tao cac chudng trinh server va client. Server sé ngoi ling nghe

cac két noi dén tu client va xt 1y ching. Diéu nay rat giong véi tinh hudng ton tai véi Internet socket,

nhung c6 mét sd khac biét tinh té.

Vi du, khi md ta Unix socket nao ban muén dung (tdc 1a dudng dan dén file dic biét 1a socket), ban dung
struct sockaddr_un , cé cic trudng sau:

struct sockaddr un {
unsigned short sun family; /* AF _UNIX */
char sun path[108];

DAy la ciu truc ban sé truyén vao ham bind() , ham lién két mot socket descriptor (mot file descriptor)
v6i mot file nhét dinh (tén cta file d6 ndm trong trudng sun_path ).

13.2 Cac Buéc Dé La Server

Khong di vao qué nhiéu chi tiét, toi sé phac thao cac budc mét chuong trinh server thudng phai thuc
hién. Trong khi d9, toi sé c6 trién khai mot “echo server” chi don gian la echo lai moi thi né nhan dugc
trén socket.

Thttps://beej.us/guide/bgnet
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Day la cac budc cua server:

1. Goi socket() : Mot Iénh goi socket() véi cac doi s6 ding sé tao Unix socket:

unsigned int s, s2;
struct sockaddr un remote, local = {

.sun_family = AF UNIX,

// .sun_path = SOCK PATH, // Can't do assignment to an array
}

int len;

s = socket( AF UNIX , SOCK STREAM, 0);

Da&i s6 thi hai, SOCK STREAM , cho socket() biét tao mot stream socket. Vang, datagram socket

( SOCK_DGRAM ) dudc hd trg trong domain Unix, nhung téi chi d& cAp dén stream socket & day.

Nhiing ai to mo, hiy xem Huéng Dan Lap Trinh Mang clia Beej? dé c6 mo ta t6t vé unconnected
datagram socket 4p dung hoan hao cho Unix socket. Diéu duy nhat thay d6i 12 ban dang dung
struct sockaddr_un thay vi struct sockaddr in.

Thém mdt Iuu y: tit ca cac 1énh goi nay trd vé -1 khi 16i va dit bién toan cuc errno dé phan
4nh nhiing gi da xay ra. Hay dam bao kiém tra 16i.
2. Goi bind() : Ban da ldy dugdc socket descriptor ti 1énh goi socket() , bay gid ban mudn bind

né vao moét dia chi trong domain Unix. (Dia chi d6, nhu téi da ndi trude day, 1la mot file ddc biét
trén dia.)

strcpy(local.sun path, "/home/beej/mysocket");
unlink(local.sun path);
len = strlen(local.sun path) + sizeof(local.sun family);

bind(s, (struct sockaddr *)&local, len);

>

Lénh nay lién két socket descriptor “ s ” v6i dia chi Unix socket “ /home/beej/mysocket ”. Luuy

rdng ta da goi unlink() trudc bind() déxba socket néund da ton tai. Ban sé nhan 16i EINVAL
néu file d6 da c6 6 do.

3. Goi listen() : Lénh nay hudéng din socket ling nghe cac két néi dén tit cic chuong trinh client:

listen(s, 5);

Déi s6 thit hai, 5,14 s8 két ndi dén c6 thé dudc xép hang dgi trude khi ban goi accept() bén
dudi. Néu cé nhitu két néi dang chd dude chap nhan nhu vay, cc client thém sé tao ra 16i
ECONNREFUSED .

4. Goi accept() : Lénh nay sé chip nhin mot két noi tu client. Ham nay tra vé mot socket descriptor
khac! Descriptor cil van dang ling nghe cac két ndi méi, nhung cai méi nay dudc két néi vdi client:

len = sizeof(remote);
s2 = accept(s, &remote, &len);

Khi accept() tra vé, bién remote sé dugc dién véi struct sockaddr_un phia bén kia, va len
sé& dugc dit thanh d6 dai ctia né. Descriptor s2 dudc két ndi véi client, va sdn sang cho send()
va recv() , nhu dudc md ta trong Huéng Dan Lap Trinh Mang?®.

2https://beej.us/guide/bgnet
Shttps://beej.us/guide/bgnet
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5. Xii ly két ndi va quay lai accept() : Thudng ban sé mudn giao tiép vdi client § day (ta chi echo

lai moi thit né gii cho ta), dong két ndi, r6i accept() modt cai mdi.

while (len = recv(s2, &buf, 100, 0), len > 0)
send(s2, &buf, len, 0);

/* loop back to accept() from here */

6. Dong két néi: Ban c6 thé dong két ndi bang cach goi close() , hodc bang cach goi shutdown *.

Sau tét ca nhiing diéu dé, day 12 mot s code cho echo server, echos.c . Tt ca nhiing gi n6 1am 1a chs

két noi trén mot Unix socket (6 tén, trong trudng hdp nay, la “echo_socket”).

#include <stdio.h>
#include <stdlib.h>
#include <errno.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <sys/un.h>
#include <unistd.h>

#define SOCK_PATH "echo_socket"

int main(void)
{
int s, s2, len;
struct sockaddr un remote, local = {
.sun_family = AF_UNIX,
// .sun_path = SOCK PATH, // Can't do assignment to an array

T

char str[100];

if ((s = socket(AF_UNIX, SOCK STREAM, 0)) == -1) {
perror("socket");
exit(1l);

}

strcpy(local.sun _path, SOCK PATH);
unlink(local.sun path);
len = strlen(local.sun path) + sizeof(local.sun family);

if (bind(s, (struct sockaddr *)&local, len) == -1) {
perror("bind");
exit(1l);
)
if (listen(s, 5) == -1) {
perror("listen");
exit(1l);
h
for(;;) {

int done, n;
printf("Waiting for a connection...\n");
socklen t slen = sizeof(remote);

*https://man.archlinux.org/man/shutdown.2
Shttps://beej.us/guide/bgipc/source/examples/echos.c
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(struct sockaddr *)&remote, &slen)) == -1) {
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if ((s2 = accept(s,
perror("accept");
exit(1);
}
printf("Connected.\n");
done 0;
do {
n = recv(s2, str, sizeof(str), 0);
if (n <= 0) {
if (n < 0) perror("recv");
done = 1;
}
if (!done)
if (send(s2, str, n, 0) < 0) {
perror("send");
done = 1;
}
} while ('done);
close(s2);
}
return 0;
}

Chapter 13. Unix Socket

Nhu ban c6 thé thay, tit ca cic budc da dé cap & trén déu c6 trong chuong trinh nay: goi socket() , goi

bind() , goi listen() ,goi accept() , va thuc hién mét sd send() va recv() trén mang.

13.3 Cac Budc Dé La Client

Can c6 mdt chuong trinh dé néi chuyén véi server & trén, phai khong? Ngoai trii vdéi client, né dé hon
nhiéu vi ban khéng phai lam nhiing thi listen() va accept() phién phiic. Day la cic budc:

1. Goi socket() dél4dy mot Unix domain socket dé€ giao tiép qua.

2. Thiét 1ap modt struct sockaddr un véi dia chi ti xa (ndi server dang ling nghe) va goi

connect() vdind nhu mot doi so.

3. Gia sti khong c6 16i, ban da két néi véi phia bén kia! Dung send() va recv() tuy thich!

Thé nao vé code dé ndi chuyén véi echo server § trén? Khong vin dé gi, ban bé di, day la echoc.c °:

6

#include <stdio.h>
#include <stdlib.h>
#include <errno.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <sys/un.h>
#include <unistd.h>

#define SOCK _PATH "echo_socket"

Shttps://beej.us/guide/bgipc/source/examples/echoc.c
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int main(void)
{
int s, len;
struct sockaddr un remote = {
.sun_family = AF UNIX,
// .sun_path = SOCK PATH, // Can't do assignment to an array
i
char str[100];
if ((s = socket(AF _UNIX, SOCK STREAM, 0)) == -1) {
perror("socket");
exit(1l);
}
printf("Trying to connect...\n");
strcpy(remote.sun path, SOCK PATH);
len = strlen(remote.sun path) + sizeof(remote.sun family);
if (connect(s, (struct sockaddr *)&remote, len) == -1) {
perror("connect");
exit(1l);
}
printf("Connected.\n");
/* size in fgets() includes the null byte */
while(printf("> "), fgets(str, sizeof(str), stdin), !feof(stdin)) {
if (send(s, str, strlen(str)+1l, 0) == -1) {
perror("send");
exit(1);
}
if ((len=recv(s, str, sizeof(str)-1, 0)) > 0) {
str[len] = '\0';
printf("echo> %s", str);
} else {
if (len < 0) perror("recv");
else printf("Server closed connection\n");
exit(1l);
}
)
close(s);
return 0;
}

Trong code client, tit nhién ban sé& nhéin thiy chi c6 mot vai syscall dugc dung dé thiét 1ap moi thi:
socket() va connect() . Vi client s& khong accept() bat ky két néi dén nao, khéng can phai

listen() . Tat nhién, client vAn diing send() va recv() dé truyén dii liéu. D6 1a tom tét.

13.4 socketpair() —Pipe Full-Duplex Nhanh

Néu ban muén mot pipe() , nhung mudn dung mot pipe duy nhit dé€ gti va nhan di liéu ti cd hai
phia? Vi pipe 1a mét chiéu (v6i ngoai 1é trong SYSV), ban khong thé lam dugce! Tuy nhién c6 mot giai
phap: dung Unix domain socket, vi chung c6 thé xu ly dit liéu hai chiéu.
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That phién phtic! Thiét lap tit ca code d6 v8i listen() va connect() va nhiing thi nhu vay chi dé
truyén dii liéu theo ca hai chiéu! Nhung doan xem khéng! Ban khong cén phai lam vay!

Dung vay, c6 mot syscall tuyét voi dude goi la socketpair() , du tot bung dé tra vé cho ban mot cdp
socket dé dugc két noi sGn! Khong can thém cong viéc ndo tli phia ban; ban cé thé ngay lap tiic dung cac
socket descriptor nay dé giao tiép lién tién trinh.

Vi du, hay thiét 1ap hai tién trinh. Cai dau tién gti mdt char dén cai thd hai, va cai thit hai chuyén ky
tu thanh chii hoa va tra vé. Day 1a mét s6 code don gian dé lam chinh xac digu dé, dudc goila spair.c’
(khong c6 kiém tra 16i dé ré rang hon):

#include <stdio.h>
#include <stdlib.h>
#include <ctype.h>
#include <errno.h>
#include <unistd.h>
#include <sys/types.h>
#include <sys/socket.h>

int main(void)

{
int sv[2]; /* the pair of socket descriptors */
char buf; /* for data exchange between processes */

if (socketpair(AF _UNIX, SOCK STREAM, 0, sv) == -1) {
perror("socketpair");
exit(1l);

if (!fork()) { /* child */
read(sv[1l], &buf, 1);
printf("child: read 'sc'\n", buf);
buf = toupper(buf); /* make it uppercase */
write(sv[1l], &buf, 1);
printf("child: sent '%c'\n", buf);

} else { /* parent */
write(sv[0], "b", 1);
printf("parent: sent 'b'\n");
read(sv[0], &buf, 1);
printf("parent: read '%c'\n", buf);
wait(NULL); /* wait for child to die */

return 0;

Dung 1a day 1a mot cach t6n kém dé€ chuyén ky tu sang chii hoa, nhung diéu thuc su quan trong 13 ban
c6 giao tiép don gian dang dién ra & day.

Mot diéu nifa cin luu y la socketpair() nhan ci domain ( AF_UNIX ) va kiéu socket ( SOCK_STREAM ).
Nhiing thit nay c6 thé 1a bat ky gia tri hgp 1é nao, tiy thudc vao cac thu tuc trong kernel ma ban muén
xU ly code ctia minh, va liéu ban muén stream hay datagram socket. Téi chon socket AF_UNIX vi day
la tai liéu Unix socket va ching nhanh hon socket AF_INET mdt chut, theo t6i nghe.

Cudi cung, ban c6 thé to mo tai sao to6i dung write() va read() thayvi send() va recv() . Vang,
tom lai, toi dang [udi biéng. Ban thay, bang cach dung céc syscall nay, t6i khong phai nhap d6isé flags

"https://beej.us/guide/bgipc/source/examples/spair.c
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ma send() va recv() dung, va tdiludn dat né thanh khong du sao. T4t nhién, socket descriptor chi
1a file descriptor nhu bat ky cai nao khéac, vi vy chiing phan hoi tét v6i nhiéu syscall thao tac file.
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Tai Nguyén IPC Bo Sung

14.1 Sach
Duéi day 1a mot s6 cudn sach md td mot sé quy trinh toi da thao luén trong huéng dan nay, cling nhu
céc chi tiét Unix cu thé:

Bach, Maurice J. The Design of the UNIX Operating System. Published by Prentice-Hall, 1986. ISBN
0132017997".

W. Richard Stevens. Unix Network Programming, volumes 1-2. Published by Prentice Hall. ISBNs for
volumes 1-2: 0131411551%, 0130810819°.

W. Richard Stevens. Advanced Programming in the UNIX Environment. Published by Addison Wesley.
ISBN 0201433079%.

14.2 Tai Liéu Truc Tuyén Khac

Trang chu UNIX Network Programming Volume 2°—bao gdém ma ngudn tit cudn sich xuit sic clia
Stevens.

Huéng Dan Lap Trinh Vién Linux®—phan chuyén sau vé IPC.

UNIX System Calls and Subroutines using C’—chita mét s thong tin IPC khiém tdn.

Nhan Linux®—cach nhéin Linux trién khai IPC.

14.3 Trang Man Linux

Day 1a cac trang huéng dan Linux. Néu ban chay mét phién ban Unix khac, hiy xem c4c trang man clia
riéng ban, vi nhiing trang nay c6 thé khong hoat dong trén hé thdng cta ban.

« accept() ’,
« bind() 19,

« connect() !,

Thttps://beej.us/guide/url/unixdesign
Zhttps://beej.us/guide/url/unixnet1
Shttps://beej.us/guide/url/unixnet2
*https://beej.us/guide/url/advunix
Shttp://www.kohala.com/start/unpv22e/unpv22e.html
®http://tldp.org/LDP/lpg/node7.html
"https://users.cs.cf.ac.uk/Dave.Marshall/C/
8https://tldp.org/LDP/tlk/ipc/ipc.html
“https://man.archlinux.org/man/accept.2
Ohttps://man.archlinux.org/man/bind.2
Uhttps://man.archlinux.org/man/connect.2
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« dup() %,

. exec() 3,
o exit() ',
o fentl() b,
« fileno() ',

. fork() Y,
. ftok() ',
. getpagesize() *°,

« ipcrm 2,

« ipcs 2,

o kill 2,

o kill() %,
« listen() *,

« lockf() ,

+ lseek() % (for the 1 whence fieldin struct flock),
« mknod %7,

« mknod() %,

« mmap() ¥,

« msgctl() %,
+ msgget() *,
« msgsnd() 32,
« munmap() ¥,
« open() *,
« pipe() %,
. ps %,

. raise() ¥,
« read() %,

« recv() ¥,

. semctl() 40,

2https://man.archlinux.org/man/dup.2
3https://man.archlinux.org/man/exec.2
Yhttps://man.archlinux.org/man/exit.2
Bhttps://man.archlinux.org/man/fentl.2
16https://man.archlinux.org/man/fileno.3
https://man.archlinux.org/man/fork.2
Bhttps://man.archlinux.org/man/ftok.3
Phttps://man.archlinux.org/man/getpagesize.2
https://man.archlinux.org/man/ipcrm.8
Zhttps://man.archlinux.org/man/ipcs.8
Zhttps://man.archlinux.org/man/kill.1
Bhttps://man.archlinux.org/man/kill.2
Zhttps://man.archlinux.org/man/listen.2
Bhttps://man.archlinux.org/man/lockf.2
Zhttps://man.archlinux.org/man/Iseek.2
Thttps://man.archlinux.org/man/mknod.1
Bhttps://man.archlinux.org/man/mknod.2
“https://man.archlinux.org/man/mmap.2
30https://man.archlinux.org/man/msgctl.2
31https://man.archlinux.org/man/msgget.2
32https://man.archlinux.org/man/msgsnd.2
$https://man.archlinux.org/man/munmap.2
34https://man.archlinux.org/man/open.2
$https://man.archlinux.org/man/pipe.2
3https://man.archlinux.org/man/ps.1
37https://man.archlinux.org/man/raise.3
$Bhttps://man.archlinux.org/man/read.2

3 https://man.archlinux.org/man/recv.2
“Ohttps://man.archlinux.org/man/semctl.2


https://man.archlinux.org/man/dup.2
https://man.archlinux.org/man/exec.2
https://man.archlinux.org/man/exit.2
https://man.archlinux.org/man/fcntl.2
https://man.archlinux.org/man/fileno.3
https://man.archlinux.org/man/fork.2
https://man.archlinux.org/man/ftok.3
https://man.archlinux.org/man/getpagesize.2
https://man.archlinux.org/man/ipcrm.8
https://man.archlinux.org/man/ipcs.8
https://man.archlinux.org/man/kill.1
https://man.archlinux.org/man/kill.2
https://man.archlinux.org/man/listen.2
https://man.archlinux.org/man/lockf.2
https://man.archlinux.org/man/lseek.2
https://man.archlinux.org/man/mknod.1
https://man.archlinux.org/man/mknod.2
https://man.archlinux.org/man/mmap.2
https://man.archlinux.org/man/msgctl.2
https://man.archlinux.org/man/msgget.2
https://man.archlinux.org/man/msgsnd.2
https://man.archlinux.org/man/munmap.2
https://man.archlinux.org/man/open.2
https://man.archlinux.org/man/pipe.2
https://man.archlinux.org/man/ps.1
https://man.archlinux.org/man/raise.3
https://man.archlinux.org/man/read.2
https://man.archlinux.org/man/recv.2
https://man.archlinux.org/man/semctl.2

14.3. Trang Man Linux

« semget() %,
. semop() *,
« send() 8,

« shmat() *,
« shmctl() 4,
« shmdt() *,
+ shmget() ¥,
« sigaction() %,

e signal() 49,

. signals®,

+ sigpending() *!,
+ sigprocmask() 2,
. sigsetops™,

. sigsuspend() >,
+ socket() %,

« socketpair() °°,
« stat() *,

« wait() %%,
e walitpid() >

« write() .

“Thttps://man.archlinux.org/man/semget.2
42https://man.archlinux.org/man/semop.2
“https://man.archlinux.org/man/send.2
“https://man.archlinux.org/man/shmat.2
“https://man.archlinux.org/man/shmctl.2
4https://man.archlinux.org/man/shmdt.2
4Thttps://man.archlinux.org/man/shmget.2
#Bhttps://man.archlinux.org/man/sigaction.2
“https://man.archlinux.org/man/signal.2
Ohttps://man.archlinux.org/man/signal.7
Shttps://man.archlinux.org/man/sigpending.2
2https://man.archlinux.org/man/sigprocmask.2
S3https://man.archlinux.org/man/sigsetopts.2
S4https://man.archlinux.org/man/sigsuspend.2
SShttps://man.archlinux.org/man/socket.2
S¢https://man.archlinux.org/man/socketpair.2
SThttps://man.archlinux.org/man/stat.2
S8https://man.archlinux.org/man/wait.2
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