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Chapter 1

Nay! Lap trinh socket dang hanh ban? Doc trang man ma cha hiéu ra lam sao? Ban mudn lam miy
thi ngiu trén mang nhung khong c6 thdi gian 10i qua déng struct dé biét c6 can goi bind() trudc
connect() khong, v.v.

Ma doan xem! Tdi d4 16i qua cai dong do roi, va dang ngita ngdy mudn ké cho moi ngudi nghe! Ban da dén
dtng chd rdi. Tai liéu ndy sé gidp lap trinh vién C tAm trung c6 du vii khi dé ndm dudc cdi mé lap trinh
mang nay.

O va con nita: t6i da theo kip tuong lai roi (vita kip ltc thoi!) va da cap nhat thém IPvé cho tai liéu! Poc
thoi!

1.1 Daoi tugng doc

Tai liéu nay dudc viét theo dang hudng dan, khong phai tai liéu tham khao diy du. N6 pht hgp nhit véi
nhiing ai méi bat diu véi 1ap trinh socket va dang cin chd bAm dé leo. N6 chic chan khong phai 14 tai liéu
toan dién va day du vé lap trinh socket, theo bat ky nghia nao.

Nhung hy vong né viia dt d€ ban bat dau doc hiéu dugc trang man ... :-)

1.2 Nén tang va trinh bién dich

Code trong tai liéu nay dudc bién dich trén may Linux véi trinh bién dich gcc ctia GNU. Tuy nhién né
cling bién dich dudc trén hau hét cic nén tang dung gcc . Tt nhién diéu nay khong ap dung néu ban lap
trinh trén Windows, xem phan vé Windows bén dudi.

1.3 Trang chu chinh thic va sach in
Tai liéu goc duge dat tai:
» https://beej.us/guide/bgnet/
O d6 ban ciing tim thiy code vi du va cic ban dich sang nhiéu ngén ngii.
Dé mua ban in déng bia dep (c6 ngudi goi la “sach”), ghé vao:
o https://beej.us/guide/url/bgbuy

Tbi sé rat cam on néu ban mua, vi né giap toi duy tri 16i séng viét tai liéu!


https://beej.us/guide/bgnet/
https://beej.us/guide/url/bgbuy
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1.4 Ghi chu cho ngudi dung Solaris/SunOS/illumos

Khi bién dich trén Solaris hay SunOS, ban can thém mot s6 c§ dong lénh dé lién két dung thu vién. Chi
can thém “ -1nsl -lsocket -lresolv ” vao cudilénh bién dich, ki€u nhu:

$ cc -0 server server.c -lnsl -lsocket -lresolv

Néu van con bdo 13, thii thém -1xnet vao cudi. Téi khong biét chinh xac cai d6 1am gi, nhung mot s6
ngudi can dén no.

Mot chd khac c6 thé gip van dé 1a khi goi setsockopt() . Prototype trén Solaris khac véi trén may Linux
cla toi, vi vay thay vi:

int yes=1;

hay dung:

char yes='1";

Vi t6i khong c6 may Sun nén chua tu kiém tra, day chi 12 nhiing gl moi ngudi noi véi téi qua email.

1.5 Ghi chu cho ngudi dung Windows

T trudc dén nay tai liéu nay c6 truyén théng ché Windows kha nhiéu, don gian la vi t6i khong thich né
mdy. Nhung r6i Windows va Microsoft cling ¢6 nhiéu cai thién. Windows 10 két hgp v6i WSL (xem bén
duéi) tao nén mot hé diéu hanh kha duge. Khong c6 gi nhiéu d€ phan nan.

A, van con moét chit. Vi du, téi dang viét bai nay (nam 2025) trén chiéc laptop 2015 tling chay Windows
10. Cudi cung n6é chdm qua va tdi cai Linux 1én. Roi dung tit d6 dén gid.

Con nay lai ¢6 Windows 11 doi hoi phan cling manh hon Windows 10. T6i khoéng ua diéu d6 chut nao.
Heé diéu hanh phai cang nhe cang t6t, khong nén budc ban boé thém tién. CPU manh hon la d€ chay tng
dung, khong phai dé chay hé diéu hanh! Va thém vao dé, Microsoft biét ban mudn gi, va cai ban mudn la...
quang cdo! Dung khoéng? Ngay trong hé diéu hanh! Ban dang nhé n6 lam phai khong? Windows 11 da
6 sin cho ban rbi do.

Vi vay t6i van khuyén khich ban thii Linux?, BSD?, illumos® hay bat ky hé Unix nio dé thay vi Windows.
U ma cai buc dién thuyét nay chui vao day lic nao vay?

Thoi, ai thich gi dung ndy. Ban dung Windows cfing dudc, phan 16n ndi dung trong tai liéu nay van ap
dung, chi can stfa vai chd nho.

biéu dau tién ban nén can nhic la Windows Subsystem for Linux*. Day cd ban la cach cai mot thid gi d6
kiéu may 4o Linux trén Windows 10. V§i nd, ban bién dich va chay céc chudng trinh trong tai liéu nay
nguyén ven khong can stia gi.

Mot lua chon khéc 14 cai Cygwin®, bd cdng cu Unix cho Windows. Nghe dén réng cic chuong trinh nay
bién dich dudc nguyén ven véi Cygwin, nhung t6i chua tu thii bao gid.

Con néu ban mudn lam theo dung ki€u Windows thuin tuy, that can dam diy! Va diy 1a viéc ban phai lam:
chay ra ngoai mua ngay moét may Unix! Khong khong, dua thoéi. Toi phai than thién hon véi Windows
ngay nay ma...

Thttps://www.linux.com/

Zhttps://bsd.org/

Shttps://www.illumos.org/
“https://learn.microsoft.com/en-us/windows/wsl/
Shttps://cygwin.com/


https://www.linux.com/
https://bsd.org/
https://www.illumos.org/
https://learn.microsoft.com/en-us/windows/wsl/
https://cygwin.com/
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Théi dudc réi. Vao viéc thoi.
Day la nhiing gi ban can lam: dau tién, b6 qua gin hét cac file header hé thong toi dé cap trong tai liéu.
Thay vao do, include:

#include <winsock2.h>
#include <ws2tcpip.h>

winsock2 la phién ban “mdi” (khoang nadm 1994) cta thu vién socket trén Windows.

Dang tiéc la néu ban include windows.h , n6 tu dong kéo theo header winsock.h ci hon (phién ban 1),
xung dot véi winsock2.h ! Vui that.

Vi vay néu phai include windows.h , ban cin dinh nghia mdt macro dé né khéong kéo theo header ci:

#define WIN32 LEAN AND MEAN // Say this...

#include <windows.h> // And now we can include that.
#include <winsock2.h> // And this.

Khoan da! Ban con phai goi WSAStartup() trudc khi lam bat ci diéu gi véi thu vién socket. Ban truyén
vao phién ban Winsock muén dung (vi du phién ban 2.2), rdi kiém tra két qua dé chic chin phién ban do
c6 san.

Code trong kiéu nay:

#include <winsock2.h>

WSADATA wsaData;

if (WSAStartup(MAKEWORD(2, 2), &wsaData) != 0) {
fprintf(stderr, "WSAStartup failed.\n");
exit(1l);

if (LOBYTE(wsaData.wVersion) != 2 ||
HIBYTE (wsaData.wVersion) != 2)

{
fprintf(stderr,"Version 2.2 of Winsock not available.\n");
WSACleanup();
exit(2);

}

Déy 1énh goi WSACleanup() & d6. Do 1a ham ban can goi khi dung xong thu vién Winsock.

Ban ciing can bao cho trinh bién dich lién két véi thu vién Winsock, tén 1a ws2_32.1ib cho Winsock 2.

Trong VC++, vao menu Project , chon Settings...,bdm tab Link, tim 6 “Object/library modules” va
thém “ws2_32.1ib” vao danh sach.

It nhat to6i nghe vay.

Sau khi xong xudi, hau hét cac vi du trong tai liéu nay déu dung dudc, véi vai ngoai 1é. Thii nhit, ban
khong thé dung close() dé€ dong socket ma phai ding closesocket() . Ngoai ra, select() chi hoat
dong véi socket descriptor, khong hoat déng vdi file descriptor thong thudng (nhu 0 cho stdin).
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Ngoai ra con c6 16p socket CSocket . Xem tai liéu trinh bién dich ctia ban d€ biét thém.
Mudn biét thém vé Winsock, xem trang chinh thiic ctia Microsoft.

Cudi cung, toi nghe néi Windows khong c6 system call fork() , ma mot s6 vi du cta tdi c6 dung. Co thé
ban can lién két v4i thu vién POSIX nao d6, hodc dung CreateProcess() thay thé. fork() khong nhin
tham s6 nao, con CreateProcess() nhén khoang 48 ty tham s8. Néu khong mudn d6i méat véi diéu do,

CreateThread() dé nuét hon mot chut, tiéc thay thao luan vé da ludng thi ndm ngoai pham vi tai liéu
nay roi. Téi chi viét duge dén day théi!

Va con mot diéu “cudi ciing” niia, Steven Mitchell d4 chuyén mot s6 vi du® sang Winsock. Cé thé xem
thém ¢ do.

1.6 Chinh sach email

Téi thudng sin sang tra 15i cau héi qua email, ct viét thdi, nhung t6i khéng dam bao s& hdi am. Cudc song
khé ban va déi khi to6i that su khong c6 thdi gian tra 16i. Khi d6 toi thudng x6a email di. Khéng co6 gi ca
nhén c4, chi 1a khong c6 thdi gian cho ciu tra 13i chi tiét ma ban cén thoi.

Thong thudng, cau hoi cang phic tap thi kha néng t6i tra 16i cang thip. Néu ban thu hep van dé trudc khi
gtii, kém theo day da thong tin lién quan (nén tang, trinh bién dich, théng bao 16, va bat cii thi gi ban
nghi c6 thé giup tdi debug), ban sé& c6 nhiéu kha ning nhan dugc hdi Am hon. DE biét thém, doc tai liéu
ctia ESR: How To Ask Questions The Smart Way”.

Néu khéng nhan dudc hdi 4m, hay tiép tuc may mo, ¢6 tu tim ciu tra 18i, rdi néu van bé tic thi viét lai cho
toi kém theo nhiing gi ban da tim dugc. Biét dau thong tin d6 du dé toi giap dudc.

Du t6i ¢6 nai ni ban viét thé nay hay thé kia, t6i chi mudn néi rdng tdi thiic sy tran trong moi 18i khen nggi
ma tai liéu ndy nhan dudc qua bao nhiéu ndm. D6 1a ngudn dong luc thuc su, va nghe rdng n6 duge dung
vao viéc tot thi that vui! :-) Cam on moi ngudi!

1.7 Nhan ban tai liéu
Ban hoan toan dugc phép nhan ban trang nay, du cdng khai hay riéng tu. Néu ban nhéan ban cong khai va

mudn toi dit lién két tu trang chu, gii cho tdi mot dong tai beej@beej.us .

1.8 Ghi chu cho ngudi dich

Néu ban muoén dich tai liéu sang ngon ngii khac, lién hé t6i tai beej@beej.us va toi sé dit lién két dén
ban dich cta ban tu trang cht. Ban dudc phép thém tén va thong tin lién lac cia minh vao ban dich.

Tai liéu ngudn dung encoding UTF-8.

Xin luu y cac diéu khoan gidy phép trong phan Ban quyén, phan phoi va phap 1y bén dudi.

Néu ban muén t6i luu trii ban dich, ct hoi. T6i ciing sé dat lién két néu ban tu luu trii. Cach nao cing
dugec.

1.9 Ban quyén, phan phdi va phap ly

Beej’s Guide to Network Programming is Copyright © 2019 Brian “Beej Jorgensen” Hall.

Chttps://www.tallyhawk.net/WinsockExamples/
"http://www.catb.org/~esr/faqs/smart-questions.html


https://learn.microsoft.com/en-us/cpp/mfc/reference/csocket-class?view=msvc-170
https://learn.microsoft.com/en-us/windows/win32/winsock/windows-sockets-start-page-2
https://www.tallyhawk.net/WinsockExamples/
http://www.catb.org/~esr/faqs/smart-questions.html
mailto:beej@beej.us
mailto:beej@beej.us
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Ngoai trii cac trudng hgp dic biét danh cho ma ngudn va ban dich dugc dé cap bén dudi, tac phdm nay dudc
cip phép theo Creative Commons Attribution-Noncommercial-No Derivative Works 3.0 License. Xem ban
sao gidy phép tai

https://creativecommons.org/licenses/by-nc-nd/3.0/
hodc gtii thu dén Creative Commons, 171 Second Street, Suite 300, San Francisco, California, 94105, USA.

Mot ngoai 1& cu thé cho phan “No Derivative Works” la: tai liéu nay dugc phép dich tu do sang bat ky ngon
ngii ndo, v4i diéu kién ban dich phai chinh x4c va tai liéu dudc in lai toan bd. Ban dich phai tuan theo cing
diéu khoan gidy phép vdi tai liéu géc. Ban dich ciing dugc phép ghi tén va thong tin lién lac cta ngudi
dich.

Ma ngudn C trong tai liéu nay dudc dua vao public domain va hoan toan tu do st dung.
Céc nha gido duc dugc khuyén khich gidi thiéu hodc cung cip ban sao tai liéu nay cho hoc sinh ctia minh.

Tri khi ¢6 thoa thuén bang vin ban khéc gitia cic bén, tac gia cung cip tic phdm “nguyén trang” va khong
dua ra bat ky ddm bao nao, du ré rang hay ngu v, theo luat dinh hay cach khac, bao gdm nhung khong giéi
han & cac ddm bao vé quyén sé hitu, kha ning thuong mai, phtt hgp cho muc dich cu thé, khong vi pham
quyén, hay su ving mit ctia cAc 1i tiém 4n, tinh chinh x4c, hay su hién dién hodc ving mit cta 16i.

Trui khi luat 4p dung yéu ciu, trong moi trudng hdp tac gia sé khong chiu trach nhiém phap ly véi ban vé
bt ky thiét hai dic biét, nghu nhién, hé qua, triing phat hay mang tinh vi du nao phat sinh tii viéc st dung
tac phdm, ké ca khi tac gia da dugc thong béo vé kha ning xay ra thiét hai do.

Lién hé beej@beej.us dé biét thém thong tin.


https://creativecommons.org/licenses/by-nc-nd/3.0/
mailto:beej@beej.us

Chapter 2

Socket la gi?

Ban ci nghe néi vé “socket” sudt, va chic dang thic méic chinh xéc thi no 1a cai gi. Thi né la thé nay: mot

cach dé noi chuyén véi cac chudng trinh khac qua file descriptor chuin cta Unix.

Cai gi?

Dugdc roi, chic ban tiing nghe mot hacker Unix nao d6 tuyén bd, “Trdi a, moi thii trong Unix déu la file!”.

Y ho néi 1a khi cc chuong trinh Unix lam I/O, ching doc ho#c ghi qua mot file descriptor. File descriptor

don gian 1a mot s6 nguyén gan v6i mot file dang md. Nhung (diém mau chdt day), “file” d6 co6 thé 1a mot

két ndi mang, mot FIFO, mot pipe, mot terminal, mot file that nim trén dia, hay gan nhu bat ky thi gi khac.

Moi thi trong Unix déu la file! Vi vay khi ban muén néi chuyén véi mot chuong trinh khac qua Internet,

ban sé lam diéu d6 qua mét file descriptor, tin di 13 viia.

“Vay kiém céi file descriptor cho giao tiép mang nay 6 dau, hé 6ng Théng Thai?” co 1€ 1a cu cudi ban

dinh héi ngay lic nay, nhung t6i van sé tra 13i: Ban goi dén system routine socket() . N6 tra vé socket

descriptor, va ban giao ti€p qua no béng cac 13i goi socket chuyén dung send() va recv() (man send,
man recv ).

“Khoan da!” c6 1€ gid ban dang la 1én. “Néu do 1a file descriptor, thi vi sao quy than di t6i khong dung luén
read() va write() binh thudng d€ giao ti€p qua socket?” Cau tra 16i ngén 1a, “Dugc chG!” Cau tra 15i

dai hon 14, “Dudc, nhung send() va recv() cho ban nhiéu quyén kiém soat hon ddi véi viéc truyén di

A

liéu.

Tiép theo 1a gi? Thé nay nhé: c6 du loai socket. C6 dia chi DARPA Internet (Internet Socket), tén dudng
din trén méy cuc bd (Unix Socket), dia chi CCITT X.25 (X.25 Socket ban cli yén tAm bo qua), va chic con
nhiéu loai khac tuy phién ban Unix ban chay. Tai liéu nay chi ban dén loai d4u tién: Internet Socket.

2.1 Hai loai internet socket

Gi c6? C6 hai loai Internet socket 4? Ding. Ma théi, khéng. Toéi noéi déi ddy. C6 nhiéu hon, chi 1a t6i
khong mudén lam ban sg. O day tdi chi néi vé hai loai thoi. Ngoai trii cAu ndy, ndi toi sé néi rang “Raw
Socket” ciing rit manh va ban nén tim hiéu thém.

Thoéi duge roi. Hai loai d6 1a gi? Mot 1a “Stream Socket”; céi kia 1a “Datagram Socket”, tui day trd di
c6 thé dugc goi 14 “ SOCK_STREAM ” va “ SOCK_DGRAM ” tudng (ing. Datagram socket d6i khi dugc goi 1a
“connectionless socket” (socket phi két néi). (Mic du chiing van c6 thé connect() néu ban that su mudn.
Xem connect() bén dudi.)

Stream socket 12 ludng giao ti€p hai chiéu, c6 két néi, va dang tin cy. Néu ban diy hai thi vao socket theo
thi tu “1, 2", chting sé& dén dau bén kia ding theo thi tu “1, 2”. Va ciing khéng c6 16i. Téi chic chin digu
d6 dén mic néu ai d6 dam cai lai, toi sé bit tai lai va ngan nga la la la la.
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Cai gi dung stream socket? Chéc ban nghe ndi dén miy Uing dung telnet hay ssh ro6ichd? Chung dung
stream socket. Moi ky tu ban go cin dén dung theo thi tu ban go, dung khéng? Ngoai ra, trinh duyét web
dung Hypertext Transfer Protocol (HTTP), giao thiic nay dung stream socket d€ 14y trang web. That viy,

néu ban telnet vao mot trang web & port 80, g6 “ GET / HTTP/1.0 ” r6i nhan RETURN hai lan, né sé quang
ca dong HTML vao mat ban!

Néu ban khong cai telnet va ciing khéng mudn cai, hodc cai telnet cua ban kén chon khi két
noi véi client, tai liéu nay kém theo mot chuong trinh giong telnet ténla telnot ° N6 du dap
{ing moi nhu cau trong tai liéu. (Luu y telnet that ra 1a mot giao thiic mang c6 dic ta chuan®, con
telnot thi khéng implement giao thitic d6 chut nao.)

“https://beej.us/guide/bgnet/source/examples/telnot.c
bhttps://tools.ietf.org/html/rfc854

Stream socket dat dugc chat lugng truyén dit liéu cao nhu vy béng cich nao? Chung ding mot giao thiic
goi 1a “Transmission Control Protocol”, hay con dudc biét dén véi tén “TCP” (xem RFC 793! dé biét thong
tin cuc ky chi tiét vé TCP). TCP dam bdo dii liéu ctia ban dén ding thi tu va khong c6 15i. C6 thé ban da
nghe “TCP” trudc day, nhu la ntia ngon lanh cua “TCP/IP”, trong dé “IP” viét tat cho “Internet Protocol”
(xem RFC 7912). IP chi1 yéu lo viéc dinh tuyén trén Internet va nhin chung khéng chiu trach nhiém vé tinh
toan ven dii liéu.

Ngon. Con Datagram socket thi sao? Vi sao ching dudc goi la connectionless? Noéi chung chuyén la sao
vay? Vi sao ching lai khong dang tin cdy? Vai su that cho ban day: néu ban gtii mot datagram, no ¢ thé
dén noi. N6 c6 thé dén khong ding thi tu. Néu né dén, dii liéu trong packet s& khong c6 15i.

Datagram socket cling dung IP dé dinh tuyén, nhung khong dung TCP; ching dung “User Datagram Pro-
tocol”, hay “UDP” (xem RFC 768%).

Vi sao chung 1a connectionless? Cd ban la vi ban khong cén duy tri mét két n6i mé nhu véi stream socket.
Ban chi cAn dong goéi mot packet, gin header IP vé8i thong tin dich vao, roi gui di. Khong cin két ndi.
Chung thudng dugce ding hodc khi TCP stack khéng c6 sin, hodc khi vai packet roi rung day d6 khong
déng nghia véi tan thé. Ung dung mAu: tftp (trivial file transfer protocol, em ho bé ti ctia FTP), dhcpcd
(md6t DHCP client), game nhiéu nguéi chdi, streaming audio, goi video, v.v.

“Khoan da! tftp va dhcpcd duge dung dé chuyén cac chuong trinh nhi phan ti may nay sang may khac!
Dii liéu khong duge phép mét néu mudn chuong trinh con chay dugdc sau khi dén ndi! Loai phép thuét den
toi gi vay?”

0, ban ngudi ctia toi, tftp va cac chuong trinh tucng tu c6 giao thiic riéng chay trén UDP. Vi du, giao thtic
tftp quy dinh riing v6i mdi packet dudc gtii di, bén nhan phai gii lai mot packet néi, “Toi nhan dudc rdi!”
(mot packet “ACK”). Néu bén gtii packet gc khong nhan duge hodi 4m trong, gia si, nim gidy, anh ta sé
gui lai packet cho dén khi cudi cing nhin dudc ACK. Thu tuc xac nhén nay rit quan trong khi implement
cac Ging dung SOCK DGRAM dang tin ciy.

Con véi cac ing dung khong can dd tin cy nhu game, audio, hay video, ban chi viéc mic ké miy packet
bi rét, hodc tim cach bu trit mot cach khéo léo. (Dan chai Quake s& nhén ra biéu hién cta hién tugng nay
v6i thuat ngti ky thuét: cdi lag troi danh. Tu “tréi danh” ¢ day dai dién cho bat ky 15i chiii thé cuc ky tuc
tiu nao.)

Vi sao lai dung mét giao thiic nén khong tin cdy? Hai ly do: toc dd va toc do. Gui di roi quén ludn thi
nhanh hdn nhiéu so véi viéc theo doi cai gl da dén noi an toan va dam bao thi tu roéi du thit chuyén. Néu
ban dang gtii tin nhén chat, TCP tuyét v3i; néu ban dang giii 40 1an cAp nhat vi tri méi gidy clia cAc ngusi
chdi trong thé gidi game, c6 1& mot hai cai bi rét cling khong sao 1dm, va UDP la lva chon tét.

Thttps://tools.ietf.org/html/rfc793
https://tools.ietf.org/html/rfc791
Shttps://tools.ietf.org/html/rfc768
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2.2 May thi thap cap va ly thuyét mang
Vi toi viia nhac dén viéc cac giao thic xép 16p 1én nhau, da dén ldc noi vé cach mang that su hoat dong, va

chi cho ban xem vai vi du vé cich SOCK _DGRAM packet dugc dung lén. Thuc té thi ban c6 thé bé qua phan
nay. Tuy nhién no la kién thic nén tat dé cé.

Ethernet |IP|UDP TFTP|Data

Figure 2.1: Data Encapsulation.

Nay cac chau, da dén luc hoc vé Data Encapsulation! Cai nay rat rit quan trong. Quan trong dén mic ban
6 thé sé dudc hoc n6 néu chon moén mang & day, trudng Chico State ;-) . Cd ban, n6é néi nhu sau: mot
packet dudc sinh ra, packet dugc boc (“encapsulated”) vao mot header (va hiém khi 13 mot footer) béi giao
thiic dau tién (vi du giao thiic TFTP), r6i toan bd (kém theo ca header TFTP bén trong) lai dudc boc tiép
bdi giao thiic ké tiép (vi du UDP), roi lai dugc boc béi cai tiép niia (IP), roi cudi cung bdi giao thiic § thng
phén cing (vat 1y) (vi du Ethernet).

Khi may khéc nhan dudc packet, phin cting boc header Ethernet ra, kernel boc header IP va UDP ra, chuong
trinh TFTP boc header TFTP ra, va cudi cung né cé dugdc dit liéu.

Gid thi t6i m6i c6 thé noéi vé cai Layered Network Model khét tiéng (hay con goi 1a “ISO/OSI”). Md hinh
mang nay mod t4 mot hé thdng chiic ning mang c6 nhiéu uu diém so v8i cac md hinh khac. Vi du, ban c6
thé viét cac chuong trinh socket giong hét nhau ma chéng cin quan tAm dii liéu dugc truyén di vé mat vat
ly thé nao (serial, thin Ethernet, AUI, gi ciing dudc), vi cac chuong trinh & ting thap hon lo chuyén d6 cho
ban. Phan ciing mang that su va topology hoan toan trong suét véi lap trinh vién socket.
Khéng dong dai niia, toi sé trinh bay céc ting ctia mé hinh day du. Nhé cai nay cho ky thi mén mang nhé:

« Application

 Presentation

« Session

 Transport

+ Network

« Data Link
+ Physical

Physical Layer la phan cling (serial, Ethernet, v.v.). Application Layer thi cich xa ting vat ly gin nhu xa
hét miic ban c6 thé tudng tugng, d6 la néi ngudi dung tudng tic véi mang.
Mo hinh nay chung chung dén miic ban c6 thé diing né lam sach huéng dan stia xe hoi néu that su mudn.
Mdt md hinh x&p 18p nhit quan hon véi Unix c¢6 thé 1a:

« Application Layer (telnet, ftp, v.v.)

+ Host-to-Host Transport Layer (TCP, UDP)

« Internet Layer (IP vd dinh tuyén)

« Network Access Layer (Ethernet, wi-fi, hay gi do)

Dén day, chac ban da thay cac tAng nay tudng Gng véi viéc dong goéi dit liéu gée nhu thé nao roi.

Thiy cin bao nhiéu cong doan dé xay dung mot packet don gidn chua? Trdi a! Va ban phai tu gd cac
header packet bang “ cat ! Dua thdi. Vi stream socket, tit ca viéc ban cin lam 13 send() dii liéu ra.
V6i datagram socket, ban chi cin dong goi packet theo cach cua minh r6i sendto() di. Kernel x4y dung
Transport Layer va Internet Layer gitp ban, con phan cling lo Network Access Layer. Oi, cong nghé hién
dai.

Thé 14 két thic chuyén ghé ngan ngti ctia chiing ta vao ly thuyét mang. A ding roi, tdi quén noéi véi ban tat
ca nhiing gi t6i mudn nodi vé dinh tuyén: khong gi ca! Dung viy, t6i sé khong néi vé nd chut nao. Router
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béc packet ra dén header IP, tra bang dinh tuyén, bla bla bla. Xem RFC vé IP* néu ban that su that su quan
tam. Néu ban khéng bao gis hoc vé né, thi ciing khéng sao, ban van séng dudc.

4https://tools.ietf.org/html/rfc791
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Dia chi IP, struct, va xt ly dii liéu

Dén doan ma ching ta dudc ngoi ndéi chuyén code cho khac di chut.

Nhung trudc tién, noi thém ti vé phan khong phai code nhé! Tuyét véi! Téi mudn néi mét chit vé dia chi
IP va port dé€ ching ta gon dudc phan do6. Roi t6i chuyén sockets API Ivu trit va thao tac véi dia chi IP cung
dii liéu khéc ra sao.

3.1 Dia chilP, phién ban 4 va 6

Ngay xua di la xua, hoi Ben Kenobi con duge goi la Obi Wan Kenobi, c¢6 mét hé thong dinh tuyén mang
tuyét vdi tén la The Internet Protocol Version 4, con goi 1a IPv4. Dia chi ctia n6é gém bon byte (hay con goi
14 bdn “octet”), va thudng dudc viét dusi dang “chidm va s§”, kiéu nhu: 192.0.2.111 .

Chéc ban cling thay né dau d6 roi.

Thuc té 1a tinh dén thdi diém viét bai nay, gin nhu moi site trén Internet déu dung IPv4.

Moi ngudi, ké ca Obi Wan, déu vui vé. Moi thi déu n, cho dén khi mot ngusi hay doi nudce lanh tén Vint
Cerf canh bao tit ca ring ching ta sip can dia chi [Pv4!

(Ngoai viéc canh bao moi ngudi vé Ngay Tan Thé IPv4 Dang Téi Trong Khéi Liia Pau Thudng, Vint Cerf!
con ndi tiéng 1a Cha Dé Cua Internet. Nén thuc su t6i cling khong & vi tri da tAm dé nghi ngd phan doan
cla 6ng.)

Can dia chi? Sao c6 thé thé dugc? Y tdi 13, c6 t6i miy ty dia chi IP trong mot dia chi IPv4 32-bit. Cha 1&
thuc su c6 may ty may tinh ngoai kia?

Coé.

Thém niia, lac ban diu, khi con rét it may tinh va ai ciing nghi mot ty 1a con s6 16n khéng tuéng, mét sé
t6 chiic 16n da duge cdp hao phong hang triéu dia chi IP dé€ dung riéng. (Nhu Xerox, MIT, Ford, HP, IBM,
GE, AT&T, va mot cong ty nho bé goi 1a Apple, chi ké vai cai.)

Thuc ra, néu khong c6 miy giai phap chiia chay, ching ta da can ti d6i nao roi.

Nhung gis ching ta dang & cai thi ma ai cling néi mdi con ngudi sé c6 mot dia chi IP, mbi may tinh, mdi
cai may tinh bo tui, mdi cai dién thoai, moi cai dong ho dd xe, va (tai sao khoéng) mdi con ché con niia.
Va thé 1a IPv6 ra d3i. Vi Vint Cerf chic 14 bat tit (ké ca phan xéc c6 ra di, lay trai diing, thi chic 6ng ciing
da ton tai dudi dang mét chuong trinh ELIZA? siéu thong minh nao d6 lang thang trong Internet2), khong

Ihttps://en.wikipedia.org/wiki/Vint_Cerf
Zhttps://en.wikipedia.org/wiki/ELIZA
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ai mudn nghe dng ndi lai “tdi da bao ro6i” néu ching ta lai hét dia chi trong phién ban ti€p theo cta Internet
Protocol.

biéu nay gdi cho ban cai gi?

La chung ta cin rat nhiéu dia chi hon. Khong phai gdp doi, khong phai gdp mét ty lan, khong phai gip
nghin nghin ty 1an, ma nhiéu gdp 79 TRIEU TY TY lan s6 dia chi khé di! Xem dda nao doi can niia nao!
Ban sé hoi, “Beej oi, that khong? Téi c6 moi ly do dé khong tin may con s6 khdng 167 O, khéc biét gitia
32 bit va 128 bit nghe ciing khong ghé gém; chi thém 96 bit thoi ma phai khéng? Nhung nhé la ta dang
néi vé lity thila: 32 bit biéu dién khoang 4 ty s6 (2%2), con 128 bit biéu dién khoang 340 nghin ty nghin ty
nghin ty s6 (that ddy, 2!%). C3 bing mot triéu Internet IPv4 cho méi ngéi sao trong Vi Tru.

Quén luén cai kidu chdm va sé ctia IPv4 di; gid chiing ta c¢6 biéu dién dang hexa, mdi cum hai byte cach
nhau béi diu hai chdm, kiéu nhu:

2001:0db8:c9d2:aee5:73e3:934a:a5ae: 9551

Chua hét! R4t nhiéu lan ban s& gip dia chi IP c6 nhiéu s8 0, va ban c6 thé nén chung lai gitia hai dau hai
cham. Ban ciing c6 thé bd cac s6 0 dau ctia mdi cip byte. Vi du, tiing cip dia chi sau 14 tucng duong:

2001:0db8:c9d2:0012:0000:0000:0000:0051
2001:db8:¢9d2:12::51

2001:0db8:ab00:0000:0000:0000:0000:0000
2001:db8:ab0o: :

0000:0000:0000:0000:0000:0000:0000:0001
H

Dia chi ::1 1a dia chi loopback. N6 ludn c6 nghia 1a “cai may tdi dang chay ngay bay gis”. Trong IPv4,
dia chi loopback la 127.0.0.1 .

Cudi cung, c6 modt ché d6 tudng thich IPv4 danh cho dia chi IPv6 ma ban c6 thé bat gip. Vi du muén biéu
dién dia chi IPv4 192.0.2.33 duéi dang dia chi IPv6, ban viét thé nay: “ :: ffff:192.0.2.33 ",

Dang vui ra tro day.

Thuc ra vui dén mtic may Ngudi Sang Tao Ra IPv6 d3 16 14 bo di ca nghin ty nghin ty dia chi dé danh cho
cac muc dich du tril, nhung néi that, ching ta c6 qua trdi dia chi, ai thém dém l1am gi n{ia? Van con du du
cho mdi ngudi dan 6ng, phu nit, tré em, ché con, va ddng hd dd xe trén mdi hanh tinh trong thién ha. Va
tin toi di, mbi hanh tinh trong thién ha déu c6 dong ho dd xe. Ban biét diéu d6 1a that ma.

3.1.1 Subnet

Vily do t& chtic, d6i khi sé tién néu ta tuyén bd rdng “phan diu cta dia chi IP nay tinh dén bit day 1a phan
network ctia dia chi IP, con phan con lai 14 phdn host”.

Viduy, v6i IPv4, ban c6 192.0.2.12, va ta c6 thé ndi ba byte dau 1a network con byte cudi 1a host. Hay noi
cach khac, ta dang noi vé host 12 trén network 192.0.2.0 (d€ y cach ta zero byte host).

Gid dén phin thong tin 16i thdi hon! Sén sang chua? Thdi Thuong C8, c6 cac “class” subnet, trong d6 mét,
hai, ho#c ba byte d4u cta dia chi 1a phin network. Néu ban may mén c6 mot byte cho network va ba byte
cho host, ban c6 t6i 24 bit host trén network ctia minh (khoang 16 triéu). D6 1a network “Class A”. Ngudc
lai 14 “Class C”, v6i ba byte network va mot byte host (256 host, trii di vai cai bi du tr).

Nén nhu ban thiy, c6 rat it Class A, mdt dong Class C, va mot it Class B 6 giiia.
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Phan network cua dia chi IP dugc md ta bing thi goi 14 netmask, ban AND bit véi dia chi IP dé 14y ra
s6 network. Netmask thudng trong kiéu nhu 255.255.255.0 . (Vi du v6i netmask d6, néu IP cta ban 1a
192.0.2.12 , thi network ctia ban la 192.0.2.12 AND 255.255.255.0 chora 192.0.2.0 .)

Tiéc 13, hoa ra kiéu nay khong du tinh gon cho nhu ciu cudi cung cua Internet; chiing ta can network
Class C kha nhanh, va Class A thi tho6i khoi hoi. Dé khic phuc, Cac Thé Luc C6 Quyén Ning da cho phép
netmask dung s bit tuy y, khong chi 8, 16, hay 24. Viy nén ban c6 thé c¢6 netmask kiéu 255.255.255.252,
nghia 13 30 bit network va 2 bit host, cho phép bén host trén network. (Luu y netmask LUON 1a mot day
bit 1 theo sau la mot day bit 0.)

Nhung dung chudi s dai ngodng kiéu 255.192.0.0 lam netmask thi ciing hdi bat tién. Thi nhit, ngusi
ta khong c6 khai niém trdc quan d6 1a bao nhiéu bit, thit hai, n6 khong gon ti ndo. Nén Kiéu Méi ra ddi, va
né dep hon nhiéu. Ban chi can dit mdt dau gach chéo sau dia chi IP, r6i theo sau la s6 bit network & dang
thap phén. Nhu thé nay: 192.0.2.12/30.

Hodc v6i IPv6, ki€u thé nay: 2001:db8::/32 hay 2001:db8:5413:4028::9db9/64 .

3.1.2 S port

Néu ban con nhd, tdi da gidi thiéu M6 hinh Mang Phan Lép trong do Internet Layer (IP) dugc tach khoi
Host-to-Host Transport Layer (TCP va UDP). Luét lai doan d6 trudce khi qua doan ti€p theo nhé.

Ho4 ra ngoai dia chi IP (tAng IP dung), con mdt dia chi niia dugc TCP (stream socket) dung, va tién thé ca
UDP (datagram socket) ciing dung. D6 1a s6 port. N6 1a mot s 16-bit, giéng nhu dia chi cuc bd cho mot
két néi.

Hay nghi dia chi IP nhu dia chi dudng ctia mot khach san, va s6 port nhu s6 phong. Cing la mot phép so
sanh dudc; c6 khi lic khac t6i sé nghi ra mét phép lién quan dén nganh cong nghiép 6 to.

Gia sti ban mudn c6 mot may tinh viia xt Iy mail dén VA dich vu web, 1am sao phan biét hai dich vu trén
mot may chi c6 mot dia chi IP?

0, cac dich vu khac nhau trén Internet c6 cac s6 port well-known khac nhau. Ban cé thé xem hét trong
Bang Port Khéng Lo Ctia IANA?® hoic, néu ban dung Unix, trong file /etc/services . HTTP (web) la port
80, telnet 1 port 23, SMTP 1a port 25, game DOOM?* diing port 666, van van. Port dudi 1024 thudng dudc
coi 1a dic biét, va thudng doi hoi quyén dic biét tit OS d€ dung.

Va tam vay thoi!

3.2 Byte Order

Theo Lénh Cta Vudng Qudc! Sé co hai thi tu byte, ti nay vé sau dugc biét t6i véi tén goi Chuoi Lé va
Hoanh Trang!

Toi dua thoi, nhung thuc si mot trong hai cai tét hon cai kia. :-)
That su ché c6 cach ndo nhe nhang d€ ndi, nén t6i ci phun ra thdng: may tinh cta ban c6 thé da dang luu
byte ngudc chiéu sau lung ban. Té6i biét! Cha ai muén phai néi ra.

Vin dé 13, moi ngudi trong thé giéi Internet da théng nhat chung ring néu ban muén biéu dién s6 hex
hai byte, ching han b34f , ban sé& luu n6 thanh hai byte lién tiép, b3 roitsi 4f . Hop ly, va nhu Wilford
Brimley® sé& néi véi ban, day 1a Cach Lam Pung Dén. S6 nay, véi dau 16n diing tridc, dudc goi la Big-Endian.
Khé ndi, vai may tinh rai rac day do trén thé gidi, cu thé 1a nhiing may chay vi xt 1y Intel ho#c tuong thich
Intel, luu byte theo kiéu ddo ngudc, nén b34f sé dudc luu trong bd nhé dudi dang hai byte lién tiép 4f
roi b3 . Cach luu nay goi la Little-Endian.

Shttps://www.iana.org/assignments/port-numbers
“https://en.wikipedia.org/wiki/Doom_%281993_video_game%29
Shttps://en.wikipedia.org/wiki/Wilford_Brimley
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Nhung khoan, téi chua xong chuyén thuat ngii! Cai Big-Endian tinh tao hon con dudc goi la Network Byte
Order vi d6 la thi tu ma dan mang ching toi khoai.

May cua ban luu sé theo Host Byte Order. Néu la Intel 80x86, Host Byte Order la Little-Endian. Néu la
Motorola 68k, Host Byte Order 1a Big-Endian. Néu la PowerPC, Host Byte Order la... &, tuy!

Nhiéu ldc lac xay goi tin hodc dién struct dii liéu, ban sé cin chic chin cic s6 hai va bdn byte ctia minh 6
dang Network Byte Order. Nhung lam sao lam dugc diéu d6 néu ban khéng biét Host Byte Order goc la
gi?

Tin vui! Ban cli mic dinh 14 Host Byte Order khong ding, roi clt dua gia tri qua mot ham dé chuyén vé
Network Byte Order. Ham sé lam phép mau chuyén d6i néu cin, va nhu vdy code ctia ban kha chuyén
gilia cadc may v6i endianness khac nhau.

Dugc rdi. C6 hai kiéu s6 ban ¢6 thé chuyén ddi: short (hai byte) va long (bdn byte). Cac ham nay cling
chay dugc v6i bién thé unsigned . Gia st ban mudn chuyén mot short tit Host Byte Order sang Network

«

Byte Order. Bat d4u bang “h” cho “host”, ndi thém “to”, r6i “n” cho “network”, va “s” cho “short”: h-to-n-s,
hay htons() (doc: “Host to Network Short”).

Don gian dén mic gan nhu qua da...

Ban c¢6 thé dung moi két hgp cta “n”, “h”, “s”, va “1” ma ban mudn, khong tinh may cai ngs ngin. Vi duy,
KHONG c6 ham stolh() (“Short to Long Host”), it nhat 1a khong c6 & biia tiéc nay. Nhung co:

Ham Mo ta

h ost to n etwork s hort
htons ()

h ost to n etwork 1 ong
htonl()

n etwork to h ost s hort
ntohs()

n etwork to host 1 ong
ntohl()

Noi chung, ban s& mudn chuyén cac s6 sang Network Byte Order trudc khi ching ra dudng day, va chuyén
vé Host Byte Order khi chung vao tit dudng day.

Sockets API khong c6 bién thé 64-bit chuin, nhung t6i c6 noi vé cac Ida chon khac trong trang tham khao
htons () . Con néu ban mudn lam viéc v4i s6 thuc ddu chim dong, xem phan Serialization, § tit phia dudi.

Cii coi cac s0 trong tai liéu nay 1a 6 dang Host Byte Order tri khi t6i néi khac.

3.3 struct

0, cudi cung ciing t6i. Téi ltc néi chuyén l1ap trinh. Trong phan nay, toi sé gidi thiéu cac kiéu dii liéu dugc
sockets interface dung, vi mot s6 trong d6 ding la khé nhén.

Dau tién la cai dé: socket descriptor. Mot socket descriptor 1a kiéu sau:

int

Chila int binh thudng.
Tii day di bat dau la hon, nén ct doc tiép va kién nhin vdi toi ti.

Struct dau tién cta t6i™, struct addrinfo . Struct nay la phat minh tudng d6i gan day, dung dé chuén bi
céc struct dia chi socket cho cac lan diing sau. N6 ciing dung trong tra tén may va tra tén dich vu. Ché do6
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sé& dé hiéu hon khi chtng ta t6i phan dung thuc té, nhung tam biét ring day la mét trong nhiing thd dau
tién ban goi khi tao két noi.

struct addrinfo {
int ai flags; // AI PASSIVE, AI CANONNAME, etc.
int ai family; // AF INET, AF INET6, AF UNSPEC
int al socktype; // SOCK_STREAM, SOCK_DGRAM
int al protocol; // use 0 for "“any"
size t ai addrlen; // size of ai addr in bytes
struct sockaddr *ai addr; // struct sockaddr in or 1in6
char *ai_canonname; // full canonical hostname
struct addrinfo *ai_next; // linked list, next node

};

Ban sé dién struct nay mot chut, roi goi getaddrinfo() . N6 sé tra vé con tré t6i mot linked list méi cua

cAc struct ndy da dugc dién s&n moi thii ban can.

Ban c6 thé ép né dung IPv4 hodc IPv6 bing trudng ai family , hoic d€ AF UNSPEC dé dung ci nao cling

dugc. Nhu vay tién vi code ctia ban c6 thé bit ké phién ban IP.

Dé y rang day la linked list: ai next tro t6i phéan ti ké tiép, c6 thé c6 nhiéu két qua dé€ ban chon. Toi sé

dung két qua du tién chay dudc, nhung ban c6 thé ¢6 nhu cau kinh doanh khéc; biét gi dau ma néi, éng

di!

Ban sé thdy trudng ai_addr trong struct addrinfo la con trd t6i struct sockaddr . Day la chd ta bét

dau di vao chi tiét can ké bén trong mot struct dia chi IP.

Ban thudng khong cin ghi truc tiép vao nhiing struct nay; da sé trudng hgp, mot cudc goi téi
getaddrinfo() dédién struct addrinfo gitp ban la dt. Tuy nhién, ban sé phai ngd vao bén trong cac
struct nay dé ldy cic gia tri ra, nén toi gidi thiéu ching & day.

(Thém niia, moi code viét tru6c khi struct addrinfo ra dsdi déu dong géi dong nay bang tay, nén ban sé

thiy nhiéu code IPv4 ngoai ddi lam ding y vay. Kiéu, trong cic phién ban cii ctia tai liéu nay chéng han.)

Mot s6 struct la IPv4, mot s6 1a IPv6, va mot s6 ca hai. Toi sé ghi chu cai nao la cai nao.

Du sao thi, struct sockaddr gifi thong tin dia chi socket cho nhiéu kiéu socket.

struct sockaddr {

unsigned short sa_family; // address family, AF xxx

char sa_data[l14]; // 14 bytes of protocol address
};

sa_family c6 thé la nhiéu thii, nhung v8i moi thit ta 1am trong tai liéu nay n6 sé 1a AF_INET (IPv4) hoic
AF_INET6 (IPv6). sa_data chua dia chi dich va s8 port cho socket. Cai nay kha khé chiu vi ban chang

mudn ti man dong goi dia chi vao sa_data béng tay.

Déxiily struct sockaddr , cic lap trinh vién tao ra mot cdu truc song song: struct sockaddr_in (“in”

cho “Internet”) dung cho IPv4.

Va day la dogn quan trong: mot con trd t6i struct sockaddr in c¢6 thé ép kiéu thanh con trd

t6i struct sockaddr va ngudc lai. Nén du connect() cin struct sockaddr*, ban vin ci dung
struct sockaddr_in va ép kiéu g phut cudi!
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// (Chi’ IPv4, xem struct sockaddr in6 cho IPv6)

struct sockaddr in {

short int sin family; // Address family, AF INET
unsigned short int sin port; // Port number

struct in_addr sin_addr; // Internet address

unsigned char sin_zero[8]; // Same size as struct sockaddr

1

Struct ndy gitp tham chiéu cic thanh phan ctia dia chi socket dé dang. Dé y ring sin zero (dudc
dua vao d€ dém struct cho du chiéu dai cia struct sockaddr ) nén dugc set toan bo vé 0 bang ham
memset () . Ciing d€ y ring sin family tudnging v6i sa family trong struct sockaddr vanén dugc

set la “ AF_INET ”. Cudi ciing, sin_port phai & Network Byte Order (bang cich dung htons() !)

Dao sau thém! Ban thay trudng sin addr 1a mot struct in addr . Cai gi day? O, khong dinh kich tinh
qua, nhung day la mét trong nhiing union ding s¢ nhat moi thdsi dai:

// (Chi’ IPv4, xem struct in6_addr cho IPv6)

// Pia chi’ Internet (la mdt struct vi ly do lich su’)
struct in addr {

uint32 t s addr; // day la int 32-bit (4 byte)
};

Cha! O, no ting 1a union, nhung gid c6 vé cai thdi d6 da qua. May phic. VAy néu ban khai bio ina la

struct sockaddr_in,thi ina.sin_addr.s_addr tham chiéu t8i dia chi IP 4-byte (8 Network Byte Order).
Luu y ring ké ca néu hé théng ctia ban van con dung cai union trdi danh cho struct in addr , ban van
c6 thé tham chiéu dia chi IP 4-byte y hét nhu tdi 1am 6 trén (nhd mdy #define ).

Con IPv6 thi sao? C6 cac struct tuong tu:

// (Chi’ IPv6, xem struct sockaddr in va struct in addr cho IPv4)

struct sockaddr in6 {

u intlé t sin6_family; // address family, AF INET6
u_intl6 t sin6_port; // port, Network Byte Order
u_int32_t sin6_flowinfo; // IPv6 flow information
struct in6 addr sin6 addr; // IPv6 address

u int32 t sin6 _scope id; // Scope ID

}:

struct in6 addr {
unsigned char s6_addr[16]; // IPv6 address
}i

Dé y riing IPv6 c6 mot dia chi IPv6 va mot s port, y nhu IPv4 c6 dia chi IPv4 va s8 port.
Ciing dé y la toi sé& chua noi vé trudng IPv6 flow information hay Scope ID ngay by gig... day chi la tai
liéu khéi dong thoéi. :-)

Cuo6i cung nhung khong kém phan quan trong, day 1a thém mét struct don gian, struct sockaddr_storage,
dudc thiét ké du to dé chiia ca struct IPv4 va IPv6. Ban thiy do, v6i mot s6 15i goi, doi khi ban khong biét
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tridc no sé dién struct sockaddr clia ban bang dia chi IPv4 hay IPv6. Nén ban truyén vao ciu tric song
song nay, rat giéng struct sockaddr nhung to hon, roi ép kiéu vé kiéu ban can:

struct sockaddr storage {
sa family t ss family; // address family

// téd’t ca’ duéi day la padding, tuy implementation, bo’ qua:

char _ss padl[ SS PADISIZE];
inté4 t _ ss_align;
char __ss _pad2[ SS PAD2SIZE];

I'F

Diéu quan trong 1 ban c6 thé nhin address family trong trudng ss family , ki€ém tra xem no la
AF_INET hay AF_INET6 (cho IPv4 hay IPv6). Roi ban co thé ép kifu nd vé struct sockaddr_in hay

struct sockaddr in6 néu mudn.

3.4 Dia chiIP, Phin Hai

May cho ban, ¢6 ca ddng ham cho phép ban thao tac véi dia chi IP. Khong can may mo tinh bang tay roi
nhét vao mot long béng todn tit <<.

Diu tién, gia st ban ¢6 modt struct sockaddr_in ina, va ban c6 mot dia chi IP “ 10.12.110.57 ” hoic
“2001:db8:63b3:1::3490 ” ma ban mudn luu vao d6. Ham ban mudn dung, inet pton() , chuyén mot
dia chi IP 6 dang s6-va-ddu-chdm thanh struct in_addr hodc struct in6_addr tuy theo ban chi dinh

AF_INET hay AF INET6 . (“ pton ” 1a viét tit ciia “presentation to network”, ban c6 thé goi 1a “printable
to network” cho dé nhé.) Chuyén déi c6 thé thuc hién nhu sau cho IPv4 va IPvé6:

struct sockaddr in sa; // IPv4
struct sockaddr in6 sa6; // IPv6

inet pton(AF_INET, "10.12.110.57", &(sa.sin_addr));
inet pton(AF_INET6, "2001:db8:63b3:1::3490", &(sa6.sin6_addr));

(Ghi cht nhanh: cach cli ding mot ham tén inet_addr() hodc mdt ham khac tén inet_aton() ; mdy cai
nay gid 161 théi va khéng chay véi IPv6.)

Doan code & trén khong viing chic 1dm vi khong c6 kiém tra 16i. D4y, inet pton() tra vé -1 khi 16i,
hodc 0 néu dia chi bi hong. Nén hay kiém tra chic chin két qua 16n hon 0 trude khi dung!

R&i, gid ban c6 thé chuyén dia chi IP dang chudi sang dang nhi phan. Con chiéu ngudc lai thi sao? Néu
ban c6 struct in_addr va ban mudn in né ra dang s6-va-dau-chdm? (Hodc struct in6_addr ma ban
mudn dang, 8, “hex-va-diu-hai-chim”.) Trong trudng hgp nay, ban muén dung ham inet ntop() (“ntop”
nghia 12 “network to presentation”, ban cé thé goi 1a “network to printable” cho dé nhé), kiéu nhu:

// IPv4:

char ip4[INET ADDRSTRLENI]; // ché™ chita chubé”i IPv4
struct sockaddr _in sa; // gia’ su’ né da duoc nap gi dé ré'i

inet ntop(AF_INET, &(sa.sin addr), ip4, INET ADDRSTRLEN);
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printf("The IPv4 address is: %s\n", ip4);

// IPV6:

char ip6[INET6 ADDRSTRLEN]; // ché™ chia chubé”i IPv6
struct sockaddr in6 sa6; // gia’ su’ né da duoc nap gi d6 ré'i

inet ntop(AF _INET6, &(sa6.sin6 addr), ip6, INET6 ADDRSTRLEN);

printf("The address is: %s\n", ip6);

Khi goi, ban s& truyén loai dia chi (IPv4 hodc IPv6), dia chi, con trd t6i chubi dé chiia két qua, va do dai téi
da ctia chudi d6. (C6 hai macro tién 16i giii kich thuéc chudi ban can dé chia dia chi IPv4 hoic IPv6 16n
nhit: INET ADDRSTRLEN va INET6 ADDRSTRLEN .)

(Thém mot ghi chi nhanh nita nhac lai cich cit: ham lich st d€ lam chuyén d6i nay la inet_ntoa() . N6
cting 16i thai va khéng chay véi IPv6.)

Cuoi cung, cac ham nay chi chay véi dia chi IP dang s6, ching khéng lam DNS lookup trén nameserver
vGi hostname nhu “ www.example.com ”. Ban sé dung getaddrinfo() dé lam viéc d6, nhu ban sé thdy sau.

3.4.1 Mang Riéng (Hoic Mang Bi Ngat Két Noi)

Nhiéu ngi c6 firewall gidu network ctia ho khoi phin con lai ctia thé gisi dé tu bao vé. Va nhiéu khi, firewall
con dich dia chi IP “noi bd” thanh dia chi IP “bén ngoai” (cai ma moi ngudi khic trén thé gidi biét) bang
mot qua trinh goi la Network Address Translation, hay NAT.

Dang thiy hoi hop chua? “Anh dang din t6i di dau véi mé thi ky quic nay?”

0, thu gian di, mua cho minh mét ly khéng con (hoic c¢6 con), vi véi ngudi méi, ban con cha cin lo vé NAT,
vi né dugc lam trong sudt cho ban. Nhung t6i mudn néi vé network sau firewall phong trudéng hgp ban
bat d4u 14 14n vi nhiing con s6 network ban nhin thay.

Chéng han, t6i c6 firewall 8 nha. To6i dugc cong ty DSL cép hai dia chi IPv4 tinh, vy ma toi c6 bay may
trong mang. Sao c6 thé? Hai may khong thé chia sé cuing mot dia chi IP, khong thi dii liéu biét di vé may
nao!

Cau tra 16i: chung khong chia sé cung dia chi IP. Ching dang 6 trong mdt mang riéng véi 24 triéu dia chi
IP dudc cap. Chung déu cta riéng toi. O, tit ca clia riéng toi, it ra ai d6 bén ngoai nhin vao thi thiy vay.
bay 1a chuyén dang xay ra:

Néu t6i ddng nhap vio mot may ti xa, né bao réng t6i dang dang nhap tii 192.0.2.33, d6 1a dia chi IP cong
khai ma ISP cép cho téi. Nhung néu tdi hoi may & nha dia chi IP ctia nd, né tra 16i 10.0.0.5. Ai dang dich
dia chi IP tu céi nay sang cai kia? Pang roi, firewall day! N6 dang lam NAT!

10.x.x.x la mot trong vai network dudc du trii, chi dung trén cic mang hoan toan tach biét, hodc cac
mang & sau firewall. Chi tiét vé cAc s§ network riéng nao cé sdn cho ban dung dudc néu trong RFC 1918°,
nhung vai cai thudng thdy 1a 10.x.x.x va 192.168.x.x , trong d6 x 1a 0 dén 255 thudng thé. It gip hon
la 172.y.x.x , trong d6 y chay tu 16 dén 31.
Cac mang sau firewall NAT khong cdn phai thuéc mét trong nhiing mang du trii nay, nhung thudng la viy.

(Chuyén vui! Dia chi IP bén ngoai ctia toi thuc ra khong phaila 192.0.2.33 . Mang 192.0.2.x dudc du
trit d€ lam dia chi IP “that” gia tuéng cho dung trong tai liéu, ding y nhu tai liéu nay! Ghé chua!)

®https://tools.ietf.org/html/rfc1918


https://tools.ietf.org/html/rfc1918
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IPv6 ciing c6 mang riéng, theo mot nghia nao d6. Chung sé bit dau bing fdxx: (ho#c co thé trong tudng
lai fcXX: ), theo RFC 41937, Nhung NAT va IPv6 nhin chung khong di v6i nhau (tri khi ban 1am céi tro
gateway IPv6 sang IPv4 von vugt qua pham vi tai liéu nay). Vé ly thuyét, ban sé c6 qua trdi dia chi dung
dén miic khéng can t6i NAT nita. Nhung néu ban muén cap dia chi cho chinh minh trén mét mang khéng
di ra ngoai, day la cach lam.

https://tools.ietf.org/html/rfc4193


https://tools.ietf.org/html/rfc4193

Chapter 4

Tu IPv4 nhay sang IPv6

Nhung t6i chi mudn biét phai d6i gi trong code d€ né chay dugce v8i IPv6! N6i luon di!

Dudc! Dugc!

Gan nhu moi thi ¢ day déu la cai t6i da ndi 6 phia trén, nhung day 1a phién ban ngin danh cho ngusi
khong da kién nhan. (T4t nhién, con nhiéu hon thé, nhung day 13 nhiing gi 4p dung dudc trong pham vi
tai liéu nay.)

1.

Dau tién, ¢4 ging dung getaddrinfo() dé ldy toan bd thong tin struct sockaddr , thay vi
doéng goi struct bang tay. Lam vay sé giit cho code ciia ban bat ké phién ban IP, va cit gon dugc kha
kha budc phia sau.

Chd nao ban thdy minh dang hard-code thii gi lién quan dén phién ban IP, c6 gang géi lai trong mot
ham trg giup.

. D6i AF_INET thanh AF INET6 .
. D6i PF_INET thanh PF_INET6 .

. D&i cac phép gdn INADDR_ANY thanh phép gan in6addr_any , c6 hoi khac mot chat:

struct sockaddr in sa;
struct sockaddr in6 sa6;

sa.sin_addr.s _addr = INADDR ANY; // use my IPv4 address
sa6.sin6_addr = in6addr_any; // use my IPv6 address

Ngoaira, gi4 tri IN6ADDR_ANY INIT c6 thé dung nhu mot initializer khi khai bdo struct in6_addr ,
nhu thé nay:

struct in6_addr ia6 = IN6ADDR_ANY_ INIT;

. Thay vi struct sockaddr_in, dung struct sockaddr_in6 , nhg thém “6” vao tén trudng néu cin

(xem struct s 6 trén). Khong c6 trudng sin6_zero .

. Thay vi struct in_addr, ding struct in6_addr , nhd thém “6” vao tén trudng néu cin (xem

struct s G trén).

. Thay vi inet aton() hodc inet addr() ,dung inet pton() .

19
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9. Thay vi inet ntoa() , dung inet ntop() .
10. Thay vi gethostbyname() , dung getaddrinfo() xin hdn.

11. Thay vi gethostbyaddr() ,dung getnameinfo() xinhon (du gethostbyaddr() van chay dugc véi
IPvo6).

12. INADDR BROADCAST khéng con chay niia. Dung IPv6 multicast thay thé.

Et voila!



Chapter 5

System call hoac khong gi ca

Day 1a phan ching ta di vao cac system call (va vai ham thu vién khac) cho phép ban cham téi chiic ning
mang clia mdt may Unix, hay bat ky may nao c6 sockets API (BSD, Windows, Linux, Mac, van van). Khi
ban goi mot trong cac ham nay, kernel nhay vao lam hét céng viéc cho ban, tu ddng nhu c6 phép.

Chd nhiéu ngusi ket nhit quanh day la thi tu goi cac thi nay. O doan do, cic trang man cha gitp dudc
gi, chic ban ciing phat hién ra roi. D€ ctu céi hoan canh kinh di d6, t6i da c6 x€p céc system call trong céc
phén dudi day theo ding (xap xi) thi tu ban sé can goi ching trong chuong trinh.

Cong thém vai miu code mau rai rac, chit siia va banh quy (ma ban sg 1 phai tu lo), ciing mot it gan va
long can dam, va ban sé ban dii liéu di khdp Internet nhu Con Cta Jon Postel!

(Xin luu y dé ngdn gon, nhiéu doan code dudi day khong cé kiém tra 16i can thiét. Va ching hay gia dinh réng
két qua goi getaddrinfo() thanh cong va tra vé mot phdn tii hop Ié trong linked list. Cd hai tinh hudng nay
déu dugc xii Iy dang hodng trong cdc chuong trinh ding doc lap, nén cii ldy mdy céi dé6 lam méau.)

5.1 getaddrinfo() : Chuin bi phéng!

Day 1a mot con ngua tho thuc thu v6i kha nhiéu tuy chon, nhung dung thi thuc ra don gian. N6 gitp chuin
bi cAc struct ban sé cin vé sau.

Mot chut lich sii: ngdy xua ngudi ta dung mot ham tén 1a gethostbyname() dé lam DNS lookup. Rdi ban
nap thong tin d6 bing tay vao mdt struct sockaddr in, va dung né trong cac 13i goi.

May thay, gicé khong can thé niia. (Cing khong dang md udc, néu ban muén viét code chay dudgc véi ca
IPv4 va IPv6!) Trong thdi hién dai, ban c6 ham getaddrinfo() lam du thi thién lanh gitim ban, bao gom

DNS lookup va tra tén dich vu, va con dién ludén cic struct ban can!

Xem thii cai coi!

#include <sys/types.h>
#include <sys/socket.h>
#include <netdb.h>

int getaddrinfo(const char *node, // e.g. "www.example.com" or IP
const char *service, // e.g. "http" or port number
const struct addrinfo *hints,
struct addrinfo **res);

Ban dua vao ham nay ba tham s6 d4u vao, va n6 dua lai cho ban con tré t6i mot linked list két quala res .

21
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Tham s6 node la tén host cin két néi, hoic mot dia chi IP.

Tiép theo 1 tham s6 service, c6 thé 1a s& port, kiéu “80”, hodc tén mot dich vu cu thé (tim trong Bang
Port Cta IANA! hoic file /etc/services trén may Unix) ki€u “http” hay “ftp” hay “telnet” hay “smtp”
hay gi tuy y.

Cuodi cling, tham s6 hints tré t6i mét struct addrinfo ma ban da dién sin cac thong tin lién quan.

Day la mot 131 goi vi du néu ban 14 server mudn ldng nghe trén dia chi IP cua host, port 3490. Luu y no6
chua thuc su lang nghe hay c&u hinh mang gi ca, chi chudn bi cac struct dé ta dung sau:

int status;
struct addrinfo hints;
struct addrinfo *servinfo; // will point to the results

memset (&hints, 0, sizeof hints); // make sure the struct is empty

hints.ai family = AF_UNSPEC; // don't care IPv4 or IPv6
hints.ai socktype = SOCK STREAM; // TCP stream sockets
hints.ai_flags = AI_PASSIVE; // fill in my IP for me

if ((status = getaddrinfo(NULL, "3490", &hints, &servinfo)) != 0) {
fprintf(stderr, "gai error: %s\n", gai strerror(status));
exit(1l);

// servinfo now points to a linked list of 1 or more
// struct addrinfos
// ... do everything until you don't need servinfo anymore ....

freeaddrinfo(servinfo); // free the linked-list

Dé y toi set ai_family la AF_UNSPEC, tiic la t6i khong quan tAm xai IPv4 hay IPv6. Ban c6 thé set
AF_INET hodc AF INET6 néu mudn cu thé mot trong hai.

Ban ciing thdy c¢8 AI_PASSIVE & do; n6 bao getaddrinfo() tu gan dia chi cta local host vao cac struct
socket. Tién vi ban khoi phai hard-code. (Hodc ban dit mot dia chi cu thé vao lam tham s6 dau cua
getaddrinfo() chd t6i dang dé NULL & trén.)

R0i ta goi. Néu ¢ 16i ( getaddrinfo() tra vé khac khong), ta c6 thé in ra bing ham gai_strerror() , nhu
ban thdy. Con néu moi thtt dau vao diy, servinfo sé tro t6i mot linked list ctia cAc struct addrinfo,
mdi cai chita mdt struct sockaddr nao dé dé ta dung sau nay. Pinh!

Cudi cuing, khi ta xong viéc véi linked list ma getaddrinfo() da tdt bung cdp phat cho, ta c6 thé (va nén)
giai phéng hét bang mot ¢t goi freeaddrinfo() .

Day 1a vi du néu ban la client mudn két ndi t6i mot server cu thé, vi du “www.example.net” port 3490. Lai
niia, cai nay chua thuc su két néi, chi chuin bi céc struct dé€ dung sau:

int status;
struct addrinfo hints;
struct addrinfo *servinfo; // will point to the results

Ihttps://www.iana.org/assignments/port-numbers
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https://www.iana.org/assignments/port-numbers
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memset (&hints, 0, sizeof hints); // make sure the struct is empty
hints.ai_family = AF_UNSPEC; // don't care IPv4 or IPv6
hints.ai_socktype = SOCK_STREAM; // TCP stream sockets

// get ready to connect
status = getaddrinfo("www.example.net", "3490", &hints, &servinfo);

// servinfo now points to a linked list of 1 or more
// struct addrinfos

// etc.

23

Téi cli ndi mai ring servinfo 1a linked list v8i du loai thong tin dia chi. Viét nhanh mot chuong trinh
demo dé khoe thong tin d6 nao. Chucng trinh ngin nay? sé in dia chi IP cia host ndo ban nhap trén dong

lénh:

/*

** showip.c

>k k

** show IP addresses for a host given on the command line
&

#include <stdio.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netdb.h>
#include <arpa/inet.h>
#include <netinet/in.h>

int main(int argc, char *argv[])

{
struct addrinfo hints, *res, *p;
int status;
char ipstr[INET6 ADDRSTRLEN];

if (argc '= 2) {
fprintf(stderr, "usage: showip hostname\n");
return 1;

memset (&hints, 0, sizeof hints);
hints.ai_family = AF_UNSPEC; // Either IPv4 or IPv6
hints.ai socktype = SOCK STREAM;

if ((status = getaddrinfo(argv[1l], NULL, &hints, &res)) != 0) {

fprintf(stderr, "getaddrinfo: %s\n", gai strerror(status));
return 2;

printf("IP addresses for %s:\n\n", argv[1l]);

2https://beej.us/guide/bgnet/source/examples/showip.c
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for(p = res;p != NULL; p = p->ai next) {
void *addr;
char *ipver;
struct sockaddr in *ipv4;
struct sockaddr in6 *ipv6;

// get the pointer to the address itself,

// different fields in IPv4 and IPvé6:

if (p->ai_family == AF_INET) { // IPv4
ipv4 = (struct sockaddr in *)p->ai addr;
addr = &(ipv4->sin_addr);
ipver = "IPv4";

} else { // IPv6
ipv6 = (struct sockaddr in6 *)p->ai addr;
addr = &(ipv6->sin6 addr);
ipver = "IPv6";

// convert the IP to a string and print it:
inet ntop(p->ai_ family, addr, ipstr, sizeof ipstr);
printf(" S%s: %s\n", ipver, ipstr);

freeaddrinfo(res); // free the linked list
return 0;

Nhu ban thiy, code goi getaddrinfo() trén bét ky thi gi ban truyén vao dong lénh, ham d6 dién linked
list dugc res tro téi, roi ta duyét list va in ra hodc lam gi tuy thich.

(C6 mot doan hoi x4u xi chd ta phai dao vao cac loai struct sockaddr khac nhau tuy phién ban IP. Xin
16i vé chuyén d6! Téi ciing khong chic c6 cach nao khéo hon.)

Chay thti nao! Ai cha thich screenshot:

$ showip www.example.net
IP addresses for www.example.net:

IPv4: 192.0.2.88

$ showip ipv6.example.com
IP addresses for ipv6.example.com:

IPv4: 192.0.2.101
IPv6: 2001:db8:8c00:22::171

Gig3 da co cai d6 trong tay, ta sé dung két qua tlii getaddrinfo() dé truyén sang cac ham socket khéc, va
roi, cudi cung, dung dugce két ndi mang! Doc tiép di!

5.2 socket() : Lay File Descriptor!

Chéc khong tri hoan dugc niia, toi phai noi vé system call socket() . DAy la ban phan tich:
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#include <sys/types.h>
#include <sys/socket.h>

int socket(int domain, int type, int protocol);

Nhung cac tham s6 nay la gi? Chung cho phép ban ndi rd muén loai socket nao (IPv4 hay IPv6, stream

hay datagram, TCP hay UDP).

Ngay xua ngudi ta hard-code cac gié tri nay, va ban van hoan toan c6 thé lam thé. ( domain la PF_INET

hodc PF _INET6, type la SOCK STREAM hodc SOCK DGRAM, con protocol co6 thésetla © dé chon pro-

tocol phtt hgp cho type d6. Ho#c ban c6 thé goi getprotobyname() d€ tra protocol ban mudn, “tcp” hay

“udp”.)

(Cai PF_INET nay la ho hang gin ctia AF_INET , cai ma ban dung khi khéi tao trudng sin_family trong
struct sockaddr _in . Thuc ra ching gan nhau dén miic cé cung gia tri, va nhiéu lap trinh vién goi
socket() r6itruyén AF_INET lam tham s6 dau thay vi PF_INET . Gig l4y siia va banh quy ra di, vi dén

gid ké chuyén. Ngay xtia ngay xua, ngudi ta tudng ring mot address family (cai ma “AF” trong “ AF_INET ”la

viét tat) c6 thé hd trg nhiéu protocol, dudc goi bai protocol family ctia chiing (cai ma “PF” trong “ PF_INET ~
la viét tat). Chuyén dé khong xay ra. Va ho s6ng hanh phiic bén nhau mai mai, Hét. Nén cich ding nhét
la dung AF_INET trong struct sockaddr_in va PF_INET trong cu goi socket() .)

Thoi, du roi. Cai ban thuc sy mudn lam 1a dung cac gia tri ti két qua goi getaddrinfo() , nhét thing vao

socket() nhu thé nay:

int s;
struct addrinfo hints, *res;

// do the lookup
// [pretend we already filled out the "hints" struct]
getaddrinfo("www.example.com", "http", &hints, &res);

// again, you should do error-checking on getaddrinfo(), and walk
// the "res" linked list looking for valid entries instead of just
// assuming the first one is good (like many of these examples do).
// See the section on client/server for real examples.

s = socket(res->ai family, res->ai socktype, res->ai protocol);

socket() chi trd vé cho ban mét socket descriptor dé diing trong cac system call sau, hodc -1 khi 16i.
Bién toan cuc errno dudc set thanh gia tri ctia 16i (xem trang man errno dé biét thém, va mot ghi chu
nhanh vé viéc dung errno trong chuong trinh da luéng).

On, 6n, 6n, ma cai socket nay dudc tich su gi? Cau tra 15i 1a ban than n6 cha dudc tich su gi, ban phai doc
tiép va goi thém system call thi né mdi c6 nghia.

5.3 bind() : Toi dang 6 port nao?

Khi da c6 mot socket, ¢4 thé ban s& phai gan né v6i mot port trén may local. (Thudng lam vy néu ban
chuin bi listen() dgi két ndi tSi trén mot port cu thé, game mang nhiéu ngudi chei lam vay khi bao
ban “két néi t6i 192.168.5.10 port 3490”.) S& port dude kernel dung dé ghép goi tin t8i v6i socket descriptor
ctia mot tién trinh cu thé. Néu ban chi dinh connect() (vi ban la client, khong phai server), cai nay co 1&
khéng can. Ci doc di, cho vui.
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Déay la tom tat clia system call bind() :

#include <sys/types.h>
#include <sys/socket.h>

int bind(int sockfd, struct sockaddr *my addr, int addrlen);

sockfd la socket file descriptor do socket() trd vé. my addr lacon tré t6i mot struct sockaddr chia

thong tin dia chi ctia ban, cu thé 1a port va dia chi IP. addrlen la do dai tinh theo byte cua dia chi do.

Phu.. Hoi nhiéu d€ nudt trong mot 1an. Xem vi du bind socket vao host ma chudng trinh dang chay, port
3490:

struct addrinfo hints, *res;
int sockfd;

// first, load up address structs with getaddrinfo():

memset (&hints, 0, sizeof hints);

hints.ai family = AF_UNSPEC; // use IPv4 or IPv6, whichever
hints.ai_socktype = SOCK_STREAM;

hints.ai_flags = AI_PASSIVE; // fill in my IP for me
getaddrinfo(NULL, "3490", &hints, &res);

// make a socket:

sockfd = socket(res->ai family, res->ai socktype, res->ai protocol);

// bind it to the port we passed in to getaddrinfo():

bind(sockfd, res-=>ai addr, res->ai addrlen);

Bang viéc dung c8 AI_PASSIVE , tdi dang bao chuong trinh bind vao IP cua host dang chay né. Néu ban
mudn bind vao mot dia chi IP local cu thé, bé AI PASSIVE di va dit dia chi IP vao tham s6 dau cua

getaddrinfo() .
bind() ciing trd vé -1 khildi va set errno thanh gi4 tri 18i.

R4t nhiéu code cii dong goi struct sockaddr in béng tay trudc khi goi bind() . R rang cai d6 chi cho
IPv4, nhung that ra cha c6 gi ngan ban lam diéu tuong tu véi IPv6, chi la dung getaddrinfo() thudng dé
hon. DAu sao, code cfi trong kiéu nay:

// !l THIS IS THE OLD WAY !!!

int sockfd;
struct sockaddr in my addr;

sockfd = socket(PF_INET, SOCK STREAM, 0);

my_addr.sin_family = AF_INET;
my addr.sin port = htons(MYPORT); // short, network byte order
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my addr.sin addr.s addr = inet addr("10.12.110.57");
memset(my addr.sin zero, ‘\0', sizeof my addr.sin zero);

bind(sockfd, (struct sockaddr *)&my addr, sizeof my addr);

Trong code trén, ban ciing c6 thé gan INADDR ANY vao tridng s addr néu mudn bind vao IP local
cta minh (giong nhu c¢§ AI_PASSIVE phia trén). Phién ban IPv6 clia INADDR_ANY la mot bién toan
cuc in6addr_any dudc gan vao trudng sin6 _addr clia struct sockaddr_in6 . (Clng cb6 macro
INGADDR_ANY_INIT ban c6 thé dung trong khdi tao bién.)

Thém mét ci niia phai dé y khi goi bind() : dling di qua thap véi s6 port. Moi port duéi 1024 déu PUGC
DU TRU (trii khi ban 1 superuser)! Ban c6 thé diing bt cii port nao trén do, 1én t6i 65535 (mién l1a ching
chua bi chudng trinh khac dung).

Déi khi ban sé dé y, ban chay lai server va bind() fail, bio “Address already in use.” Nghia I sao? 0, mot
mau socket tiing két néi van lang vang trong kernel, va né dang gifi port. Ban c6 thé chd cho né thoang
ra (khoang mot pht), hodc thém code vao chuong trinh dé cho phép tai dung port, ki€u nay:

int yes=1;
//char yes='1"'; // Solaris people use this

// lose the pesky "Address already in use" error message
setsockopt(listener, SOL SOCKET, SO REUSEADDR, &yes, sizeof yes);

Mot ghi cht nho cudi cung vé bind() : ¢b lic ban khong nhat thiét phai goi. Néu ban dang connect()
t6i mot may ti xa va khéng quan tim local port ciia minh la bao nhiéu (nhu truéng hgp telnet , ban chi

quan tAm remote port), ban chi cAn goi connect() , n6 sé kiém tra xem socket da dudc bind chua, va sé
bind() vao mot local port chua dung néu can.

5.4 connect() : Nay, ban kia!

Gia st vai phat thoi 1a ban la {ing dung telnet. Ngudi dung ra lénh cho ban (y nhu trong phim TRON)
1ay mét socket file descriptor. Ban tuan theo va goi socket() . Tiép, ngudi dung bao ban két ndi t6i
“10.12.110.57 ” trén port “ 23 ” (port telnet chudn). Oi! Lam gi git?

May cho ban, h&i chuong trinh, ban dang doc phan vé connect() , tlc la lam sao két néi t6i mot host tu
xa. Nén doc tiép cho cudng nhiét! Khong c6 thdi gian dé mat!

Cu goi connect() nhu sau:

#include <sys/types.h>
#include <sys/socket.h>

int connect(int sockfd, struct sockaddr *serv _addr, int addrlen);

sockfd la socket file descriptor than thién hang xém cua ta, do ci goi socket() trd vé, serv_addr la

mot struct sockaddr chia port dich va dia chi IP, va addrlen la do dai tinh theo byte ctia ciu truc dia
chi server.

Moi thong tin ndy c6 thé 14y dugc tii két quéa cia getaddrinfo() , thé mdéi dinh.

Bit dau c6 nghia hon chua? Tu day toi khong nghe duge ban, nén danh hy vong la ¢6. Xem vi du tao két
ndi socket t6i “ www.example.com ”, port 3490 :
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struct addrinfo hints, *res;
int sockfd;

// first, load up address structs with getaddrinfo():

memset (&hints, 0, sizeof hints);

hints.ai family = AF_UNSPEC;

hints.ai_socktype = SOCK_STREAM;

getaddrinfo("www.example.com", "3490", &hints, &res);

// make a socket:

sockfd = socket(res->ai family, res->ai socktype, res->ai protocol);

// connect!

connect(sockfd, res->ai addr, res->ai addrlen);

Lai nifa, chudng trinh kiéu cii tu dién struct sockaddr_in clia minh dé truyén cho connect() . Ban c6

thé 1am thé néu mudn. Xem ghi chu tudng tu trong phan bind() & trén.
Nh6 kiém tra gid tri trad vé ti connect() ,né trd -1 khildi va set bién errno .

Ciing d€ y ta khong goi bind() . Cd ban, ta khong quan tAm local port cia minh; ta chi quan tam di dau
(remote port). Kernel sé chon mét local port gitm ta, va site ta két noi téi sé tu nhan duge thong tin doé.
Khoi lo.

5.5 listen() : Ai do goi toi di ma?

R61, d6i khong khi ti. Néu ban khong mudn két ndi t6i mot host tu xa thi sao. Vi du cho vui, ban mudn
chd cac két ndi téi va xu ly ching theo cach nao d6. Qua trinh c6 hai bude: trude tién listen() , roi
accept() (xem dudi).

Ct goi listen() kha don gian, nhung cn giai thich ti:

int listen(int sockfd, int backlog);

sockfd la socket file descriptor quen thudc ti system call socket() . backlog la sd két ndi cho phép
trong hang ddgi t6i. Nghia 1a sao? Cac két noi téi sé chd trong hang dgi nay cho dén khi ban accept()
(xem dudi), va day la gidi han bao nhiéu cai duge phép xép hang. Da s6 hé thong 4&m tham gidi han con s6
nay § khoang 20; ban c6 thé an toan v6i 5 hay 10 .

Lai nhu thudng 1¢, listen() trd -1 vaset errno khi li.

U, chic ban doan dudc, ta cAn goi bind() trudc khi goi listen() dé server chay trén mot port cu thé.
(Phai bao cho dam ban biét két noi vao port nao chii!) Nén néu ban chuin bi ling nghe két ndi téi, day
system call ban sé goi la:

getaddrinfol();
socket();
bind();
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listen();
/* accept() goes here */

Téi dé day thay cho code mAu, vi né ciing tu giai thich réi. (Code trong phan accept() duéi day day da

hon.) Phan khé nhét ctia cd cdi mé nay 1a ¢t goi accept() .

5.6 accept(): “Cam on da goi port 3490.”

S&n sang chua, ct goi accept() hdiky ky! Chuyén xay ra nhu vy: ai d6 xa tit tip sé c¢§ connect() téi
may ban trén mot port ban dang listen() . Két noi clia ho sé dugc xép hang chs dude accept() . Ban
goi accept() vabao no lay két néi dang chd. No sé tra vé cho ban mot socket file descriptor méi toanh dé
dung cho két néi don 1é nay! Ping vay, tu nhién ban c6 hai socket file descriptor v6i gia mot! Cai géc van
tiép tuc l&ng nghe cac két ndi méi, con céi viia tao da sdn sang dé€ send() va recv() . Téi dich rdi!

Cu goi nhu sau:

#include <sys/types.h>
#include <sys/socket.h>

int accept(int sockfd, struct sockaddr *addr, socklen t *addrlen);

sockfd lasocket descriptor dang listen() . Déthdi. addr thudnglacontrdtimot struct sockaddr storage

cuc bo. Day la noi thong tin vé két noéi t6i sé dugc dit (va cung v6i nd ban xac dinh dudc
host nao dang goi minh ti port nao). addrlen la mot bi€n int cuc bd, nén dudc set bing
sizeof (struct sockaddr_storage) trudc khi dia chi ctia né dugc truyén cho accept() . accept() sé

khong nhét qua bay nhiéu byte vao addr . Néu né nhét it hon, n6 sé déi gia tri addrlen cho khdp.
DPoan xem? accept() tra -1 vaset errno khico 16i. Ca la ban doan ra roi.

Nhu trudc, day la ca déng dé nudt mot lan, nén c6 mot mau code mau duéi day cho ban ngdm:

#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netdb.h>

#define MYPORT "3490" // the port users will be connecting to
#define BACKLOG 10 // how many pending connections queue holds

int main(void)
{
struct sockaddr storage their addr;
socklen t addr size;
struct addrinfo hints, *res;
int sockfd, new fd;

// !l don't forget your error checking for these calls !!
// first, load up address structs with getaddrinfo():

memset (&hints, 0, sizeof hints);
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hints.ai_family = AF_UNSPEC; // use IPv4 or IPv6, whichever
hints.ai socktype = SOCK STREAM;
hints.ai flags = AI_PASSIVE; // fill in my IP for me

getaddrinfo(NULL, MYPORT, &hints, &res);
// make a socket, bind it, and listen on it:
sockfd = socket(res->ai family, res->ai socktype,
res->ai protocol);
bind(sockfd, res->ai addr, res->ai addrlen);
listen(sockfd, BACKLOG);
// now accept an incoming connection:
addr _size = sizeof their addr;
new fd = accept(sockfd, (struct sockaddr *)&their addr,

&addr _size);

// ready to communicate on socket descriptor new fd!

Lai niia, d€ y ta sé dung socket descriptor new_fd cho moicti goi send() va recv() . Néu ban chi nhin

dung mot két ndi duy nhat, ban c6 thé close() cai sockfd dangling nghe dé chin thém két ndi téi cing
port, néu ban mudn.

5.7 send() va recv() : Néi vdi toi di, cung!

Hai ham nay d€ giao tiép qua stream socket hoic datagram socket da connect. Néu ban muén dung data-
gram socket binh thudng chua connect, ban can xem phan sendto() va recvfrom() bén duéi.

Day 1a diéu c6 thé (hodc khong) mdi véi ban: may cti nay 1a cic cu goi blocking. Ticla recv() sé
block cho téi khi c6 dii liéu sdn d€ nhan. “Ma ‘block’ 1 cai quai gi d4?!” Nghia 1a chudng trinh cta
ban sé diing ngay d6, trén cai system call d6, cho t6i khi ai d6 gtii ban gi d6. (Thuat ngii dan OS
dung cho “dling” trong ciu trén thuc ra 1a sleep, nén t6i c6 thé dung hai tit d6 thay nhau.) send()
ciing c6 thé block néu thi ban dang g bi tic ¢ dau d6, nhung hiém hon. Ta sé quay lai khai niém
nay sau, va noi vé cach tranh khi can.

DPay la ci goi send() :

int send(int sockfd, const void *msg, int len, int flags);

sockfd la socket descriptor ban muén gti dit liéu t8i (cho du 1a cdi do socket() tra vé hay céi ldy tu
accept() ). msg lacon tro téi dii liéu ban muén giii, va len la do dai dii liéu d6 theo byte. Cti set flags

bing 0. (Xem trang man send() dé biét thém vé flags.)

Mot doan code mau:
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char *msg = "Beej was here!";
int len, bytes sent;

len = strlen(msg);
bytes sent = send(sockfd, msg, len, 0);

send() tra vé s6 byte thuc su dudc gui di. Con sd ndy co thé it hon s6 ban bdo né gui! Dung rdi, doi khi
ban bao nd glii cd mot ddng dii liéu ma né khong kham néi. N6 sé bin di duge bao nhiéu dit liéu thi ban,
va tin rang ban sé gii not phan con lai sau. Nh6 nhé, néu gia tri send() tra vé khong khdp véi len , ban
phai tu giii n6t phan con lai clia chubi. Tin vui: néu géi tin nhod (dudi khoang 1K), thudng nd sé gli hét
dudc ca lan. Lai niia, -1 dudc tra vé khi16i, va errno dudc set thanh ma 15i.

Ca goi recv() gidng & nhiéu diém:

int recv(int sockfd, void *buf, int len, int flags);

sockfd la socket descriptor d€ doc, buf 1a buffer d€ doc thong tin vao, len la dd dai t6i da cta buffer,
va flags lai c6 thé set bing 0 . (Xem trang man recv() dé biét vé flags.)

recv() tra vé sé byte thuc su dudc doc vao buffer, hosic -1 khildi (v6i errno dudc set tuong (ing).
Khoan! recv() co thé trd 0. Chuyén nay chi c6 mot nghia duy nhat: d4u bén kia da dong két néi véi
ban! Travé @ la cach recv() béao cho ban biét diéu dé da xay ra.

D4y, dé ma, phai khong? Gid ban da co thé dua dii liéu qua lai trén stream socket! Yay! Ban da 1a Lap
Trinh Vién Mang Unix!

5.8 sendto() va recvfrom() : Néi vdi toi di, kieu DGRAM

“T4t ca nghe hay ho,” tdi nghe ban noi, “nhung véi datagram socket chua connect thi sao?” Khong véin dé,
amigo. Co ngay day.

Vi datagram socket khong gan v6i mot host ti xa, dodn xem méu thong tin ndo ta can dua vao trude khi
gui g6i? Dung réi! Dia chi dich! Day 1a bic tranh:

int sendto(int sockfd, const void *msg, int len, unsigned int flags,
const struct sockaddr *to, socklen t tolen);

Nhu ban thiy, ci goi nay vé cé ban giéng send() cong thém hai miu thong tin. to 1a con
tré t6i modt struct sockaddr (cé lé la mdt struct sockaddr in hay struct sockaddr in6é hay
struct sockaddr_storage ban ép kiéu vao phit chét) chia dia chi IP dich va port. tolen, siu bén

trong 1a mot int, c6 thé chi chn setla sizeof *to hodc sizeof(struct sockaddr storage) .
Dé c6 cau truc dia chi dich trong tay, ban c6 thé ldy tii getaddrinfo() , hodc tii recvfrom() duéi day,
ho#c tu dién béng tay.

Y nhu send() , sendto() tra vé s6 byte thuc su dudc gi (lai niia, c6 thé it hon sd byte ban bao né gui!),
hodc -1 khi I6i.
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Y hétla recv() va recvfrom() . Tom tit cha recvfrom() la:

int recvfrom(int sockfd, void *buf, int len, unsigned int flags,
struct sockaddr *from, int *fromlen);

Lai niia, cai nay giéng recv() codngthém vaitrudng. from lacontro t6imot struct sockaddr_storage
cuc bd sé dugc dién dia chi IP va port cia may ngudén. fromlen la con tro t6i mét int cuc b, nén dudc
khéi tao bing sizeof *from hodc sizeof(struct sockaddr storage) . Khi ham tra vé, fromlen sé

chiia d6 dai ctia dia chi thuc su dudc luu trong from .
recvfrom() trd vé s6 byte d4 nhan, hosic -1 khildi (v6i errno dudc set tuong ting).

C6o mot cau hoi: tai sao tadung struct sockaddr_storage lamkiéusocket? Saokhdng struct sockaddr_in ?

Vi, ban thdy d6, ta khong mudn budc minh vao IPv4 hay IPv6. Nén ta dung struct sockaddr storage

chung chung, du to cho ca hai.

(ROi... cAu hoi niia: sao struct sockaddr khéng du to cho moi dia chi? Ta con ép kiéu cai
struct sockaddr storage chung chung vé cii struct sockaddr chung chung! Coé vé du thua

phai khong? Cau tra 16i 13, né khong du to, va toi doan d6i nd & théi diém nay sé Ric RSi. Nén ngudi ta

lam cai mdéi.)

Nhé nhé, néu ban connect() mot datagram socket, ban c6 thé don gian dung send() va recv() cho

moi giao dich. Ban than socket van la datagram socket va géi tin van dung UDP, nhung interface socket
sé tu dong thém thong tin dich va nguén gium ban.

5.9 close() va shutdown() : Bién khoi mat t6i di!

Phu! Ban d3 send() va recv() dii lidu ca ngay, va da da rdi. Ban s&n sang dong két néi trén socket
descriptor ctia minh. Dé gt. Ban chi cin ding ham close() file descriptor Unix thudng dung:

close(sockfd);

Cai nay sé chan moi lan doc va ghi tiép t8i socket. Ai d6 c6 doc hay ghi socket § dau tit xa sé nhan dudc
15i.

Phong khi ban muén kiém soét chut niia cich socket dong, ban c6 thé dung ham shutdown() . N6 cho
phép ban cit giao tiép theo mot hudng nhit dinh, hodc ca hai (gidng nhu close() ). Tom tat:

int shutdown(int sockfd, int how);

sockfd la socket file descriptor ban mudn shutdown, va how 1a mot trong céc gia tri sau:

how Tac dung

Khong cho nhén thém niia
1 Khoéng cho gtii thém niia
Khéng cho gtii 14n nhan thém niia (giéng close() )

shutdown() tra vé @ khithanh céng, vd -1 khildi (véi errno dudc set tucng dng).

Néu ban chiu kh6 dung shutdown() trén datagram socket chua connect, né chi lam socket khong con
dung dudc cho cac cti goi send() va recv() tiép theo (nhé la ban c6 thé dung chiing néu da connect()
datagram socket ctia minh).
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Luu y quan trong, shutdown() khong thuc su dong file descriptor, n6 chi d6i kha ning dung cta né. Dé
gidi phong mot socket descriptor, ban can dung close() .

Khong c6 gi ca.

(Tri viéc nhé raing néu ban dung Windows va Winsock thi nén goi closesocket() thay vi close() .)

5.10 getpeername() : Ban la ai?

Ham nay dé cuc.
Dé dén muc toi suyt khong cho né nguyén mot phan. Nhung théi ct dé day.

Ham getpeername() sé cho ban biét ai § d4u bén kia cia mot stream socket da két ndi. Tom tht:

#include <sys/socket.h>

int getpeername(int sockfd, struct sockaddr *addr, int *addrlen);

sockfd la descriptor ctia stream socket da két ndi, addr la con trd t6i mot struct sockaddr (hoac
struct sockaddr_in ) sé giit thong tin vé dau kia ctia két néi, va addrlen la con trd t6i mot int, nén

dudc khdi tao bdng sizeof *addr ho#ic sizeof(struct sockaddr) .
Ham trd -1 khildiva set errno tuong tng.

Khi d3 c6 dia chi ctia ho, ban c6 thé dung inet ntop() , getnameinfo() , hoic gethostbyaddr() déin
ra hodc 1y thém thong tin. Khong, ban khong thé 14y dugc tén login cta ho. (Thoi duge, duge. Néu may
kia chay mot ident daemon, thi 1am dudc. Tuy nhién, cai dé vidt qua pham vi tai liéu nay. Xem RFC 14133
dé biét thém.)

5.11 gethostname() : T6i la ai?
Con dé hon ca getpeername() la ham gethostname() . N6 tra vé tén ctia may tinh ma chudng trinh ctia
ban dang chay. Tén nay c6 thé dugc dung bdi getaddrinfo() & trén, dé xac dinh dia chi IP ciia may local.

Con gi vui hon? T6i nghi ra dudc vai thii, nhung ching khong lién quan téi lap trinh socket. DAu sao, day
la ban phén tich:

#include <unistd.h>

int gethostname(char *hostname, size t size);

Cac tham s6 don gian: hostname la con tré t6i mot mang char sé chia hostname sau khi ham tra vé, va
size la do dai theo byte cia mang hostname .

Ham tra vé 0 khi thanh céng, va -1 khi 161, set errno nhu thudng 1é.

Shttps://tools.ietf.org/html/rfc1413
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Chapter 6

Nén tang client-server

Thé gidi nay la thé gidi client-server, cung 6i. Gin nhu moi thii trén mang déu xoay quanh cac tién trinh
client néi chuyén véi cac tién trinh server va ngudc lai. Vi du nhu telnet . Khi ban két néi t6i mot host
ti xa trén port 23 bang telnet (client), mot chudng trinh trén host d6 (tén telnetd , server) bat day. No xt
ly két néi telnet t6i, dung cho ban mot prompt déng nhap, van van.

Figure 6.1: Tuong tac client-server.

Viéc trao ddi thong tin gilia client va server dugc tom tit trong sé do & trén.

Luu y cdp client-server cé thé ndi SOCK_STREAM, SOCK DGRAM , hodc bat cii thii gi khac (mién 13 ciing néi
mot thii). Vai cdp client-server hay gip: telnet / telnetd, ftp/ ftpd,hay Firefox / Apache . Mbi lan
ban dung ftp , c6 mdt chudng trinh tu xa tén ftpd dang phuc vu ban.

Thudng thi, mot may sé chi c6 mot server, va server do xtt ly nhiéu client bing fork() . Quy trinh cd ban
14: server chd mot két néi, accept() né, vd fork() mot tién trinh con dé xi 1y. D6 1a diéu server mau
cta chung ta lam trong phan ké tiép.

6.1 Server stream don gian

TAt ca nhiing gi server nay 1am I gui chudi “ Hello, world! ” di qua mot két ndi stream. Ban chi cin chay
no6 6 mot ctia s6, roi telnet vao tii clia s6 khac bang:

$ telnet remotehostname 3490

trong d6 remotehostname la tén may ban dang chay server.

34
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Code server!:
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/*
** server.c -- a stream socket server demo
*/

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <errno.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <netdb.h>
#include <arpa/inet.h>
#include <sys/wait.h>
#include <signal.h>

#define PORT "3490" // the port users will be connecting to

#define BACKLOG 10  // how many pending connections queue will hold

void sigchld handler(int s)

' (void)s; // quiet unused variable warning
// waitpid() might overwrite errno, so we save and restore it:
int saved errno = errno;
while(waitpid(-1, NULL, WNOHANG) > 0);
errno = saved errno;
}

// get sockaddr, IPv4 or IPvé6:
void *get in addr(struct sockaddr *sa)

{
if (sa->sa_family == AF_INET) {
return &(((struct sockaddr in*)sa)->sin _addr);
}
return &(((struct sockaddr in6*)sa)->sin6 addr);
}

int main(void)
{
// listen on sock fd, new connection on new fd
int sockfd, new fd;
struct addrinfo hints, *servinfo, *p;
struct sockaddr storage their addr; // connector's address info

Thttps://beej.us/guide/bgnet/source/examples/server.c
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socklen t sin size;
struct sigaction sa;

int yes=1;

char s[INET6 ADDRSTRLEN];
int rv;

memset (&hints, 0, sizeof hints);

hints.ai family = AF_INET;
hints.ai_socktype = SOCK STREAM;

hints.ai flags = AI PASSIVE; // use my IP

if ((rv = getaddrinfo(NULL, PORT, &hints, &servinfo)) != 0) {
fprintf(stderr, "getaddrinfo: %s\n", gai strerror(rv));
return 1;

// loop through all the results and bind to the first we can
for(p = servinfo; p != NULL; p = p->ai next) {
if ((sockfd = socket(p->ai family, p-=ai socktype,
p->ai protocol)) == -1) {
perror("server: socket");

continue;
}
if (setsockopt(sockfd, SOL SOCKET, SO REUSEADDR, &yes,
sizeof(int)) == -1) {
perror("setsockopt");
exit(1);
}
if (bind(sockfd, p-=>ai addr, p->ai addrlen) == -1) {
close(sockfd);
perror("server: bind");
continue;
}
break;

freeaddrinfo(servinfo); // all done with this structure

if (p == NULL) {
fprintf(stderr, "server: failed to bind\n");

exit(1);

}

if (listen(sockfd, BACKLOG) == -1) {
perror("listen");
exit(1);

}

sa.sa _handler = sigchld handler; // reap all dead processes
sigemptyset(&sa.sa mask);

36
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sa.sa flags = SA RESTART;

if (sigaction(SIGCHLD, &sa, NULL) == -1) {
perror(“"sigaction");
exit(1l);

}

printf("server: waiting for connections...\n");

while(1) { // main accept() loop
sin_size = sizeof their_addr;
new fd = accept(sockfd, (struct sockaddr *)&their addr,
&sin size);
if (new _fd == -1) {
perror("accept");
continue;

inet ntop(their addr.ss family,
get in addr((struct sockaddr *)&their addr),
s, sizeof s);

printf("server: got connection from %s\n", s);

if (!fork()) { // this is the child process
close(sockfd); // child doesn't need the listener
if (send(new_fd, "Hello, world!", 13, 0) == -1)
perror("send");
close(new fd);

exit(0);
}
close(new fd); // parent doesn't need this
}
return 0;

Néu ban to6 mo, t6i dé€ code trong mot ham main() to (theo t6i cAm thiy) cho rd mit cti phép. Ban ct tu
nhién tach ra thanh cac hAm nhoé hon néu thay dé chiu hon.

(C4 cai chuyén sigaction() nay c6 thé méi véi ban, khong sao. Doan code & d6 chiu trach nhiém don
dep céc tién trinh zombie xuit hién khi c4c tién trinh con da fork() thoat ra. Néu ban dé ra ca dong
zombie ma khéng don, 6ng quan tri hé thdng ctia ban sé nhay dung 1én.)

Ban c6 thé 13y dii liéu tii server nay bang client liét ké & phan tiép theo.

6.2 Client stream don gian

Cau nay con dé hon ca server. T4t ca nhiing gi client nay lam 13 két néi t6i host ban ghi & dong lénh, port
3490. N6 nhan chudi server gtii di.

Source client?:

Zhttps://beej.us/guide/bgnet/source/examples/client.c
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/*
** client.c -- a stream socket client demo
&

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <errno.h>
#include <string.h>
#include <netdb.h>
#include <sys/types.h>
#include <netinet/in.h>
#include <sys/socket.h>

#include <arpa/inet.h>
#define PORT "3490" // the port client will be connecting to
#define MAXDATASIZE 100 // max number of bytes we can get at once

// get sockaddr, IPv4 or IPvé6:
void *get in addr(struct sockaddr *sa)

{
if (sa->sa family == AF_INET) {
return &(((struct sockaddr in*)sa)->sin_addr);
}
return &(((struct sockaddr in6*)sa)->sin6 addr);
}

int main(int argc, char *argv[])

int sockfd, numbytes;

char buf[MAXDATASIZE];

struct addrinfo hints, *servinfo, *p;
int rv;

char s[INET6 ADDRSTRLEN];

if (argc !'= 2) {
fprintf(stderr,"usage: client hostname\n");
exit(1l);

memset (&hints, 0, sizeof hints);
hints.ai family = AF _UNSPEC;
hints.ai socktype = SOCK STREAM;

if ((rv = getaddrinfo(argv[1l], PORT, &hints, &servinfo)) != 0) {

fprintf(stderr, "getaddrinfo: %s\n", gai strerror(rv));
return 1;

// loop through all the results and connect to the first we can
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for(p = servinfo; p != NULL; p = p->ai next) {
if ((sockfd = socket(p->ai family, p-=ai socktype,

p->ai protocol)) == -1) {
perror("client: socket");
continue;

inet ntop(p->ai family,
get in addr((struct sockaddr *)p->ai addr),
s, sizeof s);
printf("client: attempting connection to %s\n", s);

if (connect(sockfd, p-=ai addr, p-=>ai addrlen) == -1) {
perror("client: connect");
close(sockfd);
continue;

break;

if (p == NULL) {
fprintf(stderr, "client: failed to connect\n");
return 2;

inet ntop(p->ai_ family,
get in addr((struct sockaddr *)p->ai addr),
s, sizeof s);

printf("client: connected to %s\n", s);

freeaddrinfo(servinfo); // all done with this structure

if ((numbytes = recv(sockfd, buf, MAXDATASIZE-1, 0)) == -1) {
perror("recv");
exit(1);

}

buf[numbytes] = '\0';

printf(“"client: received '%s'\n",buf);

close(sockfd);

return 0;

Dé y néu ban khong chay server trudc khi chay client, connect() tra vé “Connection refused”. Rat hiiu
ich.
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6.3 Datagram socket

Ta da di qua cd ban ctia UDP datagram socket 6 phan thao luin vé sendto() va recvfrom() phia trén,

nén tbi chi gi6i thiéu vai chuong trinh mau: talker.c va listener.c .

listener ngoi trén mdt may chd goi tin t6i 6 port 4950. talker gli mot goi téi port do, trén may dudce
chi dinh, chta bat ct thi gi ngudi dung go 6 dong lénh.

Vi datagram socket khong c6 két ndi va chi ban géi tin ra khéng trung vai thai do ths 6 vé chuyén ¢ dén
ndi khong, ta sé bao client va server dung cu thé IPv6. Nhu vay ta tranh dugc tinh hudng server ling nghe
trén IPv6 con client gtii bang IPv4; dii liéu don gian sé khong duge nhan. (O thé gidi TCP stream socket co
két néi, 1éch kiéu nay van c6 thé xay ra, nhung 16i connect() cho mdt address family sé& khién ta tht lai
cai kia.)

Day la source ciia listener.c 3:

/*
** listener.c -- a datagram sockets "server" demo
*/

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <errno.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>

#define MYPORT "4950" // the port users will be connecting to
#define MAXBUFLEN 100

// get sockaddr, IPv4 or IPv6:
void *get in addr(struct sockaddr *sa)

{
if (sa->sa_family == AF_INET) {
return &(((struct sockaddr in*)sa)->sin_addr);
}
return &(((struct sockaddr in6*)sa)->sin6_addr);
}
int main(void)
{
int sockfd;
struct addrinfo hints, *servinfo, *p;
int rv;

int numbytes;
struct sockaddr storage their addr;
char buf[MAXBUFLEN];

Shttps://beej.us/guide/bgnet/source/examples/listener.c
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socklen t addr len;
char s[INET6_ADDRSTRLEN];

memset (&hints, 0, sizeof hints);

hints.ai_family = AF_INET6; // or set to AF_INET to use IPv4
hints.ai socktype = SOCK DGRAM;

hints.ai flags = AI PASSIVE; // use my IP

if ((rv = getaddrinfo(NULL, MYPORT, &hints, &servinfo)) != 0)
fprintf(stderr, "getaddrinfo: %s\n", gai strerror(rv));
return 1;

// loop through all the results and bind to the first we can
for(p = servinfo; p != NULL; p = p->ai next) {
if ((sockfd = socket(p->ai family, p->ai socktype,

p->ai protocol)) == -1) {
perror("listener: socket");
continue;
}
if (bind(sockfd, p->ai addr, p->ai addrlen) == -1) {
close(sockfd);
perror("listener: bind");
continue;
}
break;

if (p == NULL) {
fprintf(stderr, "listener: failed to bind socket\n");
return 2;

freeaddrinfo(servinfo);
printf("listener: waiting to recvfrom...\n");

addr_len = sizeof their addr;

if ((numbytes = recvfrom(sockfd, buf, MAXBUFLEN-1 , O,
(struct sockaddr *)&their addr, &addr len)) == -1) {
perror("recvfrom");
exit(1);

printf("listener: got packet from %s\n",
inet_ntop(their_addr.ss_family,
get in addr((struct sockaddr *)&their addr),
s, sizeof s));
printf("listener: packet is %d bytes long\n", numbytes);
buf[numbytes] = '\0';
printf("listener: packet contains \"%s\"\n", buf);

41
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close(sockfd);

return 0;

42

accept() . bay la mot cai thu vi ctia datagram socket chua connect!

Tiép theo la source ctia talker.c *:

Déy trong ct goi getaddrinfo() cudiclung ta ding SOCK DGRAM . Ciing luu y khong cin listen() hay

/*
** talker.c -- a datagram "client" demo
*/

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <errno.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>

#define SERVERPORT "4950" // the port users will be connecting to

int main(int argc, char *argvl[])
{
int sockfd;
struct addrinfo hints, *servinfo, *p;
int rv;
int numbytes;

if (argc !'= 3) {
fprintf(stderr,"usage: talker hostname message\n");
exit(1);

memset (&hints, 0, sizeof hints);
hints.ai family = AF _INET6; // set to AF INET to use IPv4
hints.ai socktype = SOCK DGRAM;

rv = getaddrinfo(argv[1], SERVERPORT, &hints, &servinfo);
if (rv 1= 0) {
fprintf(stderr, "getaddrinfo: %s\n", gai strerror(rv));
return 1;

// loop through all the results and make a socket

“https://beej.us/guide/bgnet/source/examples/talker.c
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for(p = servinfo; p != NULL; p = p->ai next) {
if ((sockfd = socket(p->ai family, p-=ai socktype,

p->ai protocol)) == -1) {
perror("talker: socket");
continue;
}
break;

if (p == NULL) {
fprintf(stderr, "talker: failed to create socket\n");

return 2;
}
if ((numbytes = sendto(sockfd, argv[2], strlen(argv[2]), O,
p->ai addr, p->ai addrlen)) == -1) {
perror("talker: sendto");
exit(1);

freeaddrinfo(servinfo);

printf("talker: sent %d bytes to %s\n", numbytes, argv[1l]);
close(sockfd);

return 0;

Va bay nhiéu thoi! Chay listener trén mot may, roi chay talker trén mdt may khac. Xem ching noi
chuyén véi nhau! Niém vui lanh manh cho ca nha!

Ban con cha can chay server lan nay! Ban c6 thé chay talker mot minh, vd né vui vé bén goéi tin ra
khong trung, ching bién mét néu dau kia khéng c6 ai sén recvfrom() chd. Nhé nhé: dii liéu glii qua UDP
datagram socket khong dam bao téi nai!

Trii mét chi tiét nho ma tdi da nhic nhiéu lan & trén: datagram socket da connect. T6i cin néi 6 day, vi ta
dang 6 phan datagram cta tai liéu. Gia stt talker goi connect() va chidinh dia chicta listener . Tu
ltc d6, talker chico thé gui téi va nhan ti dia chi dugc connect() chi dinh. Vily do d6, ban khong can
dung sendto() va recvfrom() ,ctidung send() va recv() cho xong.



Chapter 7

Mot Vai K§ Thuat Hoi Nang Cao

M4y cai nay that ra khong nang cao gi cho 1dm, nhung né da ra khoi phin can ban ma ching ta da di qua
roi. That ra, néu ban da 1€ t6i tn day, ban c6 thé tu cho minh 14 kha thanh thao phan can ban cua lap trinh
mang Unix réi ddy! Chic muing!

Vay gid chung ta budc vao cai thé gii méi mé va ruc rd cta nhiing thit bi hiém hon vé socket ma ban ¢
thé mudn tim hiéu. Chién thoi!

7.1 Blocking

Blocking. Ban da nghe vé né roi, viy né thuc chit 1a cai quai gi? Noi gon, “block” 14 tiéng léng dan ky
thuat dé€ chi “ngt”. Ban chic d3 d€ y ring khi chay listener & phia trén, né cti ngdi d6 chd cho dén khi
6 gobi tin dén. Cai xay raland da goi recvfrom() , ching c6 dii liéu nao ca, nén ngudi ta ndi recvfrom()
da “block” (nghia 1a ndm ngu & d6) cho t6i khi c6 dit liéu.

R4t nhiéu ham bi block. accept() bi block. Toan bd ho hang recv() déu bi block. Ly do ching lam
dugc vay 1a vi chiing duge phép lam vay. Khi ban tao socket descriptor 1an d4u béng socket() , kernel
dit n6 6 ché dd blocking. Néu ban khong mudn mot socket bi blocking, ban phai goi fentl() :

#include <unistd.h>
#include <fcntl.h>

sockfd = socket(PF_INET, SOCK STREAM, 0);
fcntl(sockfd, F SETFL, 0 NONBLOCK);

Bang cach dit socket 6 ché do non-blocking, ban c6 thé “poll” socket dé 14y thong tin mot cach hiéu qua.
Néu ban c6 ging doc tit modt socket non-blocking ma khéng ¢6 dit liéu, n6é khong duge phép block, né sé
travé -1 va errno dugc gan thanh EAGAIN hodc EWOULDBLOCK .

(Khoan, né c6 thé tra vé EAGAIN hodc EWOULDBLOCK ? VAy phai kiém tra c4i ndo? Dic ta that ra khong
chi dinh hé théng ctia ban sé tra vé cai nao, nén dé€ code chay dudc trén moi ndi, kiém tra ca hai.)

No6i chung thi, ki€u polling nay la y tdi. Néu ban dit chudng trinh vao mot vong lip busy-wait dé tim dil
liéu trén socket, ban sé ngén CPU nhu thé né mién phi. M6t giai phap thanh lich hon dé kiém tra xem c6

44
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dii liéu dang dgi dudc doc hay khong sé xuit hién trong phan tiép theo vé poll() .

7.2 poll() : Synchronous I/O Multiplexing

Céi ban thuc su mudn lam 1a bing cach nao d6 theo ddi mot dong socket cuing ltc roi xt ly nhiing cai nao
da c6 dii liu sn. Nhu vy ban khéng cin phai lién tuc poll tit ca miy cai socket d6 xem cai nao sén sang
doc.

Xin luu y: poll() chdam kinh khiing khi s6 lugng két néi cuc Ion. Trong nhiing tinh huéng d6, ban
€ ¢6 hiéu ndng tdt hon néu diung moét event library nhu libevent®, thu vién ndy cd gang dung phuong
phap nhanh nhdt c6 sdn trén hé théng cia ban.

%https://libevent.org/

Vay lam sao tranh duge polling? Mot cach ¢ chut trg tréu 13, ban ¢ thé tranh polling bing cich dung
system call poll() . N6i gon, ching ta s& nhs hé diéu hanh lam hét phan viéc ban cho minh, va chi can
b4o cho chiing ta biét khi nio c6 dii liéu sin sang dé doc trén socket ndo. Trong thdi gian d6, process ctia
ching ta c6 thé ndm ngu, tiét kiém tai nguyén hé thong.

K& hoach chung la giti mét mang struct pollfd chuta théng tin vé nhiing socket descriptor nao chung
ta muon theo doi, va muén theo ddi nhiing loai su kién nao. Hé diéu hanh sé block 6 16i goi poll() cho
dén khi mot trong nhiing su kién d6 xay ra (vi du “socket sin sang dé doc!”) hoidc cho dén khi hét thdi gian
timeout ma ngudi dung dat.

Tién 10i & chd, mot socket dang listen() sé& bao “sin sang doc” khi c6 mot két ndi méi sin sang dé

accept() .

No6i du roi. Lam sao dung cai nay day?

#include <poll.h>

int poll(struct pollfd fds[], nfds t nfds, int timeout);

fds la mang théng tin (socket nao theo doi cai gi), nfds 1a s6 phin tu trong mang, con timeout la
timeout tinh bing milliseconds. N6 tra vé s& phén tii trong mang da ¢ su kién xay ra.

Hiy xem qua cai struct do:

struct pollfd {
int fd; // the socket descriptor
short events; // bitmap of events we're interested in
short revents; // on return, bitmap of events that occurred

};

Vay chiing ta s& c6 mot mang nhiing cai d6, va sé dit trudng fd ctia mdi phan tl bing socket descriptor
ma ching ta quan tdm theo déi. Rdi chung ta sé dit trudng events dé chi dinh loai su kién quan tAm.

Trudng events la phép OR bit cua cac gia tri sau:

Macro Mb ta
POLLIN Béo cho ti khi c6 dii liéu sdn sang dé recv() trén socket nay.
POLLOUT Béo cho t6i khi t6i c6 thé send() dii liéu dén socket nay ma khong bi block.

POLLHUP Bao cho t61 khi d4u bén kia déng két néi.
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Khi d4 c6 mang struct pollfd sin sang, ban c6 thé truyén n6 cho poll() , kém theo kich thudc mang,
cung véi gia tri timeout tinh bang milliseconds. (Ban c6 thé chi dinh timeout &m d€ chs mai.)

Sau khi poll() tra vé, ban c6 thé kiém tra trudng revents dé€ xem POLLIN hodc POLLOUT cé dudc bat
khong, cho biét su kién d6 da xay ra.

(That ra ban c6 thé lam nhiéu hon v6i poll() . Xem man page ctia poll() , & phia dudi, d€ biét chi tiét.)

Day la mot vi du', ching ta chg 2.5 gidy dé c6 dii liéu s&n sang doc tii standard input, ttic 1a khi ban bAm
RETURN :

#include <stdio.h>
#include <poll.h>
int main(void)
{
struct pollfd pfds[1l]; // More if you want to monitor more
pfds[0].fd = 0; // Standard input
pfds[0].events = POLLIN; // Tell me when ready to read
// If you needed to monitor other things, as well:
//pfds[1].fd = some_socket; // Some socket descriptor
//pfds[1].events = POLLIN; // Tell me when ready to read
printf("Hit RETURN or wait 2.5 seconds for timeout\n");
int num_events = poll(pfds, 1, 2500); // 2.5 second timeout
if (num_events == 0) {
printf("Poll timed out!\n");
} else {
int pollin happened = pfds[0].revents & POLLIN;
if (pollin_happened) {
printf("File descriptor %d is ready to read\n",
pfds[0].fd);
} else {
printf("Unexpected event occurred: %d\n",
pfds[0].revents);
}
}
return 0;
}

Chu vy lai ring poll() tra vé s6 phin td trong mang pfds ma c6 su kién xay ra. N6 khong cho ban biét
phan tii ndo trong mang (ban van phai quét dé tim), nhung né c6 cho ban biét c6 bao nhiéu phan tu c6
trudng revents khac khong (nén ban c6 thé ngiing quét sau khi tim dudc du s6 do).

C6 vai cau hoi c6 thé nay ra ¢ day: 1am sao thém file descriptor méi vao tap hgp truyén cho poll() ? Cho
cai ndy, chi can dam bao ban c6 di chd trong mang cho tit ca nhiing gi ban cin, hodc realloc() thém
chd khi can.

Ihttps://beej.us/guide/bgnet/source/examples/poll.c
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Con viéc x6a phan ti khoi tap hdp thi sao? Cho cai nay, ban c6 thé sao chép phin ti cudi cling trong mang
de 1én phin tii ban dang x6a. Roi truyén vao mét s6 dém nho hon mét don vi cho poll() . Mot cach khac
la ban c6 thé dit trudng fd thanh mot s6 Am va poll() sé bod qua nod.

Lam sao rap tat ca lai thanh mot chat server ma ban c6 thé telnet vao?

Cai chung ta sé lam la khdi tao mot listener socket, roi thém né vao tép file descriptor cho poll() theo
di. (N6 s& bao sdn-sang-doc khi c6 két néi di téi.)

R6i chung ta sé thém cac két n6i méi vao mang struct pollfd cta minh. Va ching ta s€ mé réong nd
linh d6ng néu hét ché.

Khi mét két noi bi dong, ching ta sé x6a n6 khoi mang.

Va khi mot két néi s&n-sang-doc, ching ta sé doc dii lidu tli né va gii dii liéu d6 t6i tat ca cac két néi khac
dé ho thiy dugc ngusi khac go gi.

Hay thii poll server nay?. Chay né trong mt ctia s6, réi telnet localhost 9034 tiimotsd clia sd terminal
khac. Ban sé thiy dugc nhiing gi ban go trong mot clia s6 hién ra 8 nhiing ctia s6 kia (sau khi bAm RETURN).
Khong chi viy, néu ban bAm CTRL-] roigd quit dé thoat telnet , server sé phét hién viéc ngét két ndi
va x6a ban khoi mang file descriptor.

/*
** pollserver.c -- a cheezy multiperson chat server
&

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>
#include <poll.h>

#define PORT "9034" // Port we're listening on

/*
* Convert socket to IP address string.
* addr: struct sockaddr in or struct sockaddr in6
*/
const char *inet ntop2(void *addr, char *buf, size t size)
{
struct sockaddr storage *sas = addr;
struct sockaddr in *sa4;
struct sockaddr in6 *sa6;
void *src;

switch (sas->ss family) {
case AF_INET:
sad = addr;

2https://beej.us/guide/bgnet/source/examples/pollserver.c
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src = &(sad4->sin_addr);
break;

case AF_INET6:
sab = addr;
src = &(sab->sin6_addr);
break;

default:
return NULL;

return inet ntop(sas->ss family, src, buf, size);

/*

* Return a listening socket.

*/

int get listener socket(void)

{

int listener; // Listening socket descriptor
int yes=1; // For setsockopt() SO REUSEADDR, below
int rv;

struct addrinfo hints, *ai, *p;

// Get us a socket and bind it

memset (&hints, 0, sizeof hints);

hints.ai family = AF INET;

hints.ai socktype = SOCK STREAM;

hints.ai flags = AI_PASSIVE;

if ((rv = getaddrinfo(NULL, PORT, &hints, &ai)) !'= 0) {

fprintf(stderr, "pollserver: %s\n", gai strerror(rv));
exit(1);

for(p = ai; p != NULL; p = p->ai next) {

listener = socket(p->ai family, p->ai socktype,
p->ai protocol);
if (listener < 0) {
continue;

// Lose the pesky "address already in use" error message
setsockopt(listener, SOL SOCKET, SO REUSEADDR, &yes,
sizeof(int));

if (bind(listener, p->ai addr, p->ai addrlen) < 0) {

close(listener);
continue;

}

break;
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// If we got here, it means we didn't get bound
if (p == NULL) {
return -1;

freeaddrinfo(ai); // All done with this

// Listen
if (listen(listener, 10) == -1) {
return -1;
}
return listener;
}
/*
* Add a new file descriptor to the set.
7

void add to pfds(struct pollfd **pfds, int newfd, int *fd count,
int *fd_size)

// If we don't have room, add more space in the pfds array
if (*fd_count == *fd _size) {

*fd_size *= 2; // Double it

*pfds = realloc(*pfds, sizeof(**pfds) * (*fd size));

(*pfds) [*fd _count].fd = newfd;
(*pfds) [*fd count].events = POLLIN; // Check ready-to-read
(*pfds) [*fd count].revents = 0;

(*fd_count)++;

/*

* Remove a file descriptor at a given index from the set.

*/

void del from pfds(struct pollfd pfds[], int i, int *fd count)
{

// Copy the one from the end over this one
pfds[i] = pfds[*fd count-1];

(*fd _count)--;

/*
* Handle incoming connections.
*/
void handle new connection(int listener, int *fd count,
int *fd size, struct pollfd **pfds)

struct sockaddr storage remoteaddr; // Client address
socklen t addrlen;
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int newfd; // Newly accept()ed socket descriptor
char remoteIP[INET6 ADDRSTRLEN];

addrlen = sizeof remoteaddr;
newfd = accept(listener, (struct sockaddr *)&remoteaddr,

&addrlen);
if (newfd == -1) {
perror("accept");
} else {

add to pfds(pfds, newfd, fd count, fd size);

printf("pollserver: new connection from %s on socket %d\n",
inet ntop2(&remoteaddr, remoteIP, sizeof remoteIP),

newfd) ;
}
}
/*
* Handle regular client data or client hangups.
<

void handle client data(int listener, int *fd count,
struct pollfd *pfds, int *pfd i)

char buf[256]; // Buffer for client data
int nbytes = recv(pfds[*pfd i].fd, buf, sizeof buf, 0);
int sender fd = pfds[*pfd i].fd;

if (nbytes <= 0) { // Got error or connection closed by client
if (nbytes == 0) {
// Connection closed
printf("pollserver: socket %d hung up\n", sender fd);
} else {
perror("recv");

close(pfds[*pfd i].fd); // Bye!
del from pfds(pfds, *pfd i, fd count);

// reexamine the slot we just deleted
(*pfd_1i)--;

} else { // We got some good data from a client
printf("pollserver: recv from fd %d: %.*s", sender fd,
nbytes, buf);
// Send to everyone!
for(int j = 0; j < *fd count; j++) {
int dest fd = pfds[jl.fd;

// Except the listener and ourselves
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if (dest fd != listener && dest fd != sender fd) {
if (send(dest fd, buf, nbytes, 0) == -1) {
perror("send");

}
}
}
}

}
/*

* Process all existing connections.
*/

void process connections(int listener, int *fd count, int *fd size,
struct pollfd **pfds)

{
for(int 1 = 0; i < *fd_count; i++) {
// Check if someone's ready to read
if ((*pfds)[i].revents & (POLLIN | POLLHUP)) {
// We got one!!
if ((*pfds)[i].fd == listener) {
// If we're the listener, it's a new connection
handle_new_connection(listener, fd_count, fd_size,
pfds);
} else {
// Otherwise we're just a regular client
handle client data(listener, fd count, *pfds, &i);
}
}
}
}
/*

* Main: create a listener and connection set, loop forever
* processing connections.
*/

int main(void)

{

int listener; // Listening socket descriptor

// Start off with room for 5 connections

// (We'll realloc as necessary)

int fd size = 5;

int fd count = 0;

struct pollfd *pfds = malloc(sizeof *pfds * fd size);

// Set up and get a listening socket
listener = get listener socket();

if (listener == -1) {
fprintf(stderr, "error getting listening socket\n");
exit(1);
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// Add the listener to set;

// Report ready to read on incoming connection
pfds[0].fd = listener;

pfds[0].events = POLLIN;

fd_count = 1; // For the listener
puts("pollserver: waiting for connections...");
// Main loop

for(;;) {
int poll count = poll(pfds, fd count, -1);

if (poll count == -1) {
perror("poll");
exit(1);

}

// Run through connections looking for data to read
process connections(listener, &fd count, &fd size, &pfds);

free(pfds);

Trong phan tiép theo, ching ta sé xem mot ham tudng tu, ciit hon, goi la select() . Ca select() va

poll() déu co chiic ning va hiéu ning tudng tu nhau, chi khac nhau & cach dung. select() c6 thé
portable hon mét chut, nhung c6 1& hai cong kénh khi st dung. Chon c4i nao ban thich nhit, mién 1a né
dudc hd trg trén hé théng ctia ban.

7.3 select() : Synchronous I/O Multiplexing, Kiéu C6 Dién

Ham nay hoi la, nhung rét hitu ich. Hay tudng tudng tinh hudng sau: ban 1a mot server, ban mudn ling
nghe cac két néi méi di t6i dong thsi van tiép tuc doc tii nhiing két néi ban da cé.

Khéng thanh van dé, ban noéi, chi cAin mdt accept() va vaicai recv() la xong. Khoan da, anh ban! L3
ban dang block & 131 goi accept() thisao? Ban sé recv() dii liéu ki€u gi cing lic d6? “Dung socket
non-blocking di!” Con lau! Ban ddu mudn thanh ké ngén CPU. Vay thi sao?

select() cho ban quyén ning theo ddi nhiéu socket ciing mét lic. N6 sé cho ban biét c4i ndo sén sang
doc, cai nao san sang ghi, va cai ndo da phat sinh exception, néu ban thuc su mudn biét cai do.

Xin luu y: select() , du rdt portable, cham kinh khiing khi s6 lugng két néi cuc I6n. Trong nhiing
tinh hudng do, ban sé c6 hiéu nang tot hon néu dung mot event library nhu libevent®, thu vién ndy cd
ging ding phuong phap nhanh nhét cé sin trén hé thong ctia ban.

“https://libevent.org/

Khong dai dong niia, toi sé gidi thiéu tom tit vé select() :


https://libevent.org/
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#include <sys/time.h>
#include <sys/types.h>
#include <unistd.h>

int select(int numfds, fd set *readfds, fd set *writefds,
fd set *exceptfds, struct timeval *timeout);

Ham nay theo ddi cac “tap hgp” file descriptor; cu thé 1 readfds , writefds, va exceptfds . Néu ban
mudn xem minh c6 thé doc ti standard input va mot socket descriptor nao d6, sockfd , thi chi cAn thém
céc file descriptor @ va sockfd vao tAp readfds . Tham s6 numfds nén dugc dit bng gié tri cua file
descriptor cao nhat cong mot. Trong vi du nay, né nén duge dit thanh sockfd+1 , vi chic chin né cao hon
standard input ( 0 ).

Khi select() travé, readfds sé bistia d€ phan 4nh cai nao trong cac file descriptor ban da chon 14 s&n
sang dé doc. Ban c6 thé kiém tra chting bdng macro FD_ISSET() , § phia dudi.

Trude khi di xa hon, t6i s& noi vé cach thao tac véi cac tip hop ndy. Mbi tap thuoc kiéu fd set . Cac
macro sau lam viéc véi kiéu nay:

Ham Mo ta

Thém fd vao set.
FD SET(int fd, fd set *set);

Bo fd khoi set .
FD CLR(int fd, fd set *set);

Tra vé true néu fd ndm trong set .
FD ISSET(int fd, fd set *set);

Xoba toan bo phan tit khoi set .
FD ZERO(fd set *set);

Cudi cung, cdi struct timeval la dinay la gi vady? Nhiéu khi ban khong mudn chg v6 tan dé€ ai d6 gtii
dii liéu. C6 thé cti mbi 96 gidy ban mudn in “Still Going..” ra terminal mic dit ching c6 gi xay ra. Céi struct
thoi gian nay cho phép ban chi dinh khoang théi gian timeout. Néu thdi gian bi vugdt qua ma select()
van chua tim thdy file descriptor nao sén sang, né sé tra vé dé ban c6 thé tiép tuc xii ly.

struct timeval co cac trudng sau:

struct timeval {
int tv_sec; // seconds
int tv_usec; // microseconds

1

Chi cin gan tv_sec bidng s6 gidy cin chg, va tv_usec bdng s microsecond cin chd. Vang, 1a _mi-
cro_second, khong phai millisecond. C6 1.000 microsecond trong mét millisecond, va 1.000 millisecond
trong mot gidy. Nhu vay, c6 1.000.000 microsecond trong mot gidy. Tai sao lai 14 “usec”? Chit “u” duge vé
trong giong chii cai Hy Lap p (Mu) ma ching ta dung cho “micro”. Ngoai ra, khi ham tra vé, timeout cé
thé dugdc cip nhat d€ cho biét thsi gian con lai. Ci nay tuy vao ban Unix ban dang chay.

Yay! Chung ta c6 timer d6 phin giai microsecond! Khoan da, diing tin vao diéu d6. Chéc ban sé phai chd
mot phan khoang timeslice tiéu chuin ctia Unix bat ké ban dit struct timeval nho cd nao.
Mot vai chuyén tha vi khac: Néu ban gan cac trudng trong struct timeval thanh 0, select() sé

timeout ngay lap tic, vé ban chét la poll toan bd file descriptor trong cac tip ctia ban. Néu ban dit tham
s6 timeout thanh NULL, né s& khéng bao gis timeout, va sé chd cho dén khi file descriptor dau tién san
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sang. Cudi cung, néu ban khong quan tim dén viéc chd mot tip nao do, ban chi can dit né thanh NULL
trong 16i goi select() .

Doan code sau® chg 2.5 gidy dé c6 thii gi d6 xuit hién trén standard input:

/*
** select.c -- a select() demo
&7

#include <stdio.h>
#include <sys/time.h>
#include <sys/types.h>
#include <unistd.h>

#define STDIN © // file descriptor for standard input

int main(void)

{
struct timeval tv;
fd set readfds;

tv.tv_sec = 2;
tv.tv_usec = 500000;

FD ZERO(&readfds);
FD SET(STDIN, &readfds);

// don't care about writefds and exceptfds:
select(STDIN+1, &readfds, NULL, NULL, &tv);

if (FD_ISSET(STDIN, &readfds))
printf("A key was pressed!\n");
else
printf("Timed out.\n");

return 0;

Néu ban dang dung terminal ché d6 line-buffered, phim ban bam phai 12 RETURN, néu khdng né van sé
timeout.

Luc nay, mot vai ngudi trong cac ban c6 thé nghi diy 1a cach tuyét vai d€ chd dii liéu trén datagram socket,
va cic ban dung: né c6 thé. Mot s Unix c6 thé dung select theo kiéu nay, mot s6 thi khong. Ban nén xem
man page dia phudng ctia minh néi gi vé chuyén nay néu muén thu.

Mot s8 Unix cap nhit théi gian trong struct timeval cuia ban d€ phan anh lugng théi gian con lai trudce
khi timeout. Nhung s6 khac thi khéng. Duing trong cdy vao chuyén d6 néu ban muén portable. (Dung

gettimeofday() néu ban can theo doi théi gian da tréi qua. Pang tiéc, toi biét, nhung su doi la vay.)

Chuyén gi xay ra néu mdt socket trong tap doc dong két ndi? Trong trudng hdp do, select() sé tra vé
v6i socket descriptor d6 dudc danh diu 1 “sin sang doc”. Khi ban thuc su recv() tiiné, recv() sé tra

vé 0. D0 1a cach ban biét client da dong két noi.

Mot diém thu vi nita vé select() : néu ban c6 mot socket dang listen() , ban co thé kiém tra xem c6

Shttps://beej.us/guide/bgnet/source/examples/select.c
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két n6i mdi hay khong bang cach dit file descriptor ctia socket d6 vao tap readfds .
Va d0, cac ban cta toi, 1a tdng quan nhanh vé ham select() diy quyén ning.

Nhung, theo yéu cau dong dao, day la mot vi du chi ti€t. Khong may, su khac biét gitia vi du don gian nhu

bun § trén va cai nay day 1a dang ké. Nhung hiy xem qua, r6i doc phan mo ta di kém sau dé.

Chuong trinh nay* hoat d6ng nhu moét chat server da ngusi dung don gian. Khéi dong né trong mot ciia
0, 161 telnet vao (“ telnet hostname 9034 ”) tit nhiéu cta s6 khic. Khi ban gb gi d6 trong mot phién
telnet , nd sé xuat hién & tat ca phién con lai.

/*
** selectserver.c -- a cheezy multiperson chat server
*/

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>

#define PORT "9034" // port we're listening on

/*
* Convert socket to IP address string.
* addr: struct sockaddr in or struct sockaddr in6
*/
const char *inet ntop2(void *addr, char *buf, size t size)
{
struct sockaddr storage *sas = addr;
struct sockaddr in *sa4;
struct sockaddr in6 *sa6;
void *src;

switch (sas->ss family) {
case AF INET:

sa4 = addr;
src = &(sad4->sin_addr);
break;

case AF_INET6:
sa6 = addr;
src = &(sab->sin6_addr);
break;

default:

return NULL;

return inet ntop(sas->ss family, src, buf, size);

“https://beej.us/guide/bgnet/source/examples/selectserver.c
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/*
* Return a listening socket
&/
int get listener socket(void)
{
struct addrinfo hints, *ai, *p;
int yes=1; // for setsockopt() SO REUSEADDR, below
int rv;

int listener;

// get us a socket and bind it

memset (&hints, 0, sizeof hints);

hints.ai_family = AF_UNSPEC;

hints.ai socktype = SOCK STREAM;

hints.ai flags = AI PASSIVE;

if ((rv = getaddrinfo(NULL, PORT, &hints, &ai)) != 0) {
fprintf(stderr, "selectserver: %s\n", gai strerror(rv));
exit(1);

for(p = ai; p != NULL; p = p->ai_next) {
listener = socket(p->ai family, p-=ai socktype,
p->ai protocol);
if (listener < 0) {
continue;

// lose the pesky "address already in use" error message
setsockopt(listener, SOL SOCKET, SO REUSEADDR, &yes,
sizeof(int));

if (bind(listener, p->ai addr, p->ai_addrlen) < 0) {

close(listener);
continue;

}

break;

// if we got here, it means we didn't get bound

if (p == NULL) {
fprintf(stderr, "selectserver: failed to bind\n");
exit(2);

freeaddrinfo(ai); // all done with this

// listen

if (listen(listener, 10) == -1) {
perror("listen");
exit(3);
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return listener;

/*
* Add new incoming connections to the proper sets
*/
void handle new connection(int listener, fd set *master, int *fdmax)
{
socklen t addrlen;
int newfd; // newly accept()ed socket descriptor
struct sockaddr storage remoteaddr; // client address
char remoteIP[INET6 ADDRSTRLEN];

addrlen = sizeof remoteaddr;
newfd = accept(listener,
(struct sockaddr *)&remoteaddr,

&addrlen);
if (newfd == -1) {
perror("accept");
} else {

FD_SET(newfd, master); // add to master set

if (newfd > *fdmax) { // keep track of the max
*fdmax = newfd;

}

printf("selectserver: new connection from %s on
"socket %d\n",
inet ntop2(&remoteaddr, remoteIP, sizeof remoteIP),

newfd) ;
}
}
/*
* Broadcast a message to all clients
<Y

void broadcast(char *buf, int nbytes, int listener, int s,
fd set *master, int fdmax)

{
for(int j = 0; j <= fdmax; j++) {
// send to everyone!
if (FD _ISSET(j, master)) {
// except the listener and ourselves
if (j !'= listener && j '=s) {
if (send(j, buf, nbytes, 0) == -1) {
perror("send");
}
}
}
}
}

/*
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* Handle client data and hangups

Y
void handle client data(int s, int listener, fd set *master,
int fdmax)
{
char buf[256]; // buffer for client data
int nbytes;

// handle data from a client
if ((nbytes = recv(s, buf, sizeof buf, 0)) <= 0) {
// got error or connection closed by client
if (nbytes == 0) {
// connection closed
printf("selectserver: socket %d hung up\n", s);
} else {
perror("recv");
}
close(s); // bye!
FD_CLR(s, master); // remove from master set
} else {
// we got some data from a client
broadcast(buf, nbytes, listener, s, master, fdmax);

}
}
/*
* Main
*/
int main(void)
{
fd set master; // master file descriptor list
fd _set read fds; // temp file descriptor list for select()
int fdmax; // maximum file descriptor number
int listener; // listening socket descriptor

FD_ZERO(&master); // clear the master and temp sets
FD ZERO(&read fds);

listener = get listener socket();

// add the listener to the master set
FD_SET(listener, &master);

// keep track of the biggest file descriptor
fdmax = listener; // so far, it's this one

// main loop
for(;;) {
read fds = master; // copy it
if (select(fdmax+1l, &read fds, NULL, NULL, NULL) == -1) {
perror("select");
exit(4);
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// run through the existing connections looking for data
// to read
for(int i = 0; i <= fdmax; i++) {

if (FD ISSET(i, &read fds)) { // we got one!!

if (i == listener)
handle new connection(i, &master, &fdmax);
else
handle client data(i, listener, &master, fdmax);
}
}
}
return 0;

Chu y rang t6i c6 hai tap file descriptor trong code: master va read_fds . Tap dau, master , giii tit ca
socket descriptor hién dang dudc két ndi, ciing nhu socket descriptor dang lang nghe két néi méi.

Ly do t6i c6 tdp master 1A vi select() that su sia tdp ban truyén vao dé phan anh socket nao dang s&n

sang doc. Vi toi phai theo doi cac két ndi tii 1an goi select() nay qua lan goi ké, t6i phai giit ching &

mot ndi an toan. Vao phut choét, toi sao chép master sang read fds , ro6i méi goi select() .

Nhung chéng phai diéu d6 c6 nghia 1a méi lan t6i c6 két ndi méi, toi phai thém né vao tip master sao?

Chuén! Va mbi khi mot két néi dong, toi phai x6a né khoi tdp master a? Vang, ding vay.

Chu v 14 t6i kiém tra khi nao socket listener sn sang doc. Khi n6 sin sang, nghia 1a t6i c6 mot két néi

méi dang chd, va toi accept() no rdoi thém vao tdp master . Tuong tu, khi mét két néi client sin sang

doc, va recv() travé 0, tdibiét client da dong két ndi, va tdi phai x6a n6 khoi tdp master .

Néu recv() cua client trd vé khac khong, thi t6i biét da co dii liéu dugc nhan. Nén t6i 14y nd, roéi duyét

qua danh sach master va gii dii liéu d6 dén tat ca cac client dang két ndi con lai.

Va d6, cac ban cua toi, 1a tdng quan khong-h&n-la-don-gian vé ham select() diy quyén ning.

Mot chi y nhanh cho céc fan Linux ngoai kia: d6i lic, trong vai tinh huéng hiém hoi, select() cuta Linux

c6 thé tra vé “sin-sang-doc” roi that ra lai khong sin sang doc! Nghia 1a né sé block 6 read() sau khi
select() bao no sé khong block! Trdi a, cai thing! Céch khic phuc 1a bat ¢ 0_NONBLOCK trén socket

nhéin dé no tra vé 16i EWOULDBLOCK (ma ban cé thé an toan bd qua néu né xay ra). Xem trang tham khao
fcntl() dé biét thém vé cach dit socket & ché dd non-blocking.

Thém niia, day la mot ghi chi bonus: ¢6 mdt ham khac goila poll() hoat ddng kha giéng select() ,
nhung véi hé thdng quan ly tap file descriptor khac. Xem qua di!

7.4 XiiLy send() Mot Phan
Con nhé hoi 6 phan vé send() phia trén, t6i d ndi rang send() c6 thé khong gui hét s6 byte ban yéu
cau cht? Nghia la, ban mu6n né gii 512 byte, nhung no tra vé 412. Chuyén gi xay ra v4i 100 byte con lai?

Ching van con trong céi buffer nhé ctia ban, dang dgi dudc gtii di. Vi nhiing hoan canh ngoai tAm kiém
soat cuia ban, kernel da quyét dinh khong giii tit ca dii liéu ra trong mot dgt, va gid, ban di, dén lugt ban
phai diy dii liéu do ra.

Ban c6 thé viét mot ham nhu thé nay dé lam viéc d6:
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#include <sys/types.h>
#include <sys/socket.h>
int sendall(int s, char *buf, int *len)
{
int total = 0; // how many bytes we've sent
int bytesleft = *len; // how many we have left to send
int n;
while(total < *1len) {
n = send(s, buf+total, bytesleft, 0);
if (n == -1) { break; }
total += n;
bytesleft -= n;
}
*len = total; // return number actually sent here
return n==-1?-1:0; // return -1 on failure, O on success
}

Trong vi du nay, s la socket ban mudn gui dii liéu dén, buf la buffer chia dii liéu, va len 1a con tré tro
t6i mot int chua sé byte trong buffer.

Ham tra vé -1 khic616i (va errno van con dudc gan tli 15i goi send() ). Ngoai ra, s8 byte thuc su dudc
gui dugc tra vé trong len . N6 sé 1a cung mot s§ byte ban yéu cau gui, trii khi c6 16i. sendall() sé& cd

hét stic, hén hén thé déc, dé giii dii liéu ra, nhung néu cé 18i, n6 sé bao lai cho ban ngay.

Cho day du, day 1a mot 151 goi mau ctia ham:

char buf[10] = "Beej!";
int len;

len = strlen(buf);
if (sendall(s, buf, &len) == -1) {
perror("sendall");
printf("We only sent %d bytes because of the error!\n", len);

Chuyén gi xay ra § dau bén nhan khi chi moét phan goi tin dén? Néu cac goi tin c6 do dai bién d6i, lam sao
bén nhén biét khi ndo mot goi két thic va mot goéi khac bat dau? Vang, cac tinh hudng dsi thuc 1la mot con
dau d4u kiéu hoang gia nhiic cd mong. Chic ban sé phai dong géi (con nhd chuyén d6 ti phan vé dong goi
dt liéu mai tit ddng trudc chii?) Doc tiép di!

7.5 Serialization: Cach G6i Dii Liéu

Gtii dii lidu dang text qua mang thi khé dé, ban dang thiy vay, nhung sé ra sao néu ban muén gti dif liéu
“nhi phan” nhu int hay float ? Hda ra ban c6 mot vai lua chon.

1. Chuyén con s8 thanh text bang ham nhu sprintf() , roi gui text. Bén nhéin sé phan tich text trg lai
thanh s6 bdng ham nhu strtol() .

2. Ci gui dii liéu thd, truyén mot con tro tré téi dii liéu cho send() .
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3. Mai hoa con s6 thanh mot dang nhi phén portable. Bén nhén sé giai ma.
Xem trudc nhanh! Chi dém nay thoi!
[Man san khdu kéo lén]
Beej noi, “Toi thich Cach Ba 6 trén nhat!”
[HET]
(Trudc khi bat dau phin nay mot cach nghiém tic, t6i phai néi v6i ban rang c6 cac thu vién ngoai kia lam
viéc ndy, va tu cudn tay 1lam ldy ma vin portable va khong cé 16i 14 mot thi thach dang ké. Nén di tim hiéu

va lam bai tap vé nha truée khi quyét dinh tu tay lam mdy thii nay. T6i dua thong tin vao day cho ai to mo
mudn biét miy thi ki€u nay hoat dong ra sao.)

That ra moi cach & trén déu c6 nhuge va uu diém riéng, nhung, nhu tdi da néi, nhin chung téi thich cach
thi ba. Trudc hét, hay noéi vé mot s6 nhugc va vu diém cta hai cich kia.

Céch thii nhit, ma héa cic con s8 thanh text tridc khi g, c6 vu diém 1a ban c6 thé dé dang in ra va doc
dudc dii lieu dang chay trén dudng truyén. Déi khi mot giao thiic dé doc cho ngudi 1a rat tuyét khi dung
trong tinh huéng khong doi héi nhiéu bing thong, nhu véi Internet Relay Chat (IRC)°. Tuy nhién, né c6
nhudc diém 14 viéc chuyén d6i cham, va két qua hau nhu luén chiém nhiéu chd hon con s6 géc!

Céach hai: truyén dii liéu tho. Céi nay khéa dé (nhung nguy hiém!): chi can 14y con tré tré téi dii liéu mudn
gui, va goi send véi no.

double d = 3490.15926535;

send(s, &, sizeof d, 0); /* DANGER--non-portable! */

Bén nhén lay né nhu sau:

double d;

recv(s, &, sizeof d, 0); /* DANGER--non-portable! */

Nhanh, don gian, con gi dé ché? Vang, hoa ra khong phai moi kién tric déu biéu dién double (hay int
ciing vay) véi cling bit representation hay cing thi tu byte! Code nay rd rang la khong portable. (£, co
khi ban khéng cin portable, trong trudng hgp do thi cai nay nhanh va ngon.)

Khi déng goi cac kiéu s6 nguyén, ching ta da thay ho hang htons() giup gili moi thi portable bang cach
chuyén céc con s6 sang Network Byte Order ra sao, va d6 12 Diéu Dung Dén nén lam. Khong may, khong
c6 ham tudng tu cho kiéu float . Moi hy vong da mat sao?

Diing sg! (Ban ¢6 sg luc d6 khong? Khong 4? Khong chat nao?) C6 thit ching ta c6 thé lam: ching ta c6
thé pack (hoic “marshal”, hodc “serialize”, hoic mdt trong ca ngan triéu cai tén khac) dit liéu thanh mot
dinh dang nhi phan da biét ma bén nhan c6 thé unpack & dau bén kia.

“Dinh dang nhi phan d3 biét” 1a gi? Chung ta da thdy vi du htons() roi, nhi? N6 d6i (hoic “ma hoéa”, néu
ban mudn nghi theo cach d6) mot con s6 tu bat ky dinh dang nao cia may chi sang Network Byte Order.
Dé d4o ngudc (giai ma), bén nhan goi ntohs() .

Nhung chéng phai t6i viia n6i xong 1a khong c¢6 ham nao nhu thé cho cac ki€u phi s6 nguyén khac sao?
Dung vay. T6i c6 ndi. Va vi khong co cach chuin nao trong C dé 1am diéu nay, day 1a mot tinh thé kho
nhin (mdt cau dua gratuitous danh cho céac fan Python cta toi).

Diéu cin lam la déng goéi dii liéu vao modt dinh dang da biét va giii né qua dudng truyén dé giai ma. Vi dy,
dé pack float , day la mot thii nhanh va bin véi nhiéu chd dé cai thién®:

>https://en.wikipedia.org/wiki/Internet_Relay_Chat
Shttps://beej.us/guide/bgnet/source/examples/pack.c
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#include <stdint.h>

uint32 t htonf(float f)

{
uint32 t p;
uint32 t sign;

if (f <0) { sign=1; f = -f; }
else { sign = 0; }

// whole part and sign
p = ((((uint32 t)f)&Ox7fff)<<16) | (sign<<31l);

// fraction
p = (uint32_t) (((f - (int)f) * 65536.0f))&0Xffff;

return p;

float ntohf(uint32_t p)

{
float f = ((p>>16)&0x7fff); // whole part

f += (p&Oxffff) / 65536.0f; // fraction
if (((p>>31)&0x1) == 0x1) { f = -f; } // sign bit set

return f;

Doan code trén 1a mot cai dit kha ngay the luu mot float trong mot s6 32-bit. Bit cao nhit (31) dudc
dung dé€ Iuu diu cta s (“1” nghia la 4m), va bay bit ké tiép (30-16) dudc dung dé luu phan nguyén cta
float . Cudi cung, céc bit con lai (15-0) dugc dung dé Iuu phan 1é ctia s6.

Céch dung kha thang thin:

#include <stdio.h>

int main(void)

{
float f = 3.1415926, f2;
uint32 t netf;
netf = htonf(f); // convert to "network" form
f2 = ntohf(netf); // convert back to test
printf("Original: %f\n", f); // 3.141593
printf(" Network: 0x%08X\n", netf); // 0x0003243F
printf("Unpacked: %f\n", f2); // 3.141586
return 0;

}

O mit tich cuc, né nho, don gian va nhanh. O mit tiéu cuc, n6 dung khong gian khong hiéu qua va dai gia
tri bi han ché nghiém trong, thii lvu mét s6 16n hon 32767 vao ddy xem, né sé khdéng vui dau! Ban ciing c6
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thé thdy trong vi du trén rang vai chii s6 thap phan cudi cing khoéng dugc bao toan chinh xéc.

Ching ta c6 thé 1am gi thay thé? Chudn @€ luu cac s6 ddu chidm dong dudc goi la IEEE-7547. Hau hét may
tinh dung dinh dang nay noi bo cho viéc 1am toan diu cham ddng, nén trong cac trudng hdp do, néi chinh
xac ra, khong can chuyén ddi gi. Nhung néu ban mudn source code ctia minh portable, d6 1a mot gia dinh
ban khong nhit thiét c6 thé dit.

Hodc ban c6 thé d4t? Rat c6 kha ning hé thong ctia ban 12 [EEE-754, giéng nhu kha ning cao né 1a s6 bu hai
cho s8 nguyén. Nén néu ban biét minh c6 cai d6, ban chi can truyén dit liéu qua dudng truyén (du ban can
stia endianness bang htonl() hodc ham phu hgp, float cling c¢é endianness). Va day 1a cai htons()
cung ddng bon lam trén cac hé thong big-endian, ndi khéng can chuyén déi.

Nhung phong trudng hop ban dang 6 trén hé thdng khong phai IEEE-754, day la doan code ma hoa float

va double sang dinh dang IEEE-754%. (Chu yéu thdi, n6 khong ma hoéa NaN hay Infinity, nhung c6 thé
stia lai dé lam dugc.)

#define pack754_32(f) (pack754((f), 32, 8))
#define pack754_64(f) (pack754((f), 64, 11))
#define unpack754 32(i) (unpack754((i), 32, 8))
#define unpack754 64(i) (unpack754((i), 64, 11))
uint64 t pack754(long double f, unsigned bits, unsigned expbits)
{
long double fnorm;
int shift;
long long sign, exp, significand;
// -1 for sign bit
unsigned significandbits = bits - expbits - 1;
if (f == 0.0) return 0; // get this special case out of the way
// check sign and begin normalization
if (f < 0) { sign = 1; fnorm = -f; }
else { sign = 0; fnorm = f; }
// get the normalized form of f and track the exponent
shift = 0;
while(fnorm >= 2.0) { fnorm /= 2.0; shift++; }
while(fnorm < 1.0) { fnorm *= 2.0; shift--; }
fnorm = fnorm - 1.0;
// calculate the binary form (non-float) of the significand data
significand = fnorm * ((lLL<<significandbits) + 0.5f);
// get the biased exponent
exp = shift + ((1l<<(expbits-1)) - 1); // shift + bias
// return the final answer
return (sign<<(bits-1)) | (exp<<(bits-expbits-1)) | significand;
}

"https://en.wikipedia.org/wiki/IEEE_754
8https://beej.us/guide/bgnet/source/examples/ieee754.c
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long double unpack754(uint64 t i, unsigned bits, unsigned expbits)
{

long double result;

long long shift;

unsigned bias;

// -1 for sign bit
unsigned significandbits = bits - expbits - 1;

if (i == 0) return 0.0;

// pull the significand

result = (i&((1lLL<<significandbits)-1)); // mask

result /= (1llLL<<significandbits); // convert back to float
result += 1.0f; // add the one back on

// deal with the exponent

bias = (l<<(expbits-1)) - 1;

shift = ((i>>significandbits)&((1LL<<expbits)-1)) - bias;
while(shift > 0) { result *= 2.0; shift--; }

while(shift < 0) { result /= 2.0; shift++; }

// sign it
result *= (i>>(bits-1))&17 -1.0: 1.0;

return result;

64

Toi dit vai macro tién dung & trén cung dé déng goi va mé goi cac sd 32-bit (c6 thé 1a float ) va 64-bit
(c6 thé 1a double ), nhung ham pack754() c6 thé dudc goi truc ti€p va bdo n6 ma héa bits bit dii lieu

(trong d6 expbits bit dugc danh cho phin mil ctia s6 chuin hoa).

Day la cach dung mau:

#include <stdio.h>
#include <stdint.h> // defines uintN_t types
#include <inttypes.h> // defines PRIx macros

int main(void)
{
float f = 3.1415926, f2;
double d = 3.14159265358979323, d2;

uint32 t fi;

uint64 t di;

fi = pack754 32(f);

f2 = unpack754 32(fi);
di = pack754 64(d);

d2 = unpack754 64(di);

printf("float before : %.7f\n", f);
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printf("float encoded: 0x%08" PRIx32 "\n", fi);
printf("float after : %.7f\n\n", f2);

printf("double before : %.201f\n", d);
printf("double encoded: 0x%016" PRIx64 "\n", di);
printf("double after : %.201f\n", d2);

return 0;

Doan code trén cho ra output:

float before : 3.1415925
float encoded: 0x40490FDA
float after : 3.1415925

double before : 3.14159265358979311600
double encoded: 0x400921FB54442D18
double after : 3.14159265358979311600

Mot cau hoi khac ban ¢6 thé c6 1a lam sao déng goéi struct ? Khong may cho ban, compiler dugc tu do

nhét padding khap ndi trong struct , va diéu d6 nghia 1a ban khong thé gti nguyén cuc d6 qua dudng

truyén mot cach portable trong mot dgt. (Ban c6 dang chan nghe “khong thé lam cai nay”, “khéng thé lam

cai kia” khong? Xin 16i! D€ dan 16i mdt ngudi ban cia toi, “Bit cii khi nao ¢ gi truc tric, toi ludn d6 16

cho Microsoft” Cai nay c6 thé khong phai 16i ctia Microsoft, danh nhan vay, nhung phat biéu ctia ban to6i

hoan toan dung.)

Quay lai chuyén chinh: cach t6t nhdt dé gtii struct qua dudng truyén la dong goi tliing trudng doc lap

r6i mé goi ching thanh struct khi dén dau bén kia.

Nghe lam nhiéu viéc qu4, ban dang nghi vay. Vang, ding thé. Mot diéu ban c6 thé 1am 14 viét mot ham trg

gitp dé giup dong goi dit liéu cho ban. S& vui lam! That ma!

Trong sach The Practice of Programming’® ctia Kernighan va Pike, ho cai dit cac ham kiéu printf() ténla
pack() va unpack() lam chinh xac chuyén nay. Toi sé link t6i chung, nhung c6 vé miy ham dé khong

6 trén mang cung v6i phan con lai cua source sach.

(The Practice of Programming 1a mot cudn doc xuét séc. Zeus cliu mot con méo con mdi khi téi gidi thiéu

nod.)

Téi day, toi sé tha mot gdi v vé mot cai dit Protocol Buffers bing C'° ma t6i chua tling dung, nhung trong

hoan toan tu té€. Cac lap trinh vién Python va Perl s&€ muén xem qua cac ham pack() va unpack() cuta

ngdn ngili minh d€ hoan thanh cling chuyén d6. Con Java c6 cai interface Serializable to dung c6 thé dung

theo cach tuong tu.

Nhung néu ban mudn tu viét tién ich dong gobi ctia minh trong C, manh cta K&P la dung variable argument

list d€ tao cAc ham kiéu printf() dé dung cac géi tin. Pay la phién ban téi tu niu lén!! dua trén d6 ma

hy vong sé du dé cho ban y tudng vé cach mot thit nhu vy c6 thé hoat dong.

(Code nay tham chiéu dén cac ham pack754() & trén. Cac ham packi*() hoat déng giéng ho hang

htons() quen thudc, ngoai trii viéc ching pack vao mdét mang char thay vi mot sé nguyén khac.)

*https://beej.us/guide/url/tpop
Ohttps://github.com/protobuf-c/protobuf-c
Uhttps://beej.us/guide/bgnet/source/examples/pack2.c


https://beej.us/guide/url/tpop
https://github.com/protobuf-c/protobuf-c
https://beej.us/guide/bgnet/source/examples/pack2.c

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

51

52

53

Chapter 7. Mgt Vai Ky Thuat Hoi Nang Cao
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#include <stdio.h>
#include <ctype.h>
#include <stdarg.h>
#include <string.h>

/*

** packil6() -- store a 16-bit int into a char buffer (like htons())
&

void packil6(unsigned char *buf, unsigned int i)

{

*puf++ = i>>8; *buf++ = 1i;

/*
** packi32() -- store a 32-bit int into a char buffer (like htonl())
*/
void packi32(unsigned char *buf, unsigned long int 1)
{
*buf++ = i>>24; *buf++ = i>>16;

*puf++ = i>>8; *buf++ = i;

/*
** packi64() -- store a 64-bit int into a char buffer (like htonl())
&
void packi64(unsigned char *buf, unsigned long long int i)
{
*puf++ = 1>>56; *buf++ = 1>>48;
*buf++ = 1i>>40; *buf++ = i>>32;
*puf++ = i>>24; *buf++ = i>>16;
*puf++ = i>>8; *buf++ = i;

/*
** unpackil6() -- unpack a 16-bit int from a char buffer (like
*k ntohs())
*/
int unpackil6(unsigned char *buf)
{
unsigned int i2 = ((unsigned int)buf[0]<<8) | buf[1];
int 1i;

// change unsigned numbers to signed
if (i2 <= ox7fffu) { i = i2; }
else { i = -1 - (unsigned int) (6xffffu - i2); }

return i;
}
/*
** unpackul6() -- unpack a 16-bit unsigned from a char buffer (like
*k ntohs())

*/
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unsigned int unpackul6(unsigned char *buf)

{
return ((unsigned int)buf[0]<<8) | buf[1];

/*
** unpacki32() -- unpack a 32-bit int from a char buffer (like
e ntohl())

*/
long int unpacki32(unsigned char *buf)
{
unsigned long int i2 = ((unsigned long int)buf[0]<<24) |
((unsigned long int)buf[1]<<16) |
((unsigned long int)buf[2]<<8) |
buf[3];
long int 1i;
// change unsigned numbers to signed
if (i2 <= ox7fffffffu) { i = i2; }
else { i = -1 - (long int) (Oxffffffffu - i2); }
return i;
}
/*

** unpacku32() -- unpack a 32-bit unsigned from a char buffer (like
e ntohl())

*/

unsigned long int unpacku32(unsigned char *buf)

{

return ((unsigned long int)buf[0]<<24) |

((unsigned long int)buf[1]<<16) |
((unsigned long int)buf[2]<<8) |
buf[3];

}

/*

** unpacki64() -- unpack a 64-bit int from a char buffer (like

*k ntohl())

*/

long long int unpacki64(unsigned char *buf)

{

unsigned long long int i2 =
((unsigned long long int)buf[0]<<56)
((unsigned long long int)buf[1]<<48)
((unsigned long long int)buf[2]<<40)
((unsigned long long int)buf[3]<<32)
((unsigned long long int)buf[4]<<24)
((unsigned long long int)buf[5]<<16)
((unsigned long long int)buf[6]<<8)
buf[71;

long long int i;
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// change unsigned numbers to signed
if (i2 <= ox7fffffffffffffffu) { i = i2; }
else { i = -1 -(long long int) (oxffffffffffffffffu - i2); }

return i;
}
/*
** unpacku64() -- unpack a 64-bit unsigned from a char buffer (like
B ntohl())
*/

unsigned long long int unpacku64(unsigned char *buf)
{
return ((unsigned long long int)buf[0]<<56)
((unsigned long long int)buf[1]<<48)
((unsigned long long int)buf[2]<<40)
((unsigned long long int)buf[3]<<32)
((unsigned long long int)buf[4]<<24)
((unsigned long long int)buf[5]<<16)
((unsigned long long int)buf[6]<<8)
buf[71;

/*
** pack() -- store data dictated by the format string in the buffer

>k k

**  pits |signed wunsigned float  string

k¥ ____._ o m e e e e
*o 8| ¢ C

*k 16| h H f

*ox 321 1 L d

o 64 | ¢ Q g

*k - s
>k k

*¥*  (16-bit unsigned length is automatically prepended to strings)
*/

unsigned int pack(unsigned char *buf, char *format, ...)

{

va list ap;

signed char c; // 8-bit
unsigned char C;

int h; // 16-bit
unsigned int H;

long int 1; // 32-bit
unsigned long int L;

long long int q; // 64-bit
unsigned long long int Q;
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float f; // floats
double d;

long double g;

unsigned long long int fhold;

char *s; // strings
unsigned int len;

unsigned int size = 0;
va start(ap, format);

for(; *format != '\0'; format++) {
switch(*format) {
case 'c': // 8-bit
size += 1;
c = (signed char)va arg(ap, int); // promoted
*buf++ = c;
break;

case 'C': // 8-bit unsigned

size += 1;

C = (unsigned char)va arg(ap, unsigned int); // promoted
*buf++ = C;

break;

case 'h': // 16-bit
size += 2;
h = va arg(ap, int);
packil6 (buf, h);
buf += 2;
break;

case 'H': // 16-bit unsigned
size += 2;
H = va_arg(ap, unsigned int);
packil6 (buf, H);
buf += 2;
break;

case 'l': // 32-bit
size += 4;
1 = va arg(ap, long int);
packi32(buf, 1);
buf += 4;
break;

case 'L': // 32-bit unsigned
size += 4;
L = va_arg(ap, unsigned long int);
packi32(buf, L);
buf += 4;
break;
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case 'q': // 64-bit
size += 8;
q = va_arg(ap, long long int);
packi64(buf, q);
buf += 8;
break;

case 'Q': // 64-bit unsigned
size += 8;
Q = va_arg(ap, unsigned long long int);
packi64 (buf, Q);
buf += 8;
break;

case 'f': // float-16
size += 2;
f = (float)va _arg(ap, double); // promoted
fhold = pack754_16(f); // convert to IEEE 754
packil6 (buf, fhold);
buf += 2;
break;

case 'd': // float-32
size += 4;
d = va arg(ap, double);
fhold = pack754_32(d); // convert to IEEE 754
packi32(buf, fhold);
buf += 4;
break;

case 'g': // float-64
size += 8;
g = va_arg(ap, long double);
fhold = pack754_64(g); // convert to IEEE 754
packi64 (buf, fhold);
buf += 8;
break;

case 's': // string
s = va arg(ap, char*);
len = strlen(s);
size += len + 2;
packil6 (buf, len);
buf += 2;
memcpy (buf, s, len);
buf += len;
break;

va _end(ap);
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return size;

}

/*

** unpack() -- unpack data dictated by the format string into the
g buffer

>k k

**  pits |signed unsigned float  string

*k oo . e o e e e e e e e e
ok 8| ¢ C

ok 16 | h H f

ok 32 1 L d

o 64 | ¢ Q g

* - s
* %

**  (string is extracted based on its stored length, but can be
**  prepended with a max length)

*/

void unpack(unsigned char *buf, char *format, ...)

{

S

va list ap;

signed char *c; // 8-bit
unsigned char *C;

int *h; // 16-bit
unsigned int *H;

long int *1; // 32-bit
unsigned long int *L;

long long int *q; // 64-bit
unsigned long long int *Q;

float *f; // floats
double *d;

long double *g;

unsigned long long int fhold;

char *s;
unsigned int len, maxstrlen=0, count;

va_start(ap, format);

for(; *format != '\0'; format++) {

switch(*format) {

case 'c': // 8-bit
c = va_ arg(ap, signed char*);
if (*buf <= Ox7f) { *c = *buf;} // re-sign
else { *c = -1 - (unsigned char) (0xffu - *buf); }
buf++;
break;
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case 'C': // 8-bit unsigned
C = va_arg(ap, unsigned char¥*);
*C = *buf++;
break;

case 'h': // 16-bit
h = va arg(ap, int*);
*h = unpackil6(buf);
buf += 2;
break;

case 'H': // 16-bit unsigned
H = va_arg(ap, unsigned int*);
*H = unpackul6(buf);
buf += 2;
break;

case 'L': // 32-bit
1 = va arg(ap, long int*);
*1 = unpacki32(buf);
buf += 4;
break;

case 'L': // 32-bit unsigned
L = va_arg(ap, unsigned long int*);
*L = unpacku32(buf);
buf += 4;
break;

case 'q': // 64-bit
q = va_arg(ap, long long int*);
*q = unpacki64(buf);
buf += 8;
break;

case 'Q': // 64-bit unsigned
Q = va _arg(ap, unsigned long long int*);
*Q = unpacku64(buf);
buf += 8;
break;

case 'f': // float
f = va arg(ap, float*);
fhold = unpackul6(buf);
*f = unpack754 16(fhold);
buf += 2;
break;

case 'd': // float-32
d = va_arg(ap, double*);
fhold = unpacku32(buf);
*d = unpack754 32(fhold);
buf += 4;
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break;

case 'g': // float-64
g = va_arg(ap, long double*);
fhold = unpacku64(buf);
*g = unpack754 64(fhold);
buf += 8;
break;

case 's': // string
s = va arg(ap, char*);
len = unpackul6(buf);
buf += 2;
if (maxstrlen > 0 && len > maxstrlen)
count = maxstrlen - 1;
else
count = len;
memcpy (s, buf, count);
s[count] = '\0"';
buf += len;
break;

default:
if (isdigit(*format)) { // track max str len

}
}
if (!isdigit(*format)) maxstrlen = 0;
}
va_end(ap);

maxstrlen = maxstrlen * 10 + (*format-'0');
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Va day 1a chuong trinh demo'? ctia doan code & trén, né pack mot it dii liéu vao buf rdi unpack ra cac

bién. Chu y rang khi goi unpack() vditham s6 string (format specifier “ s ”), khon ngoan thi nén dat mot

gi6i han d6 dai t6i da 6 phia trudc n6 dé ngin chin buffer overrun, vi du “ 96s ”. Hay c4n than khi unpack

d liéu ban nhan dugc qua mang, mot ké xdu c6 thé gui cac gdi tin duge dung sai cach nham tin cong hé

thong ctia ban!

#include <stdio.h>
#include <stdint.h>
#include <inttypes.h>

// If you have a C23 compiler

#if  STDC VERSION  >= 202311L
#include <stdfloat.h>

#else

// Otherwise let's define our own.

typedef float float32 t;

Zhttps://beej.us/guide/bgnet/source/examples/pack2.c

// Varies for different architectures! But you're probably:
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typedef double float64 t;
#endif
int main(void)
{
uint8 t buf[1024];
int8 t magic;
intle t monkeycount;
int32 t altitude;
float32 t absurdityfactor;
char *s = "Great unmitigated Zot! You've found the Runestaff!";
char s2[96];
intl6e t packetsize, ps2;
packetsize = pack(buf, "chhlsf", (int8 t)'B', (intl6_t)0,
(int16 t)37, (int32 t)-5, s, (float32 t)-3490.6677);
packil6 (buf+l, packetsize); // store packet size for kicks
printf("packet is %" PRId32 " bytes\n", packetsize);
unpack(buf, "chhl96sf", &magic, &ps2, &monkeycount, &altitude,
s2, &absurdityfactor);
printf("'sc' %" PRId32" %" PRId16 " %" PRId32
" \"%s\" %f\n", magic, ps2, monkeycount,
altitude, s2, absurdityfactor);
}

Du ban tu cudn tay code 14y hay ding ctua ngudi khac, c6 mot bd cac thi tuc déong gbi dii liéu chung la y
hay, dé han ché bugs, thay vi pack tting bit béng tay mdi Ian.

Khi déng goi dii liéu, dinh dang nao 1 t6t dé dung? Cau hoi hay. Rat may, RFC 45063, the External Data
Representation Standard, da dinh nghia cic dinh dang nhi phan cho ca d6ng kiéu khac nhau, nhu kiéu
floating point, kiéu s& nguyén, mang, dii liéu tho, van van. Tdi dé nghi ban tuin tht theo d6 néu ban dinh
tu cudn dii liéu 14y. Nhung khong bt budc. Canh Sat Géi Tin khong dang dliing ngay ngoai clia nha ban
dau. Tt nhat, t6i nghi 1a ho khong.

Du gi di niia, ma hoa dii liéu bing cach nay hay cach khac trude khi gui né di 1a cach lam dung dén!

7.6 Dua Con Trai Cua Déng Go6i Dii Liéu
Dbéng goi dii liéu thuc su nghia la gi? Trong trudng hop don gian nhat, n6 nghia la ban sé dan 1én d6 mot
header véi théng tin nhén dién ho#c do dai gdi tin, hodc ca hai.

Header ctia ban nén tréng ra sao? Thi, n6 chi la mét it dii liéu nhi phan dai dién cho bat ci gi ban thdy can
dé hoan thanh du 4n ctia minh.

Wow. Nghe mo ho ghé.
Dudc r6i. Vi duy, gia st ban ¢6 mdt chudng trinh chat nhiéu ngudi dung SOCK_STREAM . Khi mot ngudi
dung gd (“néi”) gi d6, c6 hai thong tin can dudc truyén vé server: cai gi dude néi va ai da noi.

T6i day 6n chi? “Van dé ¢ dau?”, ban dang hoi.

Bhttps://tools.ietf.org/html/rfc4506
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Vin dé 1a cac tin nhin c6 thé c6 d6 dai khac nhau. Mot ngudi tén “tom” c6 thé no6i “Hi”, con ngudi khac
tén “Benjamin” c6 thé noéi “Hey guys what is up?”

Nén ban send() tat ca thi nay téi cac client khi n6 dén. Ludng dit liéu ra cia ban tréng nhu thé nay:

tomHiBenjaminHeyguyswhatisup?

Va cti thé. Lam sao client biét khi ndo mot tin nhin bat ddu va moét tin khac két thiic? Ban cé thé, néu
mudn, lam cho tat ca tin nhin c6 cung do dai va chi cin goi sendall() ma ching ta da cai dit, & trén.

R«

Nhung nhu vay phi bang théng! Ching ta khong mudn send() 1024 byte chi d€ “tom” néi “Hi”.

Vi vay ching ta dong goi dii liéu vao mot ciu tric header va goi tin nho. Ca client va server déu biét cach
pack va unpack (déi khi dudc goi 14 “marshal” va “unmarshal”) dii liéu nay. Dung nhin bay gid, nhung
ching ta dang bat dau dinh nghia mot giao thiic mo ta cach client va server giao tiép!
Trong trudng hgp nay, gia st user name c6 do dai ¢d dinh 8 ky tu, padding bing '\0' . Roi gia st di liéu
c6 dd dai bién d6i, tdi da 128 ky tu. Hay xem thit mot ciu tric goi tin ma chung ta c6 thé dung trong tinh
hudng nay:

1. len (1 byte, unsigned), tdng do dai clia géi tin, d€m ca user name 8 byte va dit liéu chat.

2. name (8 byte), tén ngudi dung, NUL-padded néu can.

3. chatdata (nbyte), chinh dit liéu, khong qua 128 byte. Do dai ctia gbi tin nén dudc tinh bang do dai

cta dii liéu nay cong 8 (d6 dai ctia truéng name & trén).

Tai sao t6i chon gidi han 8 byte va 128 byte cho céc trudng? T6i bia ra tu khong khi, gia dinh ching sé da
dai. C6 thé, du vay, 8 byte la qua han ché v8i nhu ciu cta ban, va ban ¢6 thé c6 trudng name 30 byte, hoic
bat ct gi. Chon lya 1a cia ban.

Dung dinh nghia géi tin & trén, goi tin d4u tién sé gom thong tin sau (6 hex va ASCII):

0A 74 6F 6D 00 00 00 00 00 48 69
(length) T o m (padding) H 1
Va goi thi hai tuong tu:
18 42 65 6E 6A 61 6D 69 6E 48 65 79 20 67 75 79 73 20 77 ...
(length) B e n j a m i n H e vy g u vy s w

(b6 dai dugc luu 6 Network Byte Order, di nhién. Trong trudng hdp nay, né chi c6 mot byte nén khong
quan trong, nhung néi chung ban sé mudn tét ca s6 nguyén nhi phan ctia minh dugc luu 8 Network Byte
Order trong cac goi tin.)

Khi ban gui dit liéu nay, ban nén an toan va dung mot 1énh tuong tu sendall() & trén, dé ban biét tat ca
dit liéu da dugc gui, ké ca khi cin nhiéu 16i goi send() dé dua hét ra.

Tuong tu, khi ban nhan dii liéu nay, ban cin lam thém mot it viéc. D€ an toan, ban nén gia dinh ring ban
6 thé nhan dugc mot phan gdi tin (vi du c6 khi ching ta nhan dugc “ 18 42 65 6E 6A ” tlii Benjamin &
trén, nhung chi nhan dugc chiing d6 trong 16i goi recv() nay). Ching ta cin goi recv() lap di lap lai
cho dén khi goi tin dugc nhan day da.

Nhung lam sao? Thi, ching ta biét tong s byte can nhéin dé goi tin hoan chinh, vi con s6 d6 dugc dan 6
dau goi tin. Chung ta cling biét kich thudc goi tin téi da 1a 1+8+128, tiic 137 byte (vi d6 1a cach chiung ta
dinh nghia goi tin).

That ra c6 vai tht ban c6 thé 1am & day. Vi ban biét mdi goi tin bat dau bang dé dai, ban c6 thé goi recv()
chi dé 1dy d6 dai goi tin. Roi sau khi ¢6 nd, ban ¢6 thé goi né 1an niia chi dinh chinh xac d6 dai con lai ctia
goi tin (c6 thé 13p lai dé 14y hét dit liéu) cho dén khi c6 géi tin hoan chinh. Uu diém ctia cach nay 1a ban
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chi cAn mot buffer du 16n cho mot goi tin, con nhuge diém 14 ban phai goi recv() it nhat hai lan dé 1ay
hét dii liéu.

Mot Iua chon khéc 1a chi can goi recv() va ndi réng s6 byte ban sén sang nhan 1a s byte téi da trong
mot goi tin. Roi bat ¢l gi ban nhin duge, dan nd vao cudi buffer, va cudi cung kiém tra xem goi tin ¢ hoan
chinh chua. Di nhién, ban c6 thé nhan dudc mot phan ctia gbi tin ké tiép, nén ban can c6 chd cho phin dé.

Céi ban c6 thé l1am 14 khai bAo mdt mang du 16n cho hai goéi tin. DAy 1a mang cong tac ndi ban sé dung lai
cac goi tin khi chung dén.

Mbi lan ban recv() dii liéu, ban sé& append né vao work buffer va kiém tra xem gbi tin da hoan chinh
chua. Ttc 13, s6 byte trong buffer 16n hon hodc bang do dai dudc chi dinh trong header (+1, vi d6 dai trong
header khong bao gom byte cho chinh do dai d6). Néu s6 byte trong buffer nhé hon 1, géi tin rd rang la
chua hoan chinh. Ban phai lam truéng hgp déc biét cho chuyén nay, vi byte dau tién la rac va ban khéng
thé dua vao n6 dé 1y dung d6 dai goi tin.

Khi gdi tin da hoan chinh, ban c6 thé lam gi véi né tuy y. Dung nd rdi x6a khoi work buffer.

Hu! Ban c6 dang tung hiing hét may thit d6 trong dau khéng? Pay la ct ddm thi hai trong combo mot-hai:
ban c6 thé da doc qua phin cudi ciia mot gobi tin va sang goi ké trong mot 18i goi recv() duy nhat. Tic
13, ban c6 work buffer v6i mot goéi tin hoan chinh, va mot phan chua hoan chinh cua goi tin ké tiép! Chét
tiét. (Nhung day 1a 1y do ban lam work buffer du 16n d€ chita hai géi tin, phong khi chuyén nay xay ra!)

Vi ban biét do dai cta goéi tin dau tién ti header, va ban da theo ddi s8 byte trong work buffer, ban c6 thé
trii ra va tinh dugc bao nhiéu byte trong work buffer thudc vé goéi tin thii hai (chua hoan chinh). Khi da xu
ly xong go6i dau tién, ban c6 thé xda nd khoi work buffer va ddi phan goi thi hai chua hoan chinh xuéng
dau buffer d€ moi thi sin sang cho 15i goi recv() ké tiép.

(Mot s6 doc gia sé cha y rang viéc that su d6i phin goi thd hai chua hoan chinh vé dau work buffer mat
thdi gian, va chudng trinh c6 thé duge code dé khong can lam vay béng cach dung circular buffer. Khong
may cho sé con lai trong cac ban, mot cudc thao ludn vé circular buffer vugt ra ngoai pham vi bai viét nay.
Néu van to mo, tém 14y mot cudn sach ciu tric dii liéu va di tii d6.)

Téi chua bao gis néi 1a dé dau nhé. A i, t6i c6 noéi né dé. Va né dé ma; ban chi can luyén tap thoi, roi kha
nhanh no sé tu dén v6i ban mot cach tu nhién. Tdi thé bang thanh kiém Excalibur day!

7.7 G6i Tin Broadcast: Hello, World!

Téi gid, huéng din nay néi vé viéc gti dif liéu tii mot may sang mdt may khac. Nhung cé thé, toi khing
dinh, ring ban c6 thé, v6i diing quyén han, gtii dit liéu t6i nhiéu may cung mot lic!

Vi UDP (chi UDP, khong phai TCP) va IPv4 chuén, chuyén nay dudc lam qua mot ¢d ché goi 1a broadcasting.
V6iIPv6, broadcasting khong dudc hd trg, ban phai ding ki thuét thudng 1a vudt trdi hon goi 1a multicasting,
ma dang tiéc t6i sé khong ban téi lic nay. Nhung thoéi diing mé mdng vé tudng lai niia, ching ta dang ket
trong hién tai 32-bit.

Khoan da! Ban khong thé chay di broadcast lung tung dudc; ban phai dit tuy chon socket SO BROADCAST
trude khi c6 thé gui mot goi tin broadcast ra mang. N6 gidng nhu méy cai nip nhua nho ngudi ta day lén
cong tic phong tén ltia viy! Quyén ning trong tay ban 16n t6i mic d6 day!

Nhung nghiém tic nhé, c¢6 mot nguy hiém khi dung géi tin broadcast, d6 1a: moi hé théng nhan dugc goi
tin broadcast phai boc hét cac 16p vo hanh déng géi di liéu cho dén khi tim ra dit liéu dugc gui dén port
nao. Réi no ban giao dii liéu hoic viit di. Trong ca hai trudng hdp, d6 1a nhiéu viéc cho mbi may nhén géi
tin broadcast, va vi d6 la tit ca cic may trén mang local, c6 thé rat nhiéu may lam rit nhiéu viéc khong
can thiét. Khi game Doom mdi ra, day la mot 16i than phién vé network code ctia né.

Gid, c6 hon mot cach 16t da méo'... khoan da. Cé that 1a c6 hon moét cach 16t da meéo khong? Cau thanh

14N6i cho rd, t6i yéu méo. Ching la nhat. Téi da c6 nhiéu ngudi ban méo yéu quy qua nam thang. Du t6i thiia nhan mot s6 ngusi
phan d6i cau thanh ngii hinh tugng rung ron nay, véi ngudn gdc tit nguyén da thét lac theo théi gian, t6i nghi phan nay ctua hudéng
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ngii kiéu gi vay? O, tudng tu, c6 hon mot cach glii mot goi tin broadcast. Vay, di vao phan thit va khoai
tAy cua vin dé: ban chi dinh dia chi dich cho mot tin nhin broadcast ra sao? C6 hai cach phd bién:

1. Gui dit liéu t6i dia chi broadcast ctia mot subnet cu thé. Dy 1a network number ctia subnet d6 v6i tat
ca cac bit mot dudc bat 8 phén host cia dia chi. Vi du, § nha mang ctia téila 192.168.1.0 , netmask
la 255.255.255.0 , nén byte cudi cua dia chi la s6 host cia tdi (vi ba byte dau, theo netmask, la
network number). Nén dia chi broadcast ctia tdila 192.168.1.255 . Trén Unix, [énh ifconfig that
ra sé cho ban tat ca dii liéu nay. (Néu ban to mo, logic bitwise dé 13y dia chi broadcast ctia minh la

network_number OR (NOT netmask ).) Ban c6 thé gtii loai goi tin broadcast nay t8i mang remote
ciing nhu mang local, nhung ban c6 rui ro géi tin bi router cta dich dén viit di. (Néu ho khéng vit
di, thi mét con smurf ngiu nhién nao dé cé thé bit dau lam ngap LAN ctia ho béng traffic broadcast.)

2. Gui dit liéu t6i dia chi broadcast “toan cuc”. Dayla 255.255.255.255 , con goila INADDR BROADCAST .
Nhiéu méy sé td dong AND bitwise cai nay v6i network number ctia ban d€ chuyén né thanh dia
chi broadcast ciia mang, nhung mot s6 thi khong. Tuy thoi. Router khong chuyén tiép loai goi tin
broadcast nay ra khoi mang local cia ban, kha 1a tré tréu.

Vay chuyén gi xay ra néu ban thiu gti dit liéu trén dia chi broadcast ma khong dat tuy chon socket
SO_BROADCAST trudc? Hay khéi ddong méy chuong trinh talker va listener ngon lanh cii va xem
chuyén gi xay ra.

$ talker 192.168.1.2 foo
sent 3 bytes to 192.168.1.2
$ talker 192.168.1.255 foo
sendto: Permission denied

$ talker 255.255.255.255 foo
sendto: Permission denied

Vang, n6 khong vui chut nao... vi ching ta da khong dat tuy chon socket SO BROADCAST . Dit cai do, va
gid ban c6 thé sendto() t6i bat cti ddu ban mudn!

That ra, d6 1a su khac biét duy nhat gilta mot ting dung UDP c6 thé broadcast va mot cai khong thé. Vay
hay ldy Gng dung talker ci va thém mot doan dit tuy chon socket SO_BROADCAST . Chung ta sé goi

chuong trinh nay 13 broadcaster.c °:

/*

** broadcaster.c -- a datagram "client" like talker.c, except
R this one can broadcast

&

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <errno.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>

#define SERVERPORT 4950 // the port users will be connecting to

din dugc phuc vu t6t nhat bang viéc dung né.
Shttps://beej.us/guide/bgnet/source/examples/broadcaster.c
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{

int main(int argc, char *argv[])

int sockfd;

struct sockaddr_in their _addr; // connector's address info
struct hostent *he;

int numbytes;

int broadcast = 1;

//char broadcast = '1'; // if that doesn't work, try this

if (argc !'= 3) {
fprintf(stderr,"usage: broadcaster hostname message\n");
exit(1);

if ((he=gethostbyname(argv[1l])) == NULL) { // get the host info
perror("gethostbyname");

exit(1);

}

if ((sockfd = socket(PF_INET, SOCK DGRAM, 0)) == -1) {
perror("socket");
exit(1);

}

// this call is what allows broadcast packets to be sent:
if (setsockopt(sockfd, SOL SOCKET, SO BROADCAST, &broadcast,

sizeof broadcast) == -1) {
perror("setsockopt (SO BROADCAST)");
exit(1l);
}
their addr.sin family = AF_INET; // host byte order

their addr.sin port = htons(SERVERPORT); // network byte order
their addr.sin addr = *((struct in_addr *)he->h addr);
memset (their_addr.sin_zero, '\0', sizeof their addr.sin_zero);

numbytes = sendto(sockfd, argv[2], strlen(argv[2]), O,
(struct sockaddr *)&their addr, sizeof their addr);

if (numbytes == -1) {
perror("sendto");
exit(1);

}

printf("sent %d bytes to %s\n", numbytes,
inet ntoa(their addr.sin addr));

close(sockfd);

return 0;

78
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client dudc phép gtii gdi tin broadcast trong trudng hdp nay.) Vay, ci chay chuong trinh UDP listener
cil trong mot clia s6, va broadcaster trong mot ctia sd khac. GiS ban c6 thé lam tat ca nhiing send ma da
that bai G trén.

$ broadcaster 192.168.1.2 foo
sent 3 bytes to 192.168.1.2

$ broadcaster 192.168.1.255 foo
sent 3 bytes to 192.168.1.255

$ broadcaster 255.255.255.255 foo
sent 3 bytes to 255.255.255.255

Va ban sé thdy listener phan hoi rang n6 da nhan dugdc goi tin. (Néu listener khong phan hoi, cd
thé 12 vi n6 dugc bind vao mot dia chi IPv6. Thit d6i AF_INET6 trong listener.c thanh AF INET dé ép
IPv4.)

A, céi nay hoi phan khich ddy. Nhung git khéi dong listener trén mot may khac bén canh ban cing
mang sao cho ban cé hai ban dang chay, mdi may mot ban, va chay broadcaster lan niia véi dia chi
broadcast ctia ban... E! Ca hai listener déu nhan dudc géi tin mac du ban chi goi sendto() mot lan!
Ngau!

Néu listener nhén dugc dii liéu ban gtii truc tiép t6i nd, nhung khéng nhin dudc dit liéu trén dia chi
broadcast, c6 thé 1 vi ban c6 mot firewall trén may local dang chdn céc gdéi tin. (Ding vay, Pat va Bapper,
cAm on cic ban d3 nhan ra trudc toi ring d6 1a ly do code mau ctia téi khong chay. T6i da bao cac ban 1a
toi s& nhic tén cac ban trong huéng din, va day cic ban. Vay do, nyah.)

Lai niia, hdy cin than v6i goi tin broadcast. Vi moi may trén LAN déu bi ép xt ly goi tin du né c6

recvfrom() hay khong, n6 c6 thé tao kha nhiéu tai cho toan bd mang may tinh. Chung chic chin la
thi can dung tiét kiém va ding luc.



Chapter 8

Nhiing Cau Héi Thuong Gap

Toi kiém nhiing header file d6 6 dau?

Néu ban chua c6 ching trén hé théng, thi chic ban khong can ching. Kiém tra sich huéng din cho nén
tang cu thé cta ban. Néu ban dang build cho Windows, ban chi cAn #include <winsock.h> .

Toi phai lam gi khi bind() bao “Address already in use”?

Ban phai dung setsockopt() véi tuy chon SO REUSEADDR trén socket dang lang nghe. Xem phan vé
bind() va phinvé select() décé vidu.
Lam sao 1dy danh sich socket dang mé trén hé thong?

Dung netstat . Kiém tra man page dé biét chi tiét ddy du, nhung ban sé c6 output t6t chi bing cach go:

$ netstat

Kho khan duy nhat 13 xac dinh socket nao gén véi chudng trinh nao. :-)
Lam sao xem routing table?
Chay lénh route (trong /sbin trén hau hét Linux) hoic lénh netstat -r . Hodclénh ip route.

Lam sao chay chudng trinh client va server néu toi chi c6 mot may tinh? Téi khong cAn mot mang dé
viét chuong trinh mang a?

May cho ban, hiu nhu moi may déu c6 trién khai “thiét bi” mang loopback nam trong kernel va gia v la
mot card mang. (Day la interface dugce liét ké 1a “ 1o ” trong routing table.)

Gia st ban dang login vao mdt may tén “ goat ”. Chay client trong mot clia s6 va server trong cta s
khéc. Hodc khéi dong server & ché do nén (“ server & ”) va chay client trong cung clia s6. Cai dudc ctia
loopback device 12 ban c6 thé client goat hodc client localhost (vi“ localhost ” c6 kha ning dudc

dinh nghia trong file /etc/hosts cua ban) va ban sé c6 client néi chuyén véi server ma khong can mang!

Noi gon, khong cin thay d6i gi trong code d€ no chay dudc trén mot may don 1& khong néi mang! Hoan
ho!

Lam sao biét dau bén kia da dong két ndi?
Ban c6 thé biét vi recv() sétravé 0.

Lam sao cai dit tién ich “ping”? ICMP 1a gi? Téi tim hiéu thém vé raw socket va SOCK_RAW & dau?

80
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TAat ca cAu hoi vé raw socket ctia ban sé dugc tra 16i trong sach UNIX Network Programming ctia W. Richard
Stevens. Cing vay, xem trong thu muc ping/ con trong source code ctia UNIX Network Programming

cta Stevens, c6 sn online’.
Lam sao thay ddi hodc rit ngén timeout ctia mot 13i goi connect() ?

Thay vi dua ban chinh xdc cung ciu trad 16i ma W. Richard Stevens sé dua, téi sé chi ban téi
lib/connect nonb.c trong source code UNIX Network Programming?.

Toém tat la ban tao mot socket descriptor bang socket() , ddt n6 thanh non-blocking, goi connect() , va
néu moi thit sudn sé connect() sétra vé -1 ngay lap tlic va errno sé dugc gan thanh EINPROGRESS .
Réi ban goi select() véi bat ky timeout ndo ban mudn, truyén socket descriptor vao ca tap doc 1an
tap ghi. Néu n6 khéng timeout, nghia la 16i goi connect() da hoan thanh. Lic nay, ban sé phai dung
getsockopt() vdéituy chon SO _ERROR dé ldy gi tri tra vé tli 16i goi connect () , gia tri d6 sé bang khong
néu khéng c6 16i.
Cudi cung, c6 1& ban sé mudn dit socket trg lai ché do blocking trudc khi bat dau truyén dii liéu qua no.
Chu y rang céch nay c6 thém cai dugc la cho phép chudng trinh ctia ban lam viéc khac trong luc dang
connect. Vi dy, ban c6 thé dit timeout thap, nhu 500 ms, va cAp nhat mot chi bao trén man hinh méi lan

timeout, réi goi select() lan niia. Khi ban da goi select() va timeout, vi du 20 l4n, ban biét da dén lac
bo cudc véi két nodi nay.

Nhu t6i da noi, xem source ctia Stevens dé€ c6 vi du tuyét vai tuyét doi.

Lam sao build cho Windows?

Trudc hét, x6a Windows va cai Linux hodc BSD. };-) . Khong, that ra, chi cAn xem phén vé build cho
Windows & phan gidi thiéu.

Lam sao build cho Solaris/SunOS? Tbi cii bi 16i linker khi ¢ bién dich!

Lbi linker x4y ra vi miy cai may Sun khong tu dong compile chung véi cac thu vién socket. Xem phén vé
build cho Solaris/SunOS & phén gidi thiéu dé c6 vi du vé cach lam viéc nay.

Tai sao select() cu thoat ra khi cé signal?

Signal c6 xu huéng lam cho céc system call dang bi block tra vé -1 v6i errno dudc gan thanh EINTR.
Khi ban dit mot signal handler bang sigaction() , ban c6 thé dit ¢3 SA RESTART , dudc cho la s& khai
dong lai system call sau khi n6 bi ngat.

Duong nhién, cai nay khong phai lic nao ciing hiéu qua.

Giai phap ua thich cta tdi cho chuyén nay lién quan dén mot cu lénh goto . Ban biét chuyén nay khién
cac giao su cta ban cuc ky khé chiu, nén ci lam di!

select restart:
if ((err = select(fdmax+1, &readfds, NULL, NULL, NULL)) == -1) {
if (errno == EINTR) {
// some signal just interrupted us, so restart
goto select restart;
}
// handle the real error here:
perror("select");

http://www.unpbook.com/src.html
2http://www.unpbook.com/src.html
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Chéc r6i, ban khong cdn dung goto trong trudng hgp nay; ban c6 thé dung ciu tric khac dé diéu khién.
Nhung t6i nghi ciu lénh goto thét ra sach hon.

Lam sao cai dit timeout cho mot 16i goi recv() ?

Dung select() ! N6 cho phép ban chi dinh tham s6 timeout cho cac socket descriptor ma ban dang muon
doc tii d6. Hodc, ban c6 thé goi toan bd chiic ndng vao mot ham duy nhit, nhu thé nay:

#include <unistd.h>
#include <sys/time.h>
#include <sys/types.h>
#include <sys/socket.h>

int recvtimeout(int s, char *buf, int len, int timeout)

{
fd set fds;
int n;
struct timeval tv;
// set up the file descriptor set
FD ZERO(&fds);
FD SET(s, &fds);
// set up the struct timeval for the timeout
tv.tv_sec = timeout;
tv.tv _usec = 0;
// wait until timeout or data received
n = select(s+1, &fds, NULL, NULL, &tv);
if (n == 0) return -2; // timeout!
if (n == -1) return -1; // error
// data must be here, so do a normal recv()
return recv(s, buf, len, 0);
}

// Sample call to recvtimeout():
n = recvtimeout(s, buf, sizeof buf, 10); // 10 second timeout

if (n == -1) {
// error occurred
perror("recvtimeout");

}
else if (n == -2) {

// timeout occurred
} else {

// got some data in buf
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Chuyrang recvtimeout() travé -2 trong trudng hop timeout. Sao khong trd vé 0 ? Néu ban con nhd,
gia tritrAvé 0 trénldigoi recv() nghia la dau bén kia da dong két ndi. Nén gia tri tra vé d6 da c6 chd,
va -1 nghiala “16i”, nén t6i chon -2 1am chi bao timeout ctia minh.

Lam sao ma héa hodc nén dii liéu trudc khi giii qua socket?

Mot cach dé dé ma hoa 1 diing SSL (secure sockets layer), nhung cai d6 vudt ra ngoai pham vi huéng dan
nay. (Xem du an OpenSSL® dé biét thém.)

Nhung gia st ban mudn cdm vao hoic tu cai dit hé thong nén hay ma hoa ctia minh, thi d6 chi la chuyén
nghi vé dii liéu clia minh nhu dang chay qua mot chudi budc giifa hai dau. Mbi budc thay ddi dii liéu theo
mot cach nao do.

1. server doc dii liéu tu file (hodc 6 dau do)
2. server ma hoa/nén dii liéu (ban thém phan nay)
3. server send() diiliéu da ma hoa

Gi6 hudng ngudc lai:

1. client recv() diiliéu da ma hoa
2. client giai ma/giai nén dii liéu (ban thém phan nay)
3. client ghi dii liéu ra file (hoac 6 dau do)

Néu ban dinh nén va ma hoa, nhé nén trude. :-)

Mién 1a client dio ngudc ding nhiing gi server lam, dii liéu s& 8n & cudi bat ké ban thém bao nhiéu buéc
trung gian.

Vay tat ca nhiing gi ban cin lam dé dung code ctia téi 1a tim vi tri gifia chd dii liéu dudc doc va chd dii liéu
dugc gtii (bing send() ) qua mang, va nhét vao d6 mot doan code 1am viéc ma hoa.

Cai “ PF_INET ” ma t6i cd thiy 14 gi vay? No c6 lién quan dén AF_INET khong?
Co, c6 lién quan ddy. Xem phin vé socket() dé biét chi tiét.
Lam sao viét mt server nhén lénh shell tu client va thuc thi ching?

Dé don gian, gia st client connect() , send() va close() két ndi (tlic 1a khdng c6 system call nao theo
sau ma client khong két noi lai).
Quy trinh ma client lam theo la:

1. connect() tdiserver

2. send("/sbin/ls > /tmp/client.out")

3. close() kétnoi
Trong luc do, server xt ly dii liéu va thuc thi né:

1. accept() kétndi tu client

2. recv(str) chudilénh

3. close() kétndi

4. system(str) dé chay lénh
Coi chiing! Cho server thuc thi nhiing gi client bao thi ching khéac gi cho quyén truy cip shell tii xa, va
ngudi ta c6 thé 1am nhiéu trd véi tai khoan ctia ban khi két néi vao server. Vi du, trong vi du trén, 13 client
gui “ rm -rf ~ 7 thi sao? N6 x6a sach moi thii trong tai khoan cta ban, thé day!

Nén ban khon ra, va ban ngan client dung bat cd gi trii mét vai tién ich ban biét 1a an toan, nhu tién ich
foobar :

Shttps://www.openssl.org/
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if (!strncmp(str, "foobar", 6)) {
sprintf(sysstr, "%s > /tmp/server.out", str);
system(sysstr);

Nhung ban van chua an toan, dang tiéc: 13 client nhap “ foobar; rm -rf ~ ” thi sao? Diéu an toan nhat
cin lam 14 viét mot tha tuc nho dat ky tu escape (“ \ ) trudce tit ca ky tu khong phai chit va s8 (bao gom
c4 khoang trang, néu pht hgp) trong cac tham s6 cho 1énh.

Nhu ban thiy, bdo mit 14 vin dé kha 16n khi server bit dau thuc thi nhiing thi client gui.

Tbi giii ca dong dii liéu, nhung khi recv() , né chi nhan dugc 536 byte hodc 1460 byte méi Ian. Nhung
néu to6i chay trén may local, né nhén toan b¢ dii liéu cung lic. Chuyén gi dang xay ra?

Ban dang cham dén MTU, kich thudc t6i da ma mdi trudng vat ly c¢6 thé xi ly. Trén may local, ban dang
dung thiét bi loopback c6 thé xti ly 8K hodc hon khong thanh van dé. Nhung trén Ethernet, von chi c6 thé
xU ly 1500 byte kém header, ban cham giéi han d6. Qua modem, v6i MTU 576 (lai kém header), ban cham
giéi han con thip hon.

Ban phai dam bao toan bo dii liéu dang dugc gui, trudc hét. (Xem ham sendall() dé biét chi tiét.) Khi
ban chic chuyén do, thi ban can goi recv() trong vong lip cho dén khi tat ca dit liéu ctia ban dugce doc.
Doc phan Dtia Con Trai Clia Déng G6i Dii Liéu d€ biét chi tiét vé viéc nhan day du cac goi tin dung nhiéu
16i goi recv() .

T6i dung may Windows va khong c6 system call fork() hay batky kiéu struct sigaction nao. Phai
lam sao?

Néu chung ton tai ¢ dau d6, ching sé ndm trong cac thu vién POSIX c6 thé da di kém vé6i compiler ctua
ban. Vi toi khong c6 may Windows, toi that su khong thé cho ban céu tra 181, nhung t6i nhé mang mang la
Microsoft ¢c6 mot 16p tuong thich POSIX va d6 la néi fork() c6 thé ndm. (Va c6 thé cA sigaction niia.)
Tim trong phén help di kém VC++ tii khoa “fork” hodc “POSIX” xem c6 manh méi gi khong.

Néu cai d6 hoan toan khong chay, viit hét cai fork() / sigaction va thay béng thit tuong ducng cta
Win32: CreateProcess() . To6i khong biét cach dung CreateProcess() , n6 nhén ca ty tham s6, nhung
chic né dugdc bao phu trong tai liéu di kém VC++.

Toi 6 sau firewall, lam sao cho ngudi ngoai firewall biét dia chi IP cua tdi dé ho c6 thé két ndi t6i may
t6i?

DPang tiéc, muc dich cta firewall la ngan ngudi 6 ngoai firewall két néi t6i may bén trong firewall, nén cho
phép ho lam vay vé cd ban la bi coi 14 vi pham bao mat.

Khong c6 nghia 1a moi thi déu thua cudc. Mot 13, ban van thudng c6 thé connect() qua firewall néu né
dang 1am kiéu masquerading hodc NAT hay gi d6 tudng tu. Chi can thiét ké chudng trinh sao cho ban luén
14 ngudi chu dong khdi tao két ndi, va ban sé on.

Néu cai d6 khéng thoa dang, ban c6 thé nhd miy 6ng sysadmin duc mot 15 trén firewall dé ngudi ta co
thé két ndi téi ban. Firewall c6 thé forward t6i ban qua phan mém NAT cta nd, ho#ic qua proxy hay gi d6
tuong tu.
Xin luu y ring mot 16 thiing trén firewall khong phai chuyén dua. Ban phai ddm bao minh khong cho ké
x4u truy cip vao mang ndi bd; néu ban la ngudi mdi, khé hon nhiéu dé 1am phan mém an toan so v6i tuéng
tugng cta ban.

buing lam sysadmin ctia ban gian t6i. ;-)

Lam sao viét mt packet sniffer? Lam sao dat Ethernet interface cta t6i vao ché do promiscuous?
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Cho nhiing ai chua biét, khi mot card mang & “ché d6 promiscuous”, né sé chuyén TAT CA géi tin cho
hé diéu hanh, khong chi nhiing géi tin c6 dia chi d&€n may cu thé nay. (Chung ta dang néi vé dia chi tAng
Ethernet & day, khong phai dia chi IP, nhung vi Ethernet & ting dudi IP, tit ca dia chi IP thuc chét cing
dugc forward ludn. Xem phan Chuyén Nham Cap Thép va Ly Thuyét Mang dé biét thém.)

Day la co s6 cach mot packet sniffer hoat dong. N6 dit interface vao ché do promiscuous, réi OS nhin moi

g6i tin di qua trén day. Ban sé c6 mot loai socket nao d6 dé doc dit liéu nay.

Dang tiéc, cdu tra 16i cho ciu hoi nay khic nhau tuy nén tang, nhung néu ban Google tu khoa, vi du,

“windows promiscuous ioctl” chic ban sé t6i duge dau do. Cho Linux, c6 vé c6 modt cha dé Stack Overflow

hiiu ich* niia.

Lam sao dit gia tri timeout tuy chinh cho mdt socket TCP hoac UDP?

Céi ndy tuy hé thdng clia ban. Ban c6 thé tim trén mang SO _RCVTIMEO va SO SNDTIMEO (dé dung véi
setsockopt () ) xem hé théng ctia ban c6 hd trg chiic ning nhu vay khong,

Trang man ctia Linux dé nghi dung alarm() hodc setitimer() thay thé.
Lam sao biét port nao c6 sin dé dung? C6 danh sich s6 port “chinh thic” khong?

Thudng thi ddy khong phai vin dé. Néu ban dang viét, vi du, mot web server, thi nén dung port 80 ndi
tiéng cho phin mém cta minh. Néu ban dang viét mét server chuyén biét cta riéng minh, thi chon mot
port ngau nhién (nhung 16n hon 1023) va thi.

R+«

Néu port da dugce dung, ban sé bi 16i “Address already in use” khi ¢6 bind() . Chon port khac. (Nén cho
phép ngudi dung phan mém cta ban chi dinh mét port khac qua file config hoic tuy chon dong 1énh.)

C6 mot danh sach s8 port chinh thic® dugde duy tri bsi Internet Assigned Numbers Authority (IANA). Chi
vi céi gi d6 (16n hon 1023) ¢6 trong danh sach d6 khong c6 nghia 1a ban khong thé dung port d6. Vi du,
DOOM ctia Id Software dung cung port v4i “mdgs”, bat ké cai d6 1a gi. T4t ca nhiing gi quan trong la khong
ai khac trén cung mot may dang dung port d6 khi ban muén dung né.

4https://stackoverflow.com/questions/21323023/
Shttps://www.iana.org/assignments/port-numbers
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Chapter 9

Man Pages

Trong thé gi6i Unix, c6 mdt déng sach huéng dan. Ching c6 nhiing phan nhé md ta tling ham riéng lé ma
ban c6 sén dé ding.

Di nhién, “manual” sé& 14 til qua dai dé gb. Y t6i 13, khong ai trong thé giéi Unix, ké ca toi, thich gb nhiéu
dén thé. That ra t6i c6 thé noi dai trang giang dai hai vé chuyén toi thich ngan gon dén mic nao, nhung
thay vao d6 tdi sé ngén gon va khong 1am ban chan véi nhiing bai dién vin 1é thé vé chuyén téi cuc ky
kinh ngac ua chudng su ngin gon dén ¢ nao trong hiu hét moi hoan canh § tinh tong thé tron ven cta

ching.
[Tiéng vo tay]

Cam on. Y t6i mudn néi 13, cac trang nay dudc goi la “man page” trong thé gi6i Unix, va toi da dua vao day
bién thé cit gon cua riéng toi d€ ban doc thu gidn. Van dé 13, nhiéu trong s6 cadc ham nay téng quat hon
nhiéu so v4i toi tiét 16, nhung téi chi sé trinh bay cac phén lién quan dén Léap Trinh Socket Internet.

Nhung khoan! D6 chua phai 1a tat ca nhiing gi sai v6i man page cua toi:

« Chung khong day du va chi trinh bay phan cin ban ti huéng dan.

« Co rdt nhiéu man page khac ngoai dsi thuc hon céi nay.

« Chung khac véi nhiing cai trén hé théng cta ban.

« Céc file header c6 thé khac cho mot s6 ham nhat dinh trén hé théng cta ban.
« Tham s6 ham c6 thé khac cho modt s6 ham nhit dinh trén hé théng ctia ban.

Néu ban mudn thdng tin that, kiém tra man page Unix cuc bd clia ban bing cach go man gi_dé , trong
do6 “gi_dd” 1a thi ban cuc ky quan tAm t6i, vi du “ accept ”. (T6i chic Microsoft Visual Studio cé thit gi
dd tuong tu trong phén help cia ho. Nhung “man” t6t hon vi nd ngan gon hon “help” mot byte. Unix lai
thing!)

Vay, néu ching thiéu sot nhu thé, tai sao lai dua chiing vao Huéng Dan? Cé vai ly do, nhung ly do t6t nhat
14 (a) nhiing phién ban nay dudc nhim cu thé vao lap trinh mang va dé tiéu héa hon ban that, va (b) nhiing
phién ban nay c6 vi du!

Al Vanéi vé vi du, toi c6 xu huéng khong dua tit ca phan kiém tra 13i vao vi né that su lam tang do dai
ctia code. Nhung ban tuyét d6i nén kiém tra 16i gin nhu mdi khi ban goi bt ky system call nao trii khi ban
hoan toan 100% chic chin no sé khong that bai, va c6 1& ban van nén lam vay ké ca khi do!

9.1 accept()

Nhan mot két ndi di téi trén socket dang lang nghe

86
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Synopsis

#include <sys/types.h>
#include <sys/socket.h>

int accept(int s, struct sockaddr *addr, socklen t *addrlen);

Description

Khi ban da mit cong 14y mot socket SOCK _STREAM va ciu hinh n6 d€ nhan két néi di t6i v6i listen() ,
roi ban goi accept() dé thuc su c6 dudc mot socket descriptor méi dung cho cac giao tiép tiép theo véi
client viia két noi.

Socket cii ma ban dang dung dé ling nghe van con d6, va sé dudc dung cho cac 15i goi accept() tiép theo
khi chung dén.

Tham s& Mo ta
s Socket descriptor dang listen() .
addr Cai nay dudc dién dia chi ctia bén dang két noi téi ban.
addrlen Céi nay dudc dién sizeof() clia struct trd vé trong tham s& addr . Ban c6 thé yén

tdm bo qua ndé néu ban gia st minh nhan dugc moét struct sockaddr_in, diéu ma

ban biét vi d6 la kiéu ban da truyén vao cho addr .

accept() thudng sé block, va ban c6 thé dung select() dé dom socket descriptor dang ling nghe trude

dé xem no c6 “sén sang doc” khong. Néu c6, thi c6 mot két ndi méi dang dgi dude accept() ! Yay! Hoic,
ban c6 thé dit c3 0 NONBLOCK trén socket dang ling nghe bing fcntl() , va khi d6 no6 sé khong bao gi
block, thay vao d6 n6 chon tra vé -1 véi errno dudc gan thanh EWOULDBLOCK .

Socket descriptor do accept() tra vé la mot socket descriptor thuc thu, dang mé va dang két néi téi host

remote. Ban phai close() no khi dung xong.

Return Value

accept() tra vé socket descriptor viia két néi, hosic -1 néuldi, véi errno dugc gan phi hgp.

Example

struct sockaddr storage their addr;
socklen t addr size;

struct addrinfo hints, *res;

int sockfd, new fd;

// first, load up address structs with getaddrinfo():

memset (&hints, 0, sizeof hints);

hints.ai_family = AF_UNSPEC; // use IPv4 or IPv6, whichever
hints.ai socktype = SOCK STREAM;

hints.ai flags = AI PASSIVE; // fill in my IP for me

getaddrinfo(NULL, MYPORT, &hints, &res);
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// make a socket, bind it, and listen on it:

sockfd = socket(res->ai family, res->ai socktype, res->ai protocol);
bind(sockfd, res-=>ai addr, res->ai addrlen);

listen(sockfd, BACKLOG);

// now accept an incoming connection:

addr size = sizeof their addr;
new fd = accept(sockfd, (struct sockaddr *)&their addr, &addr size);

// ready to communicate on socket descriptor new fd!

See Also

socket() , getaddrinfo() , listen(), struct sockaddr in

9.2  bind()

Gén socket v6i mot dia chi IP va sd port

Synopsis

#include <sys/types.h>
#include <sys/socket.h>

int bind(int sockfd, struct sockaddr *my addr, socklen t addrlen);

Description

Khi mot may remote mudn két néi téi chudng trinh server ctia ban, n6 cin hai mau thong tin: dia chi IP
va s0 port. L3i goi bind() cho phép ban lam diung chuyén dé.
DAu tién, ban goi getaddrinfo() dé nap mdt struct sockaddr véithdng tin dia chi dich va port. Roi
ban goi socket() dé c6 mdt socket descriptor, rdi ban truyén socket va dia chi vao bind() , va dia chi IP
cung port dugc gan vao socket mdt cach than ky (dung phép thuat that su)!
Néu ban khéng biét dia chi IP ctia minh, hodc ban biét minh chi c6 mét dia chi IP trén may, hoac ban khong
quan tim dia chi IP ndo ctia may dugc ding, ban c6 thé chi cin truyén c¢§ AI_PASSIVE vao tham s§ hints
cta getaddrinfo() . Cai ndy lam gi? N6 dién phan dia chi IP cia struct sockaddr béng mot gia tri dic
biét bao cho bind() biét ring né nén tu dong dién dia chi IP cua host nay.
Céai gi cai gi? Gia tri dic biét ndo dugc nap vao dia chi IP ctia struct sockaddr dé lam no tu dong
dién dia chi bang host hién tai? Toi sé& noi cho ban biét, nhung nhé la chuyén nay chi khi ban dang
dién struct sockaddr bang tay; néu khong, dung két qua tii getaddrinfo() , nhu trén. O IPv4, trudng
sin_addr.s_addr cua struct sockaddr in dudc gan thanh INADDR ANY . O IPvé6, trudng sin6_addr
cla struct sockaddr_in6 dudc gan tii bién toan cuc in6addr_any . Hoic, néu ban dang khai bao mot
struct in6_addr méi, ban c6 thé khdi tao n6 bing INGADDR_ANY INIT .

Cudi cung, tham s6 addrlen nén dugc gan bdng sizeof my addr .
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Return Value

Tra vé khong néu thanh cong, hodc -1 néuldi(va errno sé dudc gan phi hop).

Example

89

// modern way of doing things with getaddrinfo()

struct addrinfo hints, *res;
int sockfd;

// first, load up address structs with getaddrinfo():
memset(&hints, 0, sizeof hints);

hints.ai_family = AF_UNSPEC; // use IPv4 or IPv6, whichever
hints.ai socktype = SOCK STREAM;

hints.ai flags = AI PASSIVE; // fill in my IP for me

getaddrinfo(NULL, "3490", &hints, &res);

// make a socket:
// (you should actually walk the "res" linked list and error-check!)

sockfd = socket(res->ai family, res->ai socktype, res->ai protocol);
// bind it to the port we passed in to getaddrinfo():

bind(sockfd, res-=>ai addr, res->ai addrlen);

// example of packing a struct by hand, IPv4

struct sockaddr in myaddr;
int s;

myaddr.sin family = AF INET;
myaddr.sin port = htons(3490);

// you can specify an IP address:
inet pton(AF_INET, "63.161.169.137", &(myaddr.sin addr));

// or you can let it automatically select one:
myaddr.sin addr.s addr = INADDR ANY;

s = socket(PF_INET, SOCK STREAM, 0);
bind(s, (struct sockaddr*)&myaddr, sizeof myaddr);

See Also

getaddrinfo() , socket() , struct sockaddr in, struct in addr
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9.3 connect()

Két n6i mot socket téi server

Synopsis

#include <sys/types.h>
#include <sys/socket.h>

int connect(int sockfd, const struct sockaddr *serv_addr,
socklen t addrlen);

Description

Khi da dung dugc mot socket descriptor bang 13i goi socket() , ban c6 thé connect() socket d6 t6i mot

server remote béng system call tén goi rat dung ban chit la connect() . T4t ca nhiing gi ban cin lam la

truyén cho né socket descriptor va dia chi clia server ban muén lam quen. (A, va d6 dai cia dia chi, thi

thudng dudc truyén cho cic ham kiéu nay.)

Thong thudng thong tin nay di kém nhu két qua cua 16i goi getaddrinfo() , nhung ban c6 thé tu dién
struct sockaddr cua minh néu mudn.

Néu ban chua goi bind() trén socket descriptor, né sé tu dong dudc bind vao dia chi IP ctia ban va mot

port local ngdu nhién. Chuyén ndy thudng én véi ban néu ban khdng phai server, vi ban khéng thuc
su quan tAm port local ctia minh 1a gi; ban chi quan tAm port remote 1a gi dé c6 thé dit no6 vao tham sé
serv_addr . Ban c6 thé goi bind() néu ban thuc su mudn socket client ctia minh nim trén mot dia chi

IP va port cu thé, nhung chuyén nay kha hiém.
Khi socket dd connect() ,bantudo send() va recv() diiliéu trén no tuy y.

Ghi chu dic biét: néuban connect() mot socket UDP SOCK_DGRAM t6i mot host remote, ban c6 thé dung

send() va recv() ciing nhu sendto() va recvfrom() . Néu ban muon.

Return Value

Tra vé khong néu thanh cong, hodc -1 néuldi(va errno sé dudc gan phi hop).

Example

// connect to www.example.com port 80 (http)

struct addrinfo hints, *res;
int sockfd;

// first, load up address structs with getaddrinfo():
memset (&hints, 0, sizeof hints);
hints.ai family = AF_UNSPEC; // use IPv4 or IPv6, whichever

hints.ai socktype = SOCK STREAM;

// we could put "80" instead on "http" on the next line:
getaddrinfo("www.example.com", "http", &hints, &res);
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// make a socket:
sockfd = socket(res->ai family, res->ai socktype, res->ai protocol);
// connect it to the address and port we passed in to getaddrinfo():

connect(sockfd, res->ai addr, res->ai addrlen);

See Also

socket () , bind()

9.4 close()

Dboéng mot socket descriptor

Synopsis

#include <unistd.h>

int close(int s);

Description

Sau khi ban da dung xong socket cho bat ky 4m muu dién r6 nao ban da bay ra va ban khong mudn send()
hay recv() hay, néi thing, lam bdt cti gi khac v6i socket ndy, ban c6 thé close() nd, vano sé dugc giai
phong, khong bao gi¢ dung lai niia.

Dau bén kia ¢ thé biét chuyén nay xay ra bing mot trong hai cach. Mot: néu dau bén kia goi recv() ,
nd sé tra vé 0 . Hai: néu d4u bén kia goi send() , n6 sé nhan signal SIGPIPE va send() sé travé -1 va
errno sé dudc gan thanh EPIPE .

Ngudi dung Windows: ham ban cin dung tén la closesocket() , khéng phai close() . Néu ban thu

dung close() trén socket descriptor, c6 thé Windows sé& néi gian... Va ban sé khong thich n6 khi né néi
gian dau.

Return Value

Tra vé khong néu thanh cong, hodc -1 néuldi(va errno sé dudc gan phi hop).

Example

s = socket(PF_INET, SOCK DGRAM, 0);

// a whole lotta stuff...*BRRRONNNN!*
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9 | close(s); // not much to it, really.

See Also

socket() , shutdown()

9.5 getaddrinfo(), freeaddrinfo(), gai_strerror()

Lay thong tin vé mot tén host va/hodc service, roi nap mot struct sockaddr véi két qua.

Synopsis

#include <sys/types.h>

#include <sys/socket.h>

#include <netdb.h>

int getaddrinfo(const char *nodename, const char *servname,
const struct addrinfo *hints,
struct addrinfo **res);

void freeaddrinfo(struct addrinfo *ai);

const char *gai strerror(int ecode);

struct addrinfo {

int ai flags; // AI PASSIVE, AI CANONNAME,

int ai family; // AF_xxx

int ai_socktype; // SOCK xxx

int ai protocol; // 0 (auto) or IPPROTO TCP, IPPROTO UDP
socklen t ai addrlen; // length of ai addr

char  *ai_canonname; // canonical name for nodename

struct sockaddr *ai_addr; // binary address
struct addrinfo *ai_next; // next structure in linked list

¥:

Description

getaddrinfo() 1a mot ham xudt sic sé tra vé thong tin vé mot tén host cu thé (nhu dia chi IP cta no) va
nap mdt struct sockaddr cho ban, lo hét cac chi tiét linh kinh (nhu IPv4 hay IPv6). N6 thay thé cac ham
clt gethostbyname() va getservbyname() . Mo ta & dudi co6 mot dong thong tin c6 thé hai ngdp, nhung
cach dung thuc té kha don gian. C6 thé dang xem vi du trudc.

Tén host ma ban quan tim dit vao tham s nodename. Dia chi c¢6 thé 14 mot tén host, nhu
“www.example.com”, hodc mot dia chi IPv4 hay IPv6 (truyén vao dang chudi). Tham s& nay ciing
c6thé1a NULL néu ban dang dung c§ AI_PASSIVE (xem bén duéi).

Tham s§ servname vé cd ban la sé port. N6 c6 thé 1a mot s6 port (truyén vao dang chudi, nhu “80”), hoic

no co thé 1a tén service, nhu “http”, “tftp”, “smtp”, “pop”, van van. Tén service noi ti€ng co thé tim thiy
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trong IANA Port List! ho#c trong file /etc/services cia ban.

Cuéi cung, cho cac tham s6 dau vao, ching ta ¢4 hints . Dy thit su la ndi ban dinh nghia nhiing gi ham
getaddrinfo() s&lam. Xoa toan bd struct vé khong trudc khi dung bang memset () . Hiy xem qua cac
trudng ban can cau hinh trudc khi dung.
ai_flags co6 thé dugc gan thanh nhiéu thd, nhung day la vai cai quan trong. (C6 thé chi dinh nhiéu cg
bang cach OR bitwise chung lai v8i toan ti | .) Kiém tra man page cta ban dé c6 danh sach c3 day du.
AI_CANONNAME lam cho ai canonname cua két qua dudc dién bing tén canonical (thit) cta host.
AI PASSIVE lam cho dia chi IP ctia két qua dudc dién bdng INADDR ANY (IPv4) hodc in6addr any (IPv6);

diéu nay khién 15i goi bind() tiép theo tu dong dién dia chiIP cia struct sockaddr bing dia chi cua
host hién tai. Tuyét v6i cho viéc dung server khi ban khéng muén hardcode dia chi.

Néu ban c6 dung c8 AI_PASSIVE , thi ban c6 thé truyén NULL vdo nodename (visau dd bind() sé dién
no cho ban).

Tiép tuc v8i cic tham s6 dau vao, c6 1€ ban sé mudn gan ai family thanh AF_UNSPEC, bdo cho
getaddrinfo() tim ca dia chi IPv4 ldn IPv6. Ban ciing c6 thé tu giéi han minh & mot trong hai bang
AF_INET hodc AF_INET6 .

KEé tiép, trudng socktype nén dugc gan thanh SOCK_STREAM hodc SOCK _DGRAM , tuy vao loai socket ban
mudn.

Cudi cung, cti d€ ai_protocol § 0 dé tu dong chon kiéu protocol cta ban.
Gig, sau khi ban da c6 tat ca thii do, ban c6 thé cuéi cung goi getaddrinfo() !

Di nhién, day 14 ndi vui bat ddu. res gid sé trd t6i mot linked list cta cac struct addrinfo , va ban c6
thé di qua danh sich nay dé 14y tAt ca dia chi khdp v6i nhiing gi ban da truyén vao qua hints.

Gid, ¢6 kha nang ban sé c6 mét vai dia chi khéng chay dudc vi ly do nay hay ly do khéc, nén cai man page
Linux lam 14 lip qua danh sach goi socket() va connect() (hodc bind() néu ban dang dung server
v8icS AI_PASSIVE ) cho dén khi thanh cong.

Cudi cung, khi ban da dung xong linked list, ban cin goi freeaddrinfo() dé gidi phéng bd nhg (néu

khong né sé bi rod ri, va Mot S6 Ngudi sé noi gidn).

Return Value

Tra vé khong néu thanh cong, hoic khac khong néu 16i. Néu tra vé khac khong, ban c6 thé diing ham
gai strerror() dé c6 phién ban in dudc ctia ma 16i trong gia tri tra vé.

Example

// code for a client connecting to a server
// namely a stream socket to www.example.com on port 80 (http)
// either IPv4 or IPv6

int sockfd;
struct addrinfo hints, *servinfo, *p;

int rv;

memset (&hints, 0, sizeof hints);

Ihttps://www.iana.org/assignments/port-numbers
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hints.ai_family = AF_UNSPEC; // use AF INET6 to force IPv6
hints.ai socktype = SOCK STREAM;

rv = getaddrinfo("www.example.com", "http", &hints, &servinfo);
if (rv !'=0) {
fprintf(stderr, "getaddrinfo: %s\n", gai strerror(rv));
exit(1l);

// loop through all the results and connect to the first we can
for(p = servinfo; p != NULL; p = p->ai next) {
if ((sockfd = socket(p->ai family, p->ai socktype,
p->ai protocol)) == -1) {
perror("socket");
continue;

if (connect(sockfd, p-=ai addr, p-=ai addrlen) == -1) {
perror("connect");
close(sockfd);
continue;

break; // if we get here, we must have connected successfully

if (p == NULL) {
// looped off the end of the list with no connection
fprintf(stderr, "failed to connect\n");
exit(2);

freeaddrinfo(servinfo); // all done with this structure

94

// code for a server waiting for connections
// namely a stream socket on port 3490, on this host's IP
// either IPv4 or IPv6.

int sockfd;
struct addrinfo hints, *servinfo, *p;
int rv;

memset(&hints, 0, sizeof hints);

hints.ai_family = AF_UNSPEC; // use AF INET6 to force IPv6
hints.ai socktype = SOCK STREAM;

hints.ai flags = AI PASSIVE; // use my IP address

if ((rv = getaddrinfo(NULL, "3490", &hints, &servinfo)) != 0) {
fprintf(stderr, "getaddrinfo: %s\n", gai strerror(rv));
exit(1);




20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

Chapter 9. Man Pages 95

// loop through all the results and bind to the first we can
for(p = servinfo; p != NULL; p = p->ai next) {
if ((sockfd = socket(p->ai family, p->ai socktype,
p->ai protocol)) == -1) {
perror("socket");
continue;

if (bind(sockfd, p-=ai addr, p->ai addrlen) == -1) {
close(sockfd);
perror("bind");
continue;

break; // if we get here, we must have connected successfully

if (p == NULL) {
// looped off the end of the list with no successful bind
fprintf(stderr, "failed to bind socket\n");
exit(2);

freeaddrinfo(servinfo); // all done with this structure

See Also

gethostbyname() , getnameinfo()

9.6 gethostname()
Tra vé tén cta hé thong

Synopsis

#include <sys/unistd.h>

int gethostname(char *name, size t len);

Description

Hé théng ctia ban c6 tén. Tt ca déu c6. Cai nay Unix hon mét chit so v6i phan mang ching ta da noi,

nhung né van c6 ché ding.

Vi du, ban c6 thé 1dy tén host clia minh, r6i goi gethostbyname() dé tim ra dia chi IP ctia minh.

Tham s6 name nén tré t6i mot buffer sé chia tén host, va len la kich thudc cua buffer do tinh theo byte.
gethostname() s& khong ghi dé qua cudi buffer (n6 cé thé tra vé 16i, hodc c6 thé chi ngung ghi), va no sé

thém NUL két thiic chudi néu c6 ché trong buffer.
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Return Value

Tra vé khong néu thanh cong, hodc -1 néuldi (va errno sé dudc gan phu hgp).

Example

char hostname[128];

gethostname(hostname, sizeof hostname);
printf("My hostname: %s\n", hostname);

See Also

gethostbyname ()

9.7 gethostbyname(), gethostbyaddr()

Lay dia chi IP cho mét hostname, hodc ngudc lai

Synopsis

#include <sys/socket.h>
#include <netdb.h>

struct hostent *gethostbyname(const char *name); // DEPRECATED!/
struct hostent *gethostbyaddr(const char *addr, int len, int type);

Description
XIN LUU Y: hai ham nay da duoc thay thé béi getaddrinfo() wvd getnameinfo() ! Dic biét,
gethostbyname() khong chay tét véi IPve.

Céc ham nay anh xa qua lai gifia tén host va dia chi IP. Vi du, néu ban c6 “www.example.com”, ban c6 thé
dung gethostbyname() dé lay dia chiIP cta n6 va luu vao mot struct in_addr .

Ngugc lai, néu ban c¢6 mdt struct in addr hodc modt struct in6 addr, ban c6 thé dung
gethostbyaddr() dé ldy hostname. Ham gethostbyaddr() cé tudng thich IPv6, nhung ban nén
dung ham méi sang béng hon la getnameinfo() thay thé.

(Néu ban c6 mdt chudi chiia dia chi IP & dang chdm-va-s6 ma ban muén tra hostname, ban s& dung
getaddrinfo() vGicd AI CANONNAME sé tot hon.)

gethostbyname() nhin mot chudi nhu “www.yahoo.com”, va tra vé mot struct hostent chiia hang
déng thong tin, bao gdm dia chi IP. (Thong tin khac 14 tén host chinh thiic, danh sach alias, kiéu dia chi,
dd dai ctia cAc dia chi, va danh sach dia chi, d6 14 struct d&a muc dich kha dé dung cho muc dich cu thé ciia
ching ta mot khi ban hiéu cach.)

gethostbyaddr() nhidn mot struct in addr hodc struct in6 addr va dua vé cho ban moét tén host
tudng ting (néu ¢6 mot), nén nd hai kiéu ngugce lai cia gethostbyname() . Vé tham s6, dui addr 1a char*,
thuc chat ban mudn truyén vao mét con tro ti struct in_addr. len nénla sizeof(struct in_addr) ,

va type nénla AF INET.
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Vay cai struct hostent dudc tra vé nay la gi? N6 c6 mot s6 trudng chia thong tin vé host dang noi.

Trudng Mo ta

char *h_name Tén host canonical that.

char **h_aliases Danh séach alias c6 thé truy cip bdng mang, phan ti cudi la NULL

int h_addrtype Kiéu dia chi cta két qua, that ranén 1a AF_INET cho muc dich ciia
chung ta.

int length Do dai ctia dia chi tinh theo byte, la 4 cho dia chi IP (phién ban 4).

char **h_addr list Danh séach dia chi IP cho host nay. Mdc du day la char** | that rano la
mang nguy trang cta cac struct in_addr* . Phin ti cudi ctia mang la

NULL .
h_addr Mot alias hay dudc dinh nghia cho h_addr_list[0] . Néu ban chi can

dia chi IP ndo ciing dugc cho host nay (ding, host ¢6 thé c¢6 nhiéu hon
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mot) chi cin dung trudng nay.

Return Value

Tra vé mot con trd t6i struct hostent két qua néu thanh cong, hodc NULL néu 16i.

Thay vi perror() théng thudng va may thi ban thudng dung dé bao 16i, cAc ham nay cé két qua song

song trong bién h_errno , c6 thé in bing cAc ham herror() hoic hstrerror() . Chiung hoat ddng gién
g g L g : g hoat dong giong

caicham errno, perror() ,va strerror() c6 dién ma ban da quen.

Example

// THIS IS A DEPRECATED METHOD OF GETTING HOST NAMES
// use getaddrinfo() instead!

#include <stdio.h>
#include <errno.h>
#include <netdb.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>

int main(int argc, char *argv[])
{

int i;

struct hostent *he;

struct in_addr **addr list;

if (argc '= 2) {
fprintf(stderr,"usage: ghbn hostname\n");
return 1;

if ((he = gethostbyname(argv[1])) == NULL) { // get host info
herror("gethostbyname");
return 2;
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// print information about this host:

printf("Official name is: %s\n", he->h_name);

printf(" IP addresses: ");

addr list = (struct in_addr **)he->h addr list;

for(i = 0; addr_list[i] != NULL; i++) {
printf("%ss ", inet ntoa(*addr list[il]));

}

printf("\n");

return 0;

// THIS HAS BEEN SUPERSEDED
// use getnameinfo() instead!

struct hostent *he;
struct in_addr ipv4addr;
struct in6 _addr ipv6addr;

inet pton(AF_INET, "192.0.2.34", &ipv4addr);
he = gethostbyaddr(&ipv4addr, sizeof ipv4addr, AF INET);
printf("Host name: %s\n", he->h _name);

inet pton(AF_INET6, "2001:db8:63b3:1::beef", &ipv6addr);
he = gethostbyaddr(&ipvéaddr, sizeof ipv6addr, AF INET6);
printf("Host name: %s\n", he->h_name);

See Also

getaddrinfo() , getnameinfo() , gethostname(), errno, perror(), strerror(), struct in addr

9.8 getnameinfo()

Tra thong tin tén host va tén service cho mét struct sockaddr da cho.

Synopsis

#include <sys/socket.h>
#include <netdb.h>

int getnameinfo(const struct sockaddr *sa, socklen t salen,
char *host, size t hostlen,
char *serv, size t servlen, int flags);

Description

Ham nay la ngudc lai cia getaddrinfo() , nghia la, ham nay nhan mét struct sockaddr da dudc nap

va tra tén cung tén service trén dé. N6 thay thé cac ham ci gethostbyaddr() va getservbyport() .
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Ban phai truyén vao mot con trd t8i struct sockaddr (thuc chit c6 thé 1a struct sockaddr in hoic

struct sockaddr_in6 da dudc cast) trong tham s sa, va do dai cta struct d6 trong salen .

Tén host va tén service két qua sé dudc ghi vao vung dudc tro téi béi cac tham s host va serv. Di
nhién, ban phai chi dinh do dai t6i da ctia cac buffer nay trong hostlen va servlen.

Cudi cing, c6 vai ¢3 ban c6 thé truyén, nhung day 1a vai cai hay. NI_NOFQDN sé lam cho host chi chiia
tén host, khoéng phai tén domain day di. NI_NAMEREQD sé lam ham thét bai néu khong tim dudc tén qua
DNS lookup (néu ban khong chi dinh ¢8 nay va khong tim dudc tén, getnameinfo() sé dat phién ban
chudi ctia dia chi IP vio host thay thé).

Nhu moi khi, kiém tra man page cuc b ctia ban d€ c6 thong tin day du.

Return Value

Tra vé khong néu thanh céng, hodc khac khéng néu 16i. Néu gia tri tra vé khac khong, né cé thé dudc
truyén cho gai strerror() décé chudi dé doc. Xem getaddrinfo dé biét thém.

Example

struct sockaddr in6 sa; // could be IPv4 if you want
char host[1024];
char service[20];

// pretend sa is full of good information about the host and port...

getnameinfo(&sa, sizeof sa, host, sizeof host, service,
sizeof service, 0);

printf(" host: %s\n", host); // e.g. "www.example.com"
printf("service: %s\n", service); // e.g. "http"

See Also

getaddrinfo() , gethostbyaddr()

9.9 getpeername()
Tra vé thong tin dia chi vé dau remote cta két noi

Synopsis

#include <sys/socket.h>

int getpeername(int s, struct sockaddr *addr, socklen t *len);

Description

Khi ban da accept() mot két noéi remote, hodc connect() t6i mot server, ban gis cd cai goi la peer. Peer
ctia ban don gian 12 may tinh ban dang két néi t6i, duge nhan dién bing mot dia chi IP va mot port. Vay...
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getpeername() don gian tra vé mot struct sockaddr in dudc dién thong tin vé may ban dang két n6i
toi.
Tai sao n6 dudgc goi la “name”? Cé nhiéu loai socket khac nhau, khong chi Internet Socket nhu ching ta
dang dung trong huéng dan nay, nén “name” 1a thuit ngii téng quat hay bao phtt moi trudng hgp. Trong
trudng hdp cua ching ta, “name” ctia peer la dia chi IP va port clia nd.

Mic dit ham tra vé kich thudc ctia dia chi két qua trong len , ban phai nap sén len béng kich thuéc cta
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addr .

Return Value

Tra vé khong néu thanh cong, hodc -1 néuldi(va errno sé dudc gan phi hop).

Example

// assume s is a connected socket

socklen_t len;

struct sockaddr storage addr;
char ipstr[INET6 ADDRSTRLEN];
int port;

len = sizeof addr;
getpeername(s, (struct sockaddr*)&addr, &len);

// deal with both IPv4 and IPv6:

if (addr.ss family == AF_INET) {
struct sockaddr in *s = (struct sockaddr in *)&addr;
port = ntohs(s->sin port);
inet ntop(AF_INET, &s->sin addr, ipstr, sizeof ipstr);

} else { // AF INET6
struct sockaddr in6 *s = (struct sockaddr in6 *)&addr;
port = ntohs(s->sin6 port);
inet_ntop(AF_INET6, &s->sin6_addr, ipstr, sizeof ipstr);

}

printf("Peer IP address: %s\n", ipstr);

printf("Peer port 1 %d\n", port);
See Also

gethostname() , gethostbyname() , gethostbyaddr()

910 errno

Giil ma 16i cho system call vila goi
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Synopsis

#include <errno.h>

int errno;

Description
Day 1a bién giii théng tin 18i cho nhiéu system call. Néu ban con nhd, nhiing thi nhu socket() va

listen() travé -1 khildi, va chung dit gia tri cu thé chia errno dé cho ban biét 16i nao da xay ra.

File header errno.h liét ké moét dong tén ky hiéu hing cho cac 16i, nhu EADDRINUSE , EPIPE,
ECONNREFUSED , van van. Man page cuc bd ciia ban sé cho ban biét ma nao cé thé dudc tra vé nhu la 13i,
va ban c6 thé dung chting & runtime dé xt Iy cac 16i khac nhau theo cach khac nhau.

Hoc, thudng gip hon, ban c6 thé goi perror() ho#c strerror() décé phién ban dé doc cta 16i.

Mot diéu can luu ¥, cho cac fan da ludng, la trén hau hét hé théng errno dudc dinh nghia theo cach
thread-safe. (Nghia 13, n6 khong thét su la bién toan cuc, nhung hanh xt y nhu mét bién toan cuc trong
moi trudng don ludng.)

Return Value

Gia tri ctia bién 1a 16i m&i nhét da xay ra, c6 thé 1a ma cho “thanh cong” néu hanh dong vita roi thanh cong.

Example
s = socket(PF_INET, SOCK STREAM, 0);
if (s == -1) {
perror("socket"); // or use strerror()
}
tryagain:
if (select(n, &readfds, NULL, NULL) == -1) {
// an error has occurred!!
// if we were only interrupted, just restart the select() call:
if (errno == EINTR) goto tryagain; // AAAA! goto!!!
// otherwise it's a more serious error:
perror("select");
exit(1l);
}
See Also

perror() , strerror()

9.11 fcntl()

Diéu khién cic socket descriptor



w

Chapter 9. Man Pages 102

Synopsis

#include <sys/unistd.h>
#include <sys/fcntl.h>

int fcntl(int s, int cmd, long arg);

Description

Ham nay thudng duge dung dé lam file locking va cac chuyén lién quan dén file, nhung né ciing c6 vai
chtic ning lién quan dén socket ma ban c6 thé thiy hodc dung thinh thoang.

Tham s6 s la socket descriptor ban mudn thao tic, cmd nén dugc gan thanh F_SETFL,va arg co6 thé

la mét trong cac lénh sau. (Nhu t6i dd néi, fentl() con nhiéu hon nhiing gi t6i dang tiét 16 & day, nhung
toi dang cd giti tap trung vao socket.)

cmd M6 ta

Dit socket thanh non-blocking. Xem phén vé blocking dé biét chi tiét.
0_NONBLOCK

Dit socket 1am I/O bat dong bo. Khi c6 dii lidu sén sang dé recv() trén socket,
0 _ASYNC

signal SIGIO sé dudc raise. It khi thdy, va vudt ra ngoai pham vi huéng dan. Va
t6i nghi no chi co trén mot s6 hé thong.

Return Value
Tra vé khong néu thanh cong, hodc -1 néuldi(va errno sé dudc gan phi hop).

Cac cach dung khac nhau cta system call fentl() thét ra c6 gia tri tra vé khac nhau, nhung t6i khéng
bao pht ching 8 day vi chiing khong lién quan dén socket. Xem man page fcntl() cuc bd ctia ban dé
biét thém.

Example

int s = socket(PF_INET, SOCK STREAM, 0);

fcntl(s, F_SETFL, 0 NONBLOCK); // set to non-blocking
fentl(s, F_SETFL, O_ASYNC); // set to asynchronous I/0

See Also
Blocking, send()

9.12 htons(), htonl(), ntohs(), ntohl()

Chuyén céac kiéu s6 nguyén nhiéu byte tit host byte order sang network byte order
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Synopsis

#include <netinet/in.h>

uint32 t htonl(uint32 t hostlong);
uintl6e t htons(uintl6_t hostshort);
uint32_t ntohl(uint32_t netlong);

uintl6 t ntohs(uintl6 t netshort);

Description

Chi d€ 1am ban that sy khong vui, cdc may tinh khac nhau dung thi tu byte khac nhau noi bd cho cac s8
nguyén nhiéu byte (ttic la moi s6 nguyén 16n hon mét char ). Hé qua lanéuban send() mdt short int
hai byte tit may Intel sang may Mac (trudc khi chung cling bién thanh Intel ludn), cai mot may tinh nghi
lasd 1, may kia sé nghila s6 256 , va ngudc lai.

Céch vugt qua van dé nay la tat cA moi ngudi gat bo khac biét va dong y rdng Motorola va IBM ddng, con
Intel 1am cach ky cuc, va vi vay tét ca ching ta chuyén thi tu byte ctia minh thanh “big-endian” trudc khi
gtii ra. VilIntel 1a may “little-endian”, dung chinh tri hon 1a goi thi tu byte vu tién cia chiing ta 12 “Network
Byte Order”. Vay cac ham nay chuyén tu thi tu byte géc sang network byte order va ngugc lai.

(Chuyén nay nghia la trén Intel cic ham nay dao tit ca byte, con trén PowerPC chung khéng lam gi vi cac
byte d4 & Network Byte Order ro6i. Nhung ban van luén nén dung ching trong code, vi c6 ai d6 c6 thé
muén build né trén may Intel va vin mudn moi thi chay ding.)

Luu y ring céc kiéu lién quan la s 32-bit (4 byte, c6 l& int ) va 16-bit (2 byte, rat c6 thé short ).

C6 céc bién thé 64-bit trén nhiéu hé théng. Xem ham htobe64() ? va ho hang trong <endian.h> néu ban
c6 (c6 vé MacOS thi khong c6). Va GCC cé byte swapping built-ins® thim chi 1én t6i 128 bit. Hodc ban c6
thé tu cudn tay?, nhung chi thuc su lam swap néu ban dang & trén may little-endian!

Du sao, cach cac ham nay hoat dong 14 trude tién ban quyét dinh minh dang chuyén ¢ host (byte order
clia may ban) hay tit network byte order. Néu “host”, thi chit dau ctia ham ban sap goi 1a “h”. Néu khong

thi 14 “n” cho “network”. Phén giifa tén ham lu6n 1a “to” vi ban dang chuyén tii ci nay “to” cai khac, va

chii &p chot cho biét ban dang chuyén sang cai gi. Chii cudi 1 kich thudc dii liéu, “s” cho short, hodc “1”
cho long. Vay:

Ham Mo ta

htons () h ost to n etwork s hort
htonl() h ost to n etwork 1 ong
ntohs () n etwork to h ost s hort
ntohl() n etwork to host 1ong

Return Value

Mbi ham tra vé gia tri da dudc chuyén.

Zhttps://man.archlinux.org/man/htobe64
*https://gec.gnu.org/onlinedocs/gec/Byte-Swapping-Builtins.html
*https://beej.us/guide/bgnet/source/examples/htonll.c


https://man.archlinux.org/man/htobe64
https://gcc.gnu.org/onlinedocs/gcc/Byte-Swapping-Builtins.html
https://beej.us/guide/bgnet/source/examples/htonll.c
https://beej.us/guide/bgnet/source/examples/htonll.c
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Example

uint32 t some long = 10;
uintl6e t some short = 20;

uint32 t network byte order;
// convert and send
network byte order = htonl(some long);

send(s, &network byte order, sizeof(uint32 t), 0);

some_short == ntohs(htons(some_short)); // this expression is true

9.13 inet_ntoa(), inet_aton(), inet_addr
Chuyén dia chi IP tii chudi chAm-va-s6 sang struct in_addr va ngudc lai

Synopsis

#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>

// ALL THESE ARE DEPRECATED!
// Use inet pton() or inet ntop() instead!

char *inet ntoa(struct in_addr in);
int inet aton(const char *cp, struct in _addr *inp);
in_addr_t inet_addr(const char *cp);

Description

Cac ham nay bi deprecated vi chiing khong xui ly IPv6! Dung inet ntop() hodc inet _pton() thay thé!
Chiuing dugc dua vao day vi ban van cé thé gip chiing ngodi doi.

T4t ca cac ham nay chuyén tit struct in_addr (mot phén cia struct sockaddr_in cua ban, c6 kha
ning cao) sang mot chudi & dinh dang cham-va-s6 (vi du “192.168.5.10”) va ngudc lai. Néu ban c6 mét dia
chi IP dugdc truyén qua command line hay gi d6, day 1a cAch dé& nhat d€ c6 struct in_addr dé connect()
t61, hodc bat ci gi. Néu ban can quyén ning hon, thi vai ham DNS nhu gethostbyname() hodc ¢6 dao
chinh coup d’Etat & nuéc ban dia ctia ban.

Ham inet_ntoa() chuyén mot dia chi mang trong struct in_addr sang chudi dinh dang chim-va-sé.
Chii “n” trong “ntoa” 1a “network”, va “a” la “ASCII” vi ly do lich sti (nén d6 1a “Network To ASCII”, hu t§
“toa” c6 mot ngudi ban tuong tu trong thu vién C goila atoi() chuyén chudi ASCII sang s nguyén).
Ham inet aton() la ngudc lai, chuyén tii chudi chdm-va-sé sang mdét in addr t (1 kiéu ctia trudng

s_addr trong struct in_addr cua ban).

Cuédi cung, ham inet addr() la ham cii honlam cd ban cung chuyén v6i inet_aton() . Vé mat ly thuyét
noé bi deprecated, nhung ban sé thidy né nhiéu va canh sat sé khong dén bat ban néu ban dung né.



Chapter 9. Man Pages 105

Return Value
inet_aton() tra vé khac khéng néu dia chi hgp &, va tra vé khong néu dia chi khong hgp 1é.
inet ntoa() tra vé chudi chAim-va-sé trong mot buffer tinh bi ghi dé méi lan goi ham.
inet_addr() tra vé dia chi dudidang in_addr t,hodc -1 néucé16i. (Pay la cing két qua néu ban thi

chuyén chubi “ 255.255.255.255 ”, 1a mot dia chi IP hop 1&. Pay laly do inet aton() tét hon.)

Example

struct sockaddr in antelope;
char *some addr;

inet aton("10.0.0.1", &antelope.sin addr); // store IP in antelope

some_addr = inet ntoa(antelope.sin addr); // return the IP
printf("s%ss\n", some addr); // prints "10.0.0.1"

// and this call is the same as the inet aton() call, above:
antelope.sin addr.s addr = inet addr("10.0.0.1");

See Also

inet ntop() , inet pton() , gethostbyname() , gethostbyaddr()

9.14 inet_ntop(), inet_pton()

Chuyén dia chi IP sang dang ngudi doc dugc va ngudc lai.

Synopsis

#include <arpa/inet.h>

const char *inet ntop(int af, const void *src,
char *dst, socklen t size);

int inet pton(int af, const char *src, void *dst);

Description

Cac ham nay dé xi Iy dia chi IP dang ngusi doc dudc va chuyén ching sang biéu dién nhi phan dé dung véi

nhiéu ham va system call. Chii “n” 14 “network”, va “p” 1a “presentation”. Hodc “text presentation”. Nhung

» &«

ban c6 thé nghi né 1a “printable”. “ntop” 12 “network to printable”. Thiy chua?

Dai khi ban khong muén nhin vao mét déng sé nhi phan khi xem mét dia chi IP. Ban mudn né § dang in
dep dé, nhu 192.0.2.180, hay 2001:db8:8714:3a90::12 . Trong trudng hdp d6, inet ntop() la danh
cho ban.

inet_ntop() nhan ho dia chi trong tham s6 af (hodc AF_INET ho#ic AF_INET6 ). Tham s6 src nén

1 con trd t6i mot struct in addr hodic struct in6 addr chta dia chi ban muén chuyén thanh chudi.
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Cudi cing dst va size 1a con tré t6i chudi dich va do6 dai t6i da ciia chudi dé.

Do dai t6i da ctia chudi dst nén la bao nhiéu? D dai t6i da cho dia chi IPv4 va IPv6 la bao nhiéu? Rat
may ¢ vai macro giap ban. Cac do dai t6i da la: INET ADDRSTRLEN va INET6 ADDRSTRLEN .

Lac khéc, ban c6 thé c6 mot chudi chda dia chi IP 8 dang doc dudc, vad ban mudn pack nd vao
mot struct sockaddr_in hodc mot struct sockaddr_in6. Trong trudng hgp do, ham ngudc lai

inet pton() la caiban can.

inet pton() ciing nhén ho dia chi (hodc AF INET ho#c AF_INET6 ) trong tham s6 af . Tham sé src
14 con tré t6i mdt chubi chiia dia chi IP & dang in dudc. Cudi cling tham s& dst tré t6i noi két qua nén
dudc luu, c6 thé1a struct in addr ho#c struct in6 addr .

Cac ham nay khong lam DNS lookup, ban sé can getaddrinfo() cho cai dé.

Return Value

inet_ntop() tra vé tham sd dst néu thanh cong, hodc NULL néu that bai (vd errno dudc gan).

inet pton() travé 1 néuthanhcéng. N6 travé -1 néucéldi( errno dudc gan), hodc 0 néu dau vao
khong phai dia chi IP hgp 1é.

Example

// IPv4 demo of inet ntop() and inet pton()

struct sockaddr in sa;
char str[INET ADDRSTRLEN];

// store this IP address in sa:
inet pton(AF_INET, "192.0.2.33", &(sa.sin_addr));

// now get it back and print it
inet ntop(AF_INET, &(sa.sin addr), str, INET ADDRSTRLEN);

printf("ss\n", str); // prints "192.0.2.33"

// IPv6 demo of inet ntop() and inet pton()
// (basically the same except with a bunch of 6s thrown around)

struct sockaddr in6 sa;
char str[INET6_ADDRSTRLEN];

// store this IP address in sa:
inet pton(AF_INET6, "2001:db8:8714:3a90::12", &(sa.sin6 addr));

// now get it back and print it
inet ntop(AF_INET6, &(sa.sin6 addr), str, INET6 ADDRSTRLEN);

printf("%ss\n", str); // prints "2001:db8:8714:3a90::12"
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// Helper function you can use:
//Convert a struct sockaddr address to a string, IPv4 and IPv6:

char *get ip str(const struct sockaddr *sa, char *s, size t maxlen)
{
switch(sa->sa family) {
case AF_INET:
inet_ntop(AF_INET,
&(((struct sockaddr _in *)sa)->sin addr), s,
maxlen);
break;

case AF_INETG:
inet ntop(AF_INET6,
&(((struct sockaddr_in6 *)sa)->sin6_addr), s,
maxlen);
break;

default:

strncpy(s, "Unknown AF", maxlen);
return NULL;

return s;

See Also

getaddrinfo()

9.15 1listen()

Bao mot socket ling nghe két ndi di téi

Synopsis

#include <sys/socket.h>

int listen(int s, int backlog);

Description

Ban c6 thé cAm socket descriptor cia minh (tao bang system call socket() ) va bao né lang nghe két néi

di t6i. Day la diéu phan biét server vdi client day cac ban.

Tham s8 backlog cé thé nghia vai thi khac nhau tuy hé thong ban dang dung, nhung néi chung né 1a
6 thé c6 bao nhiéu két ndi dang chg trude khi kernel bat dau tii chdi cac két ndi méi. Khi cac két ndi méi
dén, ban nén nhanh chéng accept() ching dé backlog khong ddy. Thi gan 10 hodc gi d6, va néu client

clia ban bat dau bi “Connection refused” dudi tai niang, tang lén.
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Trudc khi goi listen() , server cia ban nén goi bind() dé gdn minh vao mot s6 port cu thé. S port d6
(trén dia chi IP ctia server) sé la cai ma client két ndi téi.

Return Value

Tra vé khong néu thanh cong, hodc -1 néuldi(va errno sé dudc gan phi hop).

Example

struct addrinfo hints, *res;
int sockfd;

// first, load up address structs with getaddrinfo():

memset (&hints, 0, sizeof hints);

hints.ai_family = AF_UNSPEC; // use IPv4 or IPv6, whichever
hints.ai socktype = SOCK STREAM;

hints.ai flags = AI PASSIVE; // fill in my IP for me
getaddrinfo(NULL, "3490", &hints, &res);

// make a socket:

sockfd = socket(res->ai family, res->ai socktype,
res->ai protocol);

// bind it to the port we passed in to getaddrinfo():
bind(sockfd, res->ai addr, res->ai addrlen);
listen(sockfd, 10); // set sockfd up to be a server socket

// then have an accept() loop down here somewhere

See Also

accept() , bind() , socket()

9.16 perror(), strerror()

In mot 16i dudi dang chudi ngusi doc dude

Synopsis

#include <stdio.h>
#include <string.h> // for strerror()

void perror(const char *s);
char *strerror(int errnum);
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Description

Virat nhiéu ham tra vé -1 khildi va dit gia tri cia bién errno thanh mdt s6 nao dé, sé tuyét néu ban cé
thé dé dang in né ra & dang c6 y nghia vé6i ban.

Rit may, perror() lam diéu d6. Néu ban muén in thém mb ta trude 16i, ban c6 thé tré tham s6 s t6i do
(hodc d€ s 1a NULL va sé khong in gi thém).

Noi gon, ham nay nhén cic gia tri errno , nhu ECONNRESET , va in ching dep d&, nhu “Connection reset
by peer”

Ham strerror() rat giéng perror() , chi khac 1a né tra vé mot con tré t6i chudi théng bao 16i cho gia
tri d4 cho (ban thudng truyén bién errno ).

Return Value

strerror() tra vé mét con tré t6i chudi thong bao 16i.

Example

int s;
s = socket(PF_INET, SOCK STREAM, 0);
if (s == -1) { // some error has occurred

// prints "socket error: " + the error message:
perror(“"socket error");

}

// similarly:

if (listen(s, 10) == -1) {
// this prints "“an error: " + the error message from errno:
printf("an error: %s\n", strerror(errno));

}

See Also

errno

9.17 poll()

Kiém tra su kién trén nhiéu socket ciing lic

Synopsis

#include <sys/poll.h>

int poll(struct pollfd *ufds, unsigned int nfds, int timeout);
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Description

Ham nay rat giong select() & chd ca hai déu theo ddi cac tap file descriptor d€ c6 su kién, nhu dii liéu di
t6i s&n sang d€ recv() , socket s&n saing dé send() dii lidu t6i, dii liéu out-of-band s&n sang dé recv() ,
16, van van.

Y tuéng co ban 1a ban truyén moét mang nfds cai struct pollfd trong ufds , cing v6i mot timeout tinh
theo millisecond (1000 millisecond mot gidy). timeout c6 thé Am néu ban mudn chd mai. Néu khong co
su kién nao xay ra trén bat ky socket descriptor nao trugc khi timeout, poll() sé tra vé.

Mbi phin tii trong mang struct pollfd dai dién cho mot socket descriptor, va chiia cac trudng sau:

struct pollfd {
int fd; // the socket descriptor
short events; // bitmap of events we're interested in
short revents; // after return, bitmap of events that occurred

}i

Trudckhigoi poll() ,nap fd bang socket descriptor (néuban gan fd thanh motsd am, struct pollfd
nay bi bo qua va trudng revents dudc gan thanh khong) réi dung trudng events bang cich OR bitwise
cac macro sau:

Macro Mo ta
POLLIN Béo cho téi khi c6 dii liéu sdn sang dé recv() trén socket nay.
POLLOUT Béo cho t6i khi t6i c6 thé send() dii liéu t&i socket nay ma khong bi block.
POLLPRI Béo cho t6i khi c6 dii liéu out-of-band sin sang dé recv() trén socket nay.

Khi poll() tra vé, trudng revents sé dudgc dung nhu mot phép OR bitwise ctia cac trudng trén, cho ban
biét descriptor nao that su da c6 su kién d6 xay ra. Thém niia, cic trudng khac nay c6 thé xuit hién:

Macro Mo ta
POLLERR D4 c6 16i trén socket nay.
POLLHUP Dau remote cta két néi da cip may.
POLLNVAL C6 gi d6 sai v6i socket descriptor fd , c6 thé né chua khdi tao?

Return Value

Tra vé s6 phin tii trong mang ufds da co su kién xay ra; s6 nay c6 thé 1a khong néu timeout da xay ra.
Ciing tra vé -1 néuldi(va errno sé dudc gan phu hgp).

Example

int sl, s2;

int rv;

char bufl[256]1, buf2[2561];
struct pollfd ufds[2];

sl
s2

socket (PF_INET, SOCK_STREAM, 0);
socket (PF_INET, SOCK_STREAM, 0);




20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

Chapter 9. Man Pages

// pretend we've connected both to a server at this point
//connect(sl, ...)...
//connect(s2, ...)...

// set up the array of file descriptors.

//

// in this example, we want to know when there's normal or
// out-of-band (00B) data ready to be recv()'d...

ufds[0].fd = sl;
ufds[0].events = POLLIN | POLLPRI; // check for normal or 00B

ufds[1l].fd = s2;
ufds[1l].events = POLLIN; // check for just normal data

// wait for events on the sockets, 3.5 second timeout
rv = poll(ufds, 2, 3500);

if (rv == -1) {
perror("poll"); // error occurred in poll()
} else if (rv == 0) {
printf("Timeout occurred! No data after 3.5 seconds.\n");
} else {
// check for events on sl:
if (ufds[0@].revents & POLLIN) {
recv(sl, bufl, sizeof bufl, 0); // receive normal data
}
if (ufds[0].revents & POLLPRI) {
recv(sl, bufl, sizeof bufl, MSG 00B); // out-of-band data

// check for events on s2:
if (ufds[1].revents & POLLIN) {
recv(sl, buf2, sizeof buf2, 0);

111

See Also

select()

9.18 recv(), recvfrom()

Nhén dii liéu trén socket
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Synopsis

#include <sys/types.h>
#include <sys/socket.h>

ssize t recv(int s, void *buf, size t len, int flags);
ssize t recvfrom(int s, void *buf, size t len, int flags,
struct sockaddr *from, socklen t *fromlen);

Description

Khi ban da c6 socket dung lén va dang két néi, ban c6 thé doc dit liéu di t6i ti ddu bén kia bdng recv ()
(cho socket TCP SOCK STREAM ) va recvfrom() (cho socket UDP SOCK DGRAM ).

Ca hai ham déu nhén socket descriptor s, mdt con tro téi buffer buf , kich thudc (tinh theo byte) cua
buffer len, vamottdp flags diéu khién cach cic ham hoat dong.

Ngoai ra, recvfrom() nhén thém mot struct sockaddr*, from sé cho ban biét dii liéu dén tu dau, va
sé dién fromlen bing kich thudc cia struct sockaddr . (Ban ciing phai khdi tao fromlen bang kich
thudc caa from hodc struct sockaddr .)

Vay nhiing ¢ ky diéu nao ban co6 thé truyén vao ham nay? Day la vai cai, nhung ban nén kiém tra man
page cuc b clia minh d€ biét thém va céi gi that su dudc hd trg trén hé thdng ctia ban. Ban OR bitwise
ching lai v6i nhau, hodc chi gan flags thanh 0 néumuénnéla recv() vanibinh thudng.

Macro Mo ta
Nhén dii liéu Out of Band. Day la cach 14y dit liéu da duge gtii cho ban véi ¢d
MSG_008B MSG_00B trong send() . O d4u nhan, signal SIGURG sé dudc raise bdo cho ban
rang c6 dit liéu khan. Trong handler cho signal d6, ban c6 thé goi recv() véicd
MSG_00B nay.

A

Néu ban mudn goi recv() “chi dé gia bo”, ban c6 thé goi v8i c8 nay. Cai nay sé
EY_[HEEX cho ban biét ¢6 gi dang dgi trong buffer khi ban goi recv() “that” (tic 1a khong
c6 ¢c8 MSG_PEEK ). N6 gidong ban xem trudc cho 16i goi recv() ké tiép.
Bao recv() khong tra vé cho dén khi da nhan dugc toan bo dii liéu ban chi dinh
trong tham s6 len . N6 sé bo qua y mudn cta ban trong hoan canh cuc doan, vi
du néu mot signal ngit 15i goi hodc néu c6 16i xay ra hodc néu dau remote dong
két noi, van van. Dling giin nd.

MSG_WAITALL

Khi ban goi recv() , n6 sé block cho dén khi c6 dii liéu dé doc. Néu ban khong mudn block, dit socket
thanh non-blocking hoic kiém tra bdng select() hay poll() déxem c¢ dii liéu di t6i khong trude khi

goi recv() hodc recvfrom() .

Return Value

Tra vé s§ byte that su da nhan (c6 thé it hon s8 ban yéu ciu trong tham s5 len ), hodc -1 néu léi (va
errno sé dugc gan phu hgp).

Néu dau remote da dong két ndi, recv() sétra vé 0. Day la cach thudng dung dé xac dinh dau remote
da dong két noi chua. Binh thudng la tot, cung!
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Example
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// stream sockets and recv()

struct addrinfo hints, *res;
int sockfd;

char buf[512];

int byte count;

// get host info, make socket, and connect it

memset (&hints, 0, sizeof hints);

hints.ai_family = AF_UNSPEC; // use IPv4 or IPv6, whichever
hints.ai socktype = SOCK STREAM;

getaddrinfo("www.example.com", "3490", &hints, &res);

sockfd = socket(res->ai family, res->ai socktype, res->ai protocol);
connect(sockfd, res->ai addr, res-=ai addrlen);

// all right! now that we're connected, we can receive some data!
byte count = recv(sockfd, buf, sizeof buf, 0);
printf("recv()'d %d bytes of data in buf\n", byte count);

// datagram sockets and recvfrom()

struct addrinfo hints, *res;
int sockfd;

int byte count;

socklen_t fromlen;

struct sockaddr storage addr;
char buf[512];

char ipstr[INET6_ADDRSTRLEN];

// get host info, make socket, bind it to port 4950

memset (&hints, 0, sizeof hints);

hints.ai family = AF UNSPEC; // use IPv4 or IPv6, whichever
hints.ai_socktype = SOCK_DGRAM;

hints.ai flags = AI PASSIVE;

getaddrinfo(NULL, "4950", &hints, &res);

sockfd = socket(res->ai family, res->ai socktype, res->ai protocol);
bind(sockfd, res-=>ai addr, res->ai addrlen);

// no need to accept(), just recvfrom():

fromlen = sizeof addr;
byte count = recvfrom(sockfd, buf, sizeof buf, 0, &addr, &fromlen);

printf("recv()'d %d bytes of data in buf\n", byte count);
printf("from IP address %s\n",
inet ntop(addr.ss family,
addr.ss family == AF_INET?
((struct sockaddr in *)&addr)->sin addr:
((struct sockaddr in6 *)&addr)->sin6 addr,
ipstr, sizeof ipstr);
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See Also

send() , sendto(), select(), poll() ,Blocking

9.19 select()

Kiém tra xem céc socket descriptor c6 sn sang doc/ghi khong

Synopsis

#include <sys/select.h>

int select(int n, fd set *readfds, fd set *writefds,
fd set *exceptfds, struct timeval *timeout);

FD SET(int fd, fd set *set);
FD CLR(int fd, fd set *set);
FD ISSET(int fd, fd set *set);
FD ZERO(fd set *set);

Description

Ham select() cho ban cich kiém tra dong thdi nhiéu socket xem chung c6 dii liéu dang dgi dudc recv ()
khong, ho#c ban c6 thé send() dii liéu cho chiing ma khong bi block khong, hodc c6 exception nao xay
ra khéng.
Ban dién tip socket descriptor ciia minh béng cic macro, nhu FD_SET() & trén. Khi da c6 tap, ban truyén
no6 vao ham qua mot trong cac tham sé sau: readfds néu ban muén biét khi nao bt ky socket nao trong
tap sdn sang dé recv() diiliéu, writefds néu bat ky socket ndo sin sang dé€ send() dii liéu, va/hoic
exceptfds néu ban cin biét khi ndo c6 exception (18i) xay ra trén bat ky socket ndo. Bat ky hoic tit ca
tham s8 nay c6 thé 14 NULL néu ban khdng quan tdm dén loai su kién d6. Sau khi select() tra vé, gia
tri trong cac tap sé bi thay ddi dé cho biét cai nao sén sang doc hoic ghi, va cii nao co exception.

Tham sé dau tién, n, la socket descriptor c6 sb cao nhat (déula int, nhé chii?) cdng mot.

Cudi ciing, struct timeval, timeout, & cudi, cdi nay cho ban bdo select() kiém tra cic tAp ndy bao
lau. N6 sé tra vé sau khi timeout, hodc khi c6 su kién xay ra, cai nao dén trudc. struct timeval co hai
trudng: tv_sec la so gidy, cong thém tv_usec , sé microsecond (1.000.000 microsecond mot giy).

Cac macro trg giup lam nhu sau:

Macro Mo ta

Thém fd vao set .
FD SET(int fd, fd set *set);

Bo6 fd khoi set .
FD CLR(int fd, fd set *set);

Tra vé true néu fd ndm trong set .
FD ISSET(int fd, fd set *set);

Xéa toan b phén ti khoi set .
FD ZERO(fd set *set);
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Luu ¥ cho ngudi diing Linux: select() ctia Linux c6 thé tra vé “sin-sang-doc” r6i that ra khong sin sang

doc, khién 13i goi read() theo sau bi block. Ban c6 thé khic phuc bug nay bang cach bat ¢ 0_NONBLOCK

trén socket nhan dé no tra 16i v6i EWOULDBLOCK , rdi bo qua 18i nay néu né xay ra. Xem man page ciia
fentl() dé biét thém vé cich dat socket thanh non-blocking.

Return Value

Tra vé s6 descriptor trong tap néu thanh cong, 6 néu da dén timeout, hodc -1 néuldi(va errno sé dudc
gan phi1 hop). Ngoai ra, cac tap bi stia dé cho biét socket nao san sang.

Example

int sl, s2, n;

fd set readfds;

struct timeval tv;

char bufl[256], buf2[256];

// pretend we've connected both to a server at this point
//sl = socket(...);

//s2 = socket(...);

//connect(sl, ...)...

//connect(s2, ...)...

// clear the set ahead of time
FD_ZERO(&readfds) ;

// add our descriptors to the set
FD SET(sl, &readfds);
FD SET(s2, &readfds);

// since we got s2 second, it's the '"greater", so we use that for
// the n param in select()
n=s2+1;

// wait until either socket has data ready to be recv()d
// (timeout 10.5 secs)

tv.tv_sec = 10;

tv.tv_usec = 500000;

rv = select(n, &readfds, NULL, NULL, &tv);

if (rv == -1) {
perror("select"); // error occurred in select()
} else if (rv == 0) {
printf("Timeout occurred! No data after 10.5 seconds.\n");
} else {
// one or both of the descriptors have data
if (FD_ISSET(sl, &readfds)) {
recv(sl, bufl, sizeof bufl, 0);
}
if (FD_ISSET(s2, &readfds)) {
recv(s2, buf2, sizeof buf2, 0);
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See Also

poll()

9.20 setsockopt(), getsockopt()

Dat cac tuy chon khéac nhau cho mét socket

Synopsis

#include <sys/types.h>
#include <sys/socket.h>

int getsockopt(int s, int level, int optname, void *optval,
socklen t *optlen);

int setsockopt(int s, int level, int optname, const void *optval,
socklen t optlen);

Description

Socket 14 thi kha c6 thé ciu hinh. That ra, ching c6 thé ciu hinh dén miic t6i thim chi sé khong bao phu
hét ¢ day. C6 1é du sao cling tuy hé thong. Nhung t6i sé ndi vé phan cd ban.

RO rang, cadc ham nay 14y va dat cac tiy chon nhét dinh trén mot socket. Trén may Linux, tit ca thong tin

vé socket ndm trong man page cho socket ¢ phan 7. (Go: “ man 7 socket ” dé c6 hét midy mén ngon nay.)

Vé tham s6, s la socket ban dang noéi dén, level nén dudc gan thanh SOL_SOCKET . Réi ban dat optname
thanh tén ban quan tAm. Lai niia, xem man page cta ban d€ co tat ca tiy chon, nhung day 1a vai cai vui
nhét:

optname Mo ta

Bind socket nay vao tén thiét bi ky hiéu nhu eth0 thay vi dung bind()
SUE L LIS Al dé bind n6 vao dia chi IP. G6 1énh ifconfig trén Unix dé xem tén thiét bi.
Cho phép socket khac bind() vao port nay, trii khi da c6 mot socket dang
S0_REUSEADDR ldng nghe tich cuc bind vao port d6. Cai nay giup ban vugt qua nhiing
thong bao 16i “Address already in use” khi ban thit khai dong lai server sau
khi crash.
Cho phép socket UDP datagram ( SOCK_DGRAM ) gtii va nhén cac gdi tin dudc
gtli dén va tii dia chi broadcast. Khong lam gi, KHONG LAM GI!!, v6i socket
TCP stream! Hahaha!

SO_BROADCAST

Vé tham s6 optval , n6 thudng la con tro t6i mot int cho biét gia tri dang néi. Cho boolean, khéng la
false, khac khong la true. Va d6 1a su that tuyét doéi, trt khi né khac trén hé théng ctia ban. Néu khong cé
tham s nao cin truyén, optval c6 théla NULL .

Tham s6 cudi cing, optlen, nén dudc gan thanh d¢ dai cha optval, cd1éla sizeof(int) , nhung thay

d6i tuy tuy chon. Luu y rdng trong trudng hgp getsockopt() , diy la con tré t6i mot socklen t, va
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noé chi dinh kich thuéc t6i da ctia ddi tugng sé dudc luu trong optval (dé€ ngan buffer overflow). Va
getsockopt() sé sila gia tri cia optlen d€ phan anh s byte that su da dit.

Canh béo: trén mot s6 hé thong (ddc biét 1a Sun va Windows), tiy chon c¢6 thé 1a char thay vi int, va
dugc gan, vi du, thanh gia triky tu '1' thay vigia tri int 1. Lai niia, kiém tra man page cta ban d€ c6

thong tin thém véi “ man setsockopt ” va “ man 7 socket 7!

Return Value

Tra vé khong néu thanh cong, hodc -1 néuldi (va errno sé dudc gan phi hop).

Example

int optval;
int optlen;
char *optval2;

// set SO REUSEADDR on a socket to true (1):
optval = 1;
setsockopt(sl, SOL SOCKET, SO REUSEADDR, &optval, sizeof optval);

// bind a socket to a device name (might not work on all systems):
optval2 = "ethl"; // 4 bytes long, so 4, below:
setsockopt(s2, SOL SOCKET, SO BINDTODEVICE, optval2, 4);

// see if the SO BROADCAST flag is set:
getsockopt(s3, SOL SOCKET, SO BROADCAST, &optval, &optlen);
if (optval !'= 0) {

print("SO BROADCAST enabled on s3!'\n");

See Also

fcntl()

9.21 send(), sendto()

Gui dit liéu ra qua socket

Synopsis

#include <sys/types.h>
#include <sys/socket.h>

ssize t send(int s, const void *buf, size t len, int flags);
ssize t sendto(int s, const void *buf, size t len,
int flags, const struct sockaddr *to,
socklen_ t tolen);
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Description

Cac ham nay gti dii liéu t6i mot socket. No6i chung, send() duge dung cho socket TCP SOCK_STREAM

da két néi, con sendto() dudc dung cho socket datagram UDP SOCK DGRAM khong két noi. Véi socket
khong két néi, ban phai chi dinh dich dén cta goi tin mdi lan gii, d6 la 1y do tham s& cudi ctia sendto()

dinh nghia goéi tin dang di dau.

Véica send() va sendto() ,tham s6 s la socket, buf la con tro t6i dit liéu ban mudn gui, len la s6
byte muén gii, va flags cho phép ban chi dinh thém thong tin vé cach dii liéu duge gti. Gan flags

thanh khong néu ban mudén né 1a dit liéu “binh thudng”. Day 14 vai c§ hay dung, nhung kiém tra man page

send() cuc bd ciia ban dé biét thém:

Macro Mb ta

Gtii nhu dii liéu “out of band”. TCP hd trg cai ndy, va d6 1a cach bao cho hé
MSG_008B thong nhan biét rdng dii liéu nay c6 dd uu tién cao hon dii liéu thudng. Bén

nhan sé nhan signal SIGURG va cd thé nhéan dii liéu nay ma khéng cin nhan

hét phan dii liéu thudng con lai trong hang dgi trude.

Dung gui dii liéu nay qua router, chi gili n6 trong local.

MSG_DONTROUTE
Néu send() sé block vi traffic di ra dang bi tic, lam né tra vé EAGAIN . Cai
MSG_DONTWAIT nay giéng nhu “bat non-blocking chi cho l4n send nay”. Xem phén vé blocking
dé biét chi tiét.
Néu ban send() dén host remote khong con dang recv() , ban thudng sé

S5 OB nhén signal SIGPIPE . Thém cd nay ngan signal d6 bi raise.

Return Value

Tra vé s6 byte that su da giii, hosic -1 néu16i (vd errno sé dudc gan phu hdp). Luu ¥ ring s6 byte that

su da gui c6 thé it hon s6 ban yéu ciu gui! Xem phan vé xtily send() mot phin dé c6 ham trg giup vugt

qua chuyén nay.

Ngoai ra, néu socket da bi dong béi bat ky bén nao, process goi send() sé nhan signal SIGPIPE . (Tru khi
send() dudc goi véi cG MSG_NOSIGNAL .)

Example

int spatula count = 3490;
char *secret message = "The Cheese is in The Toaster";

int stream socket, dgram socket;
struct sockaddr in dest;
int temp;

// first with TCP stream sockets:

// assume sockets are made and connected
//stream socket = socket(...
//connect(stream socket,

// convert to network byte order
temp = htonl(spatula count);
// send data normally:
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send(stream socket, &temp, sizeof temp, 0);

// send secret message out of band:
send(stream socket, secret message, strlen(secret message)+1,
MSG _00B) ;

// now with UDP datagram sockets:

//getaddrinfo(. ..

//dest = ... // assume "dest" holds the address of the destination
//dgram socket = socket(...

// send secret message normally:
sendto(dgram_socket, secret message, strlen(secret message)+1l, 0,
(struct sockaddr*)&dest, sizeof dest);

See Also

recv() , recvfrom()

9.22 shutdown()

Dting cac 1an send va receive tiép theo trén socket

Synopsis

#include <sys/socket.h>

int shutdown(int s, int how);

Description

D6! Téi chiu hét néi réi! Khong cho send() thém niia trén socket nay, nhung t6i vin muén recv() di
liéu trén d6! Hoadc ngudc lai! Lam sao toi lam dugc chuyén nay?

Khi ban close() mdt socket descriptor, né dong ca hai phia ctia socket cho doc va ghi, va giai phong
socket descriptor. Néu ban chi mudn déng mot phia hoéc phia kia, ban c6 thé dung 11 goi shutdown ()
nay.

Vé tham s8, s rd rang 1a socket ban mudn thuc hién hanh dong nay, va hanh déng d6 1a gi c6 thé chi dinh
qua tham s8 how . how c6 thé1a SHUT RD dé€ ciAm thém cac recv() , SHUT WR dé cAm thém cic send() ,
ho#c SHUT RDWR dé cAm ca hai.

Luu y rdng shutdown() khéng giai phong socket descriptor, nén ban van phai cudi cing close() socket
ké ca khi n6 da bi shut down hoan toan.

Day la system call it khi dung.

Return Value

Tra vé khong néu thanh cong, hodc -1 néuldi(va errno sé dudc gan phi hop).



Chapter 9. Man Pages 120

Example

int s = socket(PF_INET, SOCK_STREAM, 0);

// ...do some send()s and stuff in here...

// and now that we're done, don't allow any more sends()s:
shutdown(s, SHUT WR);

See Also

close()

9.23 socket()

Cap phat mot socket descriptor

Synopsis

#include <sys/types.h>
#include <sys/socket.h>

int socket(int domain, int type, int protocol);

Description

Tra vé mot socket descriptor méi ma ban c6 thé dung dé lam chuyén gi d6 socket-ki€u. Day thudng la 16i
goi d4u tién trong qué trinh d6 so viét mot chudng trinh socket, va ban c6 thé dung két qua cho cac 16i goi
tiép theo t6i listen() , bind() , accept() , hay nhiéu ham khac.

Trong cach dung théng thudng, ban lay gia tri cho cac tham s6 nay tU 16i goi getaddrinfo() , nhu trong
vi du bén duéi. Nhung ban c6 thé tu dién bing tay néu that su mudn.

Tham s6 Mo ta
domain domain mo té loai socket ban quan tdm. Tin t6i di, cai nay c6 thé 1a nhiéu thd, nhung
vi day la huéng dan vé socket, n6 sé la PF_INET cho IPv4, vi PF_INET6 cho IPvé.
type Tham s§ type cling c6 thé 1a nhiéu thi, nhung ban sé ¢6 1€ gan no6 thanh

SOCK STREAM cho socket TCP dang tin ( send() , recv() ) hoic SOCK DGRAM cho
socket UDP nhanh khong dang tin ( sendto() , recvfrom() ). (Mot kiéu socket tha
vikhacla SOCK RAW co thé dung dé dung goi tin bing tay. Kha ngau.)

protocol Cudi cung, tham s8 protocol cho biét protocol ndo dung v6i mot kiéu socket nhat
dinh. Nhu t61 da ndi, vi du, SOCK_STREAM dung TCP. Rat may cho ban, khi dung

SOCK_STREAM ho#c SOCK_DGRAM , ban chi cin gan protocol thanh 0, va né sé tu dong

dung protocol phtt hgp. Néu khong, ban ¢6 thé dung getprotobyname() dé tra s6
protocol phu hgp.
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Socket descriptor méi dé dung trong cac 15i goi tiép theo, hoic -1 néu16i (vd errno sé dudc gan phu

hgp).

Example

struct addrinfo hints, *res;
int sockfd;

// first, load up address structs with getaddrinfo():

memset (&hints, 0, sizeof hints);

hints.ai family = AF UNSPEC; // AF INET, AF INET6, or AF UNSPEC
hints.ai_socktype = SOCK_STREAM; // SOCK STREAM or SOCK_DGRAM

getaddrinfo("www.example.com", "3490", &hints, &res);

// make a socket using the information gleaned from getaddrinfo():
sockfd = socket(res->ai family, res->ai socktype, res->ai protocol);

See Also

accept() , bind() , getaddrinfo() , listen()

9.24 struct sockaddr va dong bon

Céc struct dé€ xti ly dia chi internet

Synopsis

#include <netinet/in.h>

// All pointers to socket address structures are often cast to
// pointers to this type before use in various functions and system
// calls:

struct sockaddr {

unsigned short sa_family; // address family, AF xxx
char sa_datal[l4]; // 14 bytes of protocol address

I'E

// IPv4 AF INET sockets:

struct sockaddr in {

short sin family; // e.g. AF INET, AF INET6
unsigned short sin_port; // e.g. htons(3490)
struct in addr sin_addr; // see struct in addr, below

char sin zero[8]; // zero this if you want to
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Y
struct in addr {

unsigned long s _addr; // load with inet pton()
Y

// IPv6 AF _INET6 sockets:

struct sockaddr in6 {

u intl6 t sin6 family; // address family, AF INET6
u intl6 t sin6_port; // port number, network order
u int32 t sin6_flowinfo; // IPv6 flow information
struct in6_addr sin6_addr; // IPv6 address

u int32 t sin6_scope_id; // Scope ID

¥i

struct in6_addr {
unsigned char  s6_addr[16]; // load with inet pton()
}i

// General socket address holding structure, big enough to hold
// either struct sockaddr _in or struct sockaddr in6 data:

struct sockaddr storage {
sa_family t ss family; // address family

// all this is padding, implementation specific, ignore it:

char __ss padl[ SS PAD1SIZE];
inté4 t  ss align;
char __ss_pad2[ SS PAD2SIZE];
}i
Description

Day la cac struct co ban cho tét ca syscall va ham xti 1y dia chi internet. Ban sé thudng dung getaddrinfo()
dé dién cac struct nay, roi sé doc ching khi can.
Trong bd nhd, struct sockaddr_in va struct sockaddr_in6 chia sé cung phan dau struct véi
struct sockaddr , va ban co6 thé tu do cast con tro ctia mot ki€u sang kiéu kia ma khong gay hai gi, tru
kha néng tin thé va tru.
No6i duia thoi vé chuyén tan thé vii tru... néu vii tru thuc su tan thé khi ban cast mdt struct sockaddr_in*
sang struct sockaddr* , tdi hiia v6i ban d6 la trung hgp thuan tdy va ban tham chi khong nén lo vé né.
Vay, v6i chuyén dé trong dau, nhé réng mdi khi moét ham néi rdng né nhan struct sockaddr* ban cé thé
cast struct sockaddr_in*, struct sockaddr_in6* , hodc struct sockaddr_storage* cta minh sang
kiéu d6 mot cach dé dang va an toan.
struct sockaddr_in la struct dugc dung véi dia chi IPv4 (vi du “192.0.2.10”). N6 chiia ho dia chi
( AF_INET ), mot port trong sin_port , va dia chi IPv4 trong sin_addr .

Clng c6 trudng sin zero trong struct sockaddr in ma mot s6 ngudi qua quyét phai dudc gan thanh
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khong. Ngudi khac khong qua quyét gi vé né (tai liéu Linux tham chi khong nhic dén nd), va gan n6 thanh
khong c6 vé khong thuc su can thiét. Vay, néu ban thich, ¢t gan n6 thanh khong bing memset() .

Gig, cai struct in_addr d6la mot con quai vat la trén cac hé thong khac nhau. Do6i khi né la mot union
dién r6 v6i du loai #define va nham nhi khac. Nhung cai ban nén lam la chi dung trudng s_addr trong
struct nay, vi nhiéu hé théng chi cai dit mdi trudng do.

struct sockaddr_in6 va struct in6_addr rat giéng, chila ching dudc dung cho IPvé.

struct sockaddr storage la struct ban c6 thé truyén cho accept() hodc recvfrom() khi ban

dang cb viét code doc lap véi phién ban IP va ban khong biét dia chi méi sé 1a IPv4 hay IPvé6. Struct
sockaddr_storage dul6n dé chiia ca hai kiéu, khac v8i struct sockaddr gdc nho.

Example

// IPv4:

struct sockaddr in ip4addr;
int s;

ip4addr.sin_family = AF_INET;
ip4addr.sin port = htons(3490);
inet pton(AF_INET, "10.0.0.1", &ipdaddr.sin addr);

s = socket(PF_INET, SOCK STREAM, 0);
bind(s, (struct sockaddr*)&ip4addr, sizeof ip4addr);

// IPv6:

struct sockaddr in6 ip6addr;
int s;

ip6addr.sin6 family = AF INET6;
ipbaddr.sin6 port = htons(4950);
inet pton(AF_INET6, "2001:db8:8714:3a90::12", &ip6addr.sin6 addr);

s = socket(PF_INET6, SOCK STREAM, 0);
bind(s, (struct sockaddr*)&ip6addr, sizeof ip6addr);

See Also

accept() , bind() , connect(), inet aton() , inet ntoa()
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Tai Liéu Tham Khao Thém

Ban da di dugc t6i day, va gid ban dang gao 1én doi thém! Con c6 thé di dau nita d€ hoc thém vé mdy thi
nay?

10.1 Sach

V6i my cudn sach gidy kiéu cli ma ban cAm dudc trén tay, hiy thi mot s6 cudén hay ho dudi day. Cac lién
két nay dan téi affiliate link ctia mét hiéu sach néi tiéng, cho toi chit hoa héng kha kha. Con néu ban chi
don gian 14 thiy rong rai, ban c6 thé paypal donate vao beej@beej.us . :-)

Unix Network Programming, tap 1-2 ctia W. Richard Stevens. Xuat ban bsi Addison-Wesley Professional
va Prentice Hall. ISBN cho tap 1-2: 978-0131411555", 978-0130810816°.

Internetworking with TCP/IP, tap I cia Douglas E. Comer. Xuit ban b&i Pearson. ISBN 978-0136085300°.

TCP/IP Illustrated, tip 1-3 cia W. Richard Stevens va Gary R. Wright. Xuit ban bdi Addison Wesley. ISBN
cho cactip 1, 2, va 3 (vabo 3 tap): 978-0201633467*, 978-0201633542°, 978-0201634952°, (978-02017763177).

TCP/IP Network Administration cta Craig Hunt. Xuat ban bsi O’Reilly & Associates, Inc. ISBN 978-
05960029788,

Advanced Programming in the UNIX Environment ciia W. Richard Stevens. Xuat ban béi Addison Wesley.
ISBN 978-0321637734°.

10.2 Tham Khao Trén Web

Trén web:

BSD Sockets: A Quick And Dirty Primer!? (Cé ca thong tin vé lap trinh hé thdng Unix nifa!)
The Unix Socket FAQ!!

Ihttps://beej.us/guide/url/unixnet1
Zhttps://beej.us/guide/url/unixnet2
Shttps://beej.us/guide/url/intertcpl
“https://beej.us/guide/url/tepil
Shttps://beej.us/guide/url/tcpi2
Chttps://beej.us/guide/url/tcpi3
"https://beej.us/guide/url/tcpil23
8https://beej.us/guide/url/tcpna
“https://beej.us/guide/url/advunix
WOhttps://cis.temple.edu/~giorgio/old/cis307s96/readings/docs/sockets.html
https://developerweb.net/?f=70
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TCP/IP FAQ'?

The Winsock FAQ!

Va day la mot s6 trang Wikipedia lién quan:
Berkeley Sockets!*

Internet Protocol (IP)"®

Transmission Control Protocol (TCP)®
User Datagram Protocol (UDP)"’
Client-Server'®

Serialization!® (déng goi va mé gbi dit liéu)

10.3 RFCs

RFCs?, hang that day! Day 1a nhiing tai liéu mé ta cic s6 dudc gan, API lap trinh, va cic giao thiic dudc
dung trén Internet. T6i da dua vao day lién két t6i mot vai cai cho ban thudng thic, nén ldy mot x6 bong
ng6 va doi mi suy nghi vao:

RFC 12!, RFC dau tién; n6 cho ban hinh dung vé “Internet” trong nhu thé nao ngay khi né viia ra doi, va
mot cai nhin thoang qua vé viéc né dudc thiét ké tii con sé khong ra sao. (RFC nay da hoan toan 16i thai,
hién nhién rbi!)

RFC 7682, User Datagram Protocol (UDP)

RFC 791%, Internet Protocol (IP)

RFC 7932%, Transmission Control Protocol (TCP)

RFC 8542, Giao thtic Telnet

RFC 959%, File Transfer Protocol (FTP)

RFC 1350%, Trivial File Transfer Protocol (TFTP)

RFC 1459%, Internet Relay Chat Protocol (IRC)

RFC 1918%, Phan b6 dia chi cho mang Internet riéng

RFC 2131%*, Dynamic Host Configuration Protocol (DHCP)

Rhttp://www.fags.org/faqs/internet/tcp-ip/tcp-ip-faq/part1/
Bhttps://tangentsoft.net/wskfaq/
Yhttps://en.wikipedia.org/wiki/Berkeley_sockets
Bhttps://en.wikipedia.org/wiki/Internet_Protocol
18https://en.wikipedia.org/wiki/Transmission_Control_Protocol
https://en.wikipedia.org/wiki/User_Datagram_Protocol
Bhttps://en.wikipedia.org/wiki/Client-server
Yhttps://en.wikipedia.org/wiki/Serialization
Dhttps://www.rfc-editor.org/
Zhttps://tools.ietf.org/html/rfcl
Zhttps://tools.ietf.org/html/rfc768
Bhttps://tools.ietf.org/html/rfc791

2 https://tools.ietf.org/html/rfc793
Bhttps://tools.ietf.org/html/rfc854
Zhttps://tools.ietf.org/html/rfc959
Thttps://tools.ietf.org/html/rfc1350
Bhttps://tools.ietf.org/html/rfc1459
Dhttps://tools.ietf.org/html/rfc1918
3Ohttps://tools.ietf.org/html/rfc2131
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https://tangentsoft.net/wskfaq/
https://en.wikipedia.org/wiki/Berkeley_sockets
https://en.wikipedia.org/wiki/Internet_Protocol
https://en.wikipedia.org/wiki/Transmission_Control_Protocol
https://en.wikipedia.org/wiki/User_Datagram_Protocol
https://en.wikipedia.org/wiki/Client-server
https://en.wikipedia.org/wiki/Serialization
https://www.rfc-editor.org/
https://tools.ietf.org/html/rfc1
https://tools.ietf.org/html/rfc768
https://tools.ietf.org/html/rfc791
https://tools.ietf.org/html/rfc793
https://tools.ietf.org/html/rfc854
https://tools.ietf.org/html/rfc959
https://tools.ietf.org/html/rfc1350
https://tools.ietf.org/html/rfc1459
https://tools.ietf.org/html/rfc1918
https://tools.ietf.org/html/rfc2131
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RFC 9110*, Hypertext Transfer Protocol (HTTP)

RFC 2821%, Simple Mail Transfer Protocol (SMTP)

RFC 3330%, CAc dia chi IPv4 dung cho muc dich dic biét

RFC 34933, Basic Socket Interface Extensions cho IPv6

RFC 3542%, Advanced Sockets Application Program Interface (API) cho IPv6
RFC 3849%, Tién t6 dia chi IPv6 danh riéng cho tai liéu

RFC 3920%, Extensible Messaging and Presence Protocol (XMPP)

RFC 39778, Network News Transfer Protocol (NN'TP)

RFC 4193%, Unique Local IPv6 Unicast Addresses

RFC 4506%, External Data Representation Standard (XDR)

IETF c6 mdt cong cu truc tuyén kha hay dé tim kiém va duyét RFC*!.

31https://tools.ietf.org/html/rfc9110
32https://tools.ietf.org/html/rfc2821
3https://tools.ietf.org/html/rfc3330
34https://tools.ietf.org/html/rfc3493
$https://tools.ietf.org/html/rfc3542
30https://tools.ietf.org/html/rfc3849
3Thttps://tools.ietf.org/html/rfc3920
3Bhttps://tools.ietf.org/html/rfc3977
%https://tools.ietf.org/html/rfc4193
“Ohttps://tools.ietf.org/html/rfc4506
“Thttps://tools.ietf.org/rfc/
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